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Statement of Contributions

The majority of the abstract, Chapters 4 and 5, and Appendices A, B, D and E are
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protocol using the flag-state squashing model” [I] written by the author and co-authored
by Norbert Liitkenhaus.

In Chapter 2, the proof for Theorem 2.1.4 is provided by Vern Paulsen.
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Abstract

The squashing model proof technique is a powerful tool in proving security of quantum
key distribution (QKD) protocols since it reduces the dimension of the associated compu-
tational problem from infinite to finite. In the first half of this thesis, we formally prove
that the unconditional asymptotic security of an arbitrary QKD protocol after applying
a squashing model implies the same security for the original protocol. We also prove rig-
orously that the squashing map of the flag-state squashing model is indeed a quantum
channel for an infinite-dimensional input Hilbert space.

In the second half of the thesis, we apply the flag-state squashing model to the phase-
encoded BB84 protocol. Since all phase-encoded BB84 implementations have signal states
with unbalanced amplitudes in practice, the original security analyses a priori do not
apply to them. Previous security proofs use signal tagging of multi-photon pulses to
recover the behaviour of regular BB84. This is overly conservative, as for unbalanced
signals, the photon-number splitting attack does not leak full information to Eve. In this
work, we exploit the flag-state squashing model to preserve some parts of the multi-photon
generated private information in our analysis. Using a numerical proof technique, we obtain
significantly higher key rates compared with previously published results in the low-loss
regime. It turns out that the usual scenario of untrusted dark counts runs into conceptual
difficulties in some parameter regime. Thus, we discuss the trusted dark count scenario in
this paper as well. We also report a gain in key rates when part of the total loss is known
to be induced by a trusted device. We highlight that all these key rate improvements can
be achieved without modification of the experimental setup.
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Chapter 1

Introduction

Since the discovery of Shor’s algorithm [6] for polynomial-time factoring, quantum comput-
ers can, in theory, break current cryptosystems such as RSA that rely on the computational
hardness of factoring large integers. This poses serious threats to the security of all modern
communications that use public-key encryption. Later on, there are many proposals for
quantum-safe cryptography schemes such as post-quantum cryptography schemes which
rely on the fact that efficient algorithms for solving some hard mathematical problems have
yet to be discovered. Furthermore, even if there are really no efficient algorithms that can
solve these problems, an adversary with unlimited computational resources can still break
these encryption schemes. Therefore, all these schemes are providing only computational
security (i.e. assuming the adversary to have limited computational power) instead of
information-theoretic security.

Quantum key distribution (QKD) is another category of quantum-safe cryptography
schemes. The main advantage of QKD compared with other cryptography schemes is that
it assumes the adversary to have unlimited computational power. In fact, QKD, if im-
plemented correctly with a one-time pad, can in principle provide information-theoretical
security given that our laws of quantum mechanics are accurate and all possible side-
channel attacks are addressed. Another advantage of QKD is that any new attack methods
discovered by the adversary in the future will not compromise the security of encrypted
messages in the past. This is vastly different from any current or post-quantum cryptog-
raphy schemes where the security of encrypted messages can be fully compromised if an
adversary stores the messages and later discover an efficient decryption method or acquire
unrestricted computational resources.

The first QKD protocol, BB84, was proposed by Bennett and Brassard in 1984 [7].



Since then many other QKD protocols have been proposed, but all of them share the same
setting where two trusted parties Alice and Bob try to establish a shared secret key so
that they can use a one-time pad to encrypt their messages. To do so, Alice sends signals
that are chosen at random from a predefined set of non-orthogonal quantum states to
Bob so that he can extract some information from measuring the states. Note that there
are protocols such as measurement-device-independent (MDI) protocols that require both
Alice and Bob to send out signal states to an untrusted party Charlie for measurement,
but we will not consider these in this thesis. An eavesdropper or adversary Eve is assumed
to have full control of the quantum channel for the signal transmission between Alice and
Bob, so Eve can also learn something about the signal states. Once the distribution phase
is ended, Alice and Bob will communicate via an authenticated classical channel in order
to 1) estimate and reduce the leaked information to Eve, 2) increase correlation between
their signal preparation and measurement data, and ultimately 3) establish a shared secret
key. This will form the starting point of our discussion in Section 2.2.

The outline of this thesis is given as follows. In Chapter 2, we will cover the mathemat-
ical representations of physical systems, quantum measurements, and quantum channels as
well as the notion of quantum entropy. These form the bases for understanding the QKD
security proof framework. There we describe each step of a generic QKD protocol, different
attacks that Eve can perform, and how one can prove unconditional asymptotic security
even if Eve is restricted to performing collective attacks. At the end, we will look at two
equivalent versions of the asymptotic key rate formulas and how the key rate calculation
task can be translated into a numerical optimisation problem that will result in a reliable
key rate lower bound.

In Chapter 3, our main focus is squashing models which is an important mathemat-
ical tool for proving security of QKD protocols that involve measurements of infinite-
dimensional signal states. We first review the motivation and general idea behind squash-
ing models. We then give a concise definition of a generic squashing model and prove
its unconditional asymptotic security formally. As we move on to discuss the recently
proposed flag-state squashing model [3], we will prove that it satisfies all the squashing
model criteria even for an infinite-dimensional input Hilbert space provided that there is
a non-trivial lower bound on the weight of a preserved subspace. Finally, we will briefly
mention that finding a general squashing model which can fit all QKD protocols is still an
ongoing quest.

In Chapter 4, we will prove asymptotic security of the unbalanced phase-encoded BB84
protocol using the numerical proof technique described at the end of Chapter 2 and the
flag-state squashing model. Since the main objective is to prove higher key rates than what
previous results |1, 5] proved, we will highlight the main difference between our approach

2



and theirs and emphasise that our method is better. As a review, we will describe the full
protocol and how the signals and measurements are modelled mathematically. Then, we
will explain all the techniques that we have applied to this security proof and the way we
simulate our experimental data with realistic assumptions. Note that we have included all
the detailed derivations that we skip in the main body in the appendices for those who
are interested. At last, we will show that our key rates are indeed higher in the low-loss
regime and a trusted loss assumption can improve the key rates further.

The last chapter will conclude this thesis by summarising mainly Chapters 3 and 4 where
I have shown contributions. We will also point out some directions for future research.



Chapter 2

Preliminaries

In this chapter, we first review the relevant mathematical and quantum information theory
background for understanding the QKD security analysis framework. We will then revisit
the asymptotic security analysis of a general QKD protocol in the asymptotic key scenario.

2.1 Quantum information theory

In QKD, the task is to harvest information stored in some physical quantum systems such
as photons. To quantify such information requires the usage of quantum information theory
which provides mathematical descriptions of the quantum systems, the information stored
in them, and their interactions with the environment and measurement devices. Most of
the content in this section is based on Refs. [9, 10, 11].

2.1.1 Physical systems and measurements

Quantum systems exist naturally (e.g. atoms, photons, trapped ions) or can be engineered
(e.g. superconducting qubits). They have found applications in many information pro-
cessing tasks such as QKD, quantum computing and quantum metrology. Although the
underlying physics of different quantum systems could be vastly different, quantum sys-
tems generally obey the big mathematical framework of quantum mechanics which consists
of a series of postulates irrespective of the systems’ physical details. Before we state the
postulates, we need to define the following mathematical objects.



Definition 2.1.1. (Metric space [12])
A metric space is an ordered pair (M,d) where M is a set and an associated metric
d: M x M — R is a function such that for any z,y, 2 € M, it holds that

L. d(z,y) =0z =y,
2. d(z,y) = d(y,z),

d(z,y) + d(y, z) = d(x, 2),
4. d(x,y) >0

Definition 2.1.2. (Cauchy sequence [12])

A sequence {z,} C M in a metric space (M, d) is Cauchy if for every positive real number
e > 0, there exists a positive integer N such that for all integers n,m > N, it holds that
d(zp, ) < e

Definition 2.1.3. (Completeness [12])
A metric space M is complete if every Cauchy sequence in M is convergent (i.e. M
contains the limit to every Cauchy sequence).

Definition 2.1.4. (Hilbert space [13])
A complex vector space H is a Hilbert space if there exists an inner product (-|-) : HxH —
C such that for all vectors z,y,z € H,

- Azly) = (ylz)™,
T +ylz) = (z]2) + (y]2),

x|ay) = alz|y) for all a € C,

—_

azly) = a*(z|y) for all a € C,

-
-
-
A

x|z) >0,

&

(x|z) = 0 only if z =0,

and if H is complete in the norm || - || defined as ||z||x = +/(z|z) with the metric d
defined as d(z,y) = ||x — y||» for every z,y € H.

In the rest of this thesis, we will use the Dirac notation for vectors in a Hilbert space H
such that a “ket” |x) is equivalent to a vector x € H in the definition above, and a “bra”
(x| represents the complex conjugate transpose of the vector z € H.

We state the first postulate of quantum mechanics quoted verbatim from Ref. [9].

5



Postulate 1: Associated to any isolated physical system is a complex vector space
with inner product (that is, a Hilbert space) known as the state space of the system.
The system is completely described by its density operator, which is a positive
operator p with trace one, acting on the state space of the system. If a quantum
system is in the state p; with probability p;, then the density operator for the system
is 2, pini. (9], p-102)
This provides a mathematical representation of the state of a physical system in terms of a
density operator p acting on a Hilbert space. As the postulate has stated, a system could
be in a statistical ensemble of states {p;, p;} where p; is the probability of the system in
the i-th state p;, in which case the state of a system is a probabilistic mixture p = . p;p;.
A state p is called pure if it is rank-1, i.e. p = |¢)(¢)|. Otherwise, we call the state mized
if the rank of the density operator p is larger than 1. A more formal definition of density
operators will be given in the operator algebra language once we introduce the following
definitions.

Definition 2.1.5. (Positive operators [10])
Let H be a Hilbert space and P be a linear operator that maps H to H, i.e. P € L(H). P
is a positive operator which we denote as P > 0 or P € Pos(H) if for all vectors |z) € H,

(z|P|z) > 0. (2.1)

Definition 2.1.6. (Bounded operators [10])
Let ‘H and K be two Hilbert spaces and the set of linear operators that map H to K as
L(H,K). An operator T' € L(H,K) is bounded if the operator norm which is defined as

| T'lop = sup{||T[m)[lic - |h) € H, || |h)|[2} (2.2)

is finite. We denote the set of bounded linear operators that map H to K as B(H,K). If
H = K, then we denote the set simply as B(H).

Definition 2.1.7. (Compact operators [10])
Let H and K be two Hilbert spaces. An operator K € B(H,K) is compact if there is a
sequence of finite-rank operators {F,} C B(#, K) such that

Tim [|K = Fy[lop = 0. (2.3)

We denote the set of compact operators that map H to K as K(#H, K). If H = K, then we
denote the set simply as K(H).



Theorem 2.1.1 (Singular value decomposition (SVD) [14])
Let H and KC be two Hilbert spaces and let K € K(H, K) be compact. Then, there exist two
orthonormal bases {|e;) : 1 € N} C K and {|f;) : i € N} C H such that

K= Zs Ve (fil (2.4)

where {s;(K) € R:s;(K) > 0,i € N} are the singular values of the operator K and can be
found as the eigenvalues of the operator |K| = vV K'K.

Definition 2.1.8. (Trace class operators and trace norm [10])
Let ‘H be a Hilbert space with an orthonormal basis {|e;) : ¢ € N}. The set of trace class
operators is defined as

Ci(H) = {K € K(H) : ) _si(K) < oo}, (2.5)
which is complete in the trace norm (or 1-norm) defined as
|| K| = ZSi(K) = Z(ei| K| |e;) = Tr|K| = Tiv KTK. (2.6)

Therefore, the trace of the operator | K| is finite for all K € C1(H).

These definitions will be referred to throughout the rest of this chapter and Chapter 3.
We now give the formal definition of density operators.

Definition 2.1.9. (Density operators)

An operator p € C;(H) is a density operator if it satisfies p > 0 and Tr(p) = 1. We denote
the set of density operators D(H). Since it is compact and Hermitian (i.e. p! = p), it has
a spectral decomposition

p=> Ailes){eil (2.7)
where {le;)} is the eigenbasis and {\;} are non-negative, real eigenvalues of p.

In many scenarios, we need to consider a physical system with multiple subsystems.
As another postulate of quantum mechanics (see p. 102, Postulate 4 in Ref. [9]), the state
space Hap for a bipartite system consisting of two subsystems A and B is the tensor
product of the two state spaces H4 and Hp, i.e. Hap = Ha ® Hp. This can be extended
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to any multipartite system where the state space is simply the tensor product of all the
state spaces of its subsystems. The reduced density operator p4, of a subsystem A; is the
result of taking the partial trace of the n-partite density operator pa, . a, € D(Ha, . 4a,)
on the rest of subsystems A, ..., A,, i.e.

pay = Tra,  a,(pa. .a,) (2.8)

Now if we consider a pure state of a bipartite system, we can use the following theorem to
decompose the state into a sum of orthonormal states of tensor product form.

Theorem 2.1.2 (Schmidt decomposition [9])
Let |Y) ap be a pure state of a bipartite system AB. Then there exist orthonormal bases
{lei)a} for subsystem A and {|f:)s} for subsystem B such that

) ap = Z VAleda ® | f:) s, (2.9)

where {\;} are non-negative, real numbers which satisfy Y . A\, = 1.

This theorem implies that the two reduced density matrices ps = Trp(|t))(¥|ap) and
pp = Tra(|t) (1| ap) of any bipartite pure state |1)) 45 have the same eigenvalues. It follows
that for any mixed state p4, one can construct a pure state 1)) 45 using the eigensystem
of pa and Equation (2.9) such that ps = Trg(|1))()|ap). This brings us to the following
theorem of purification.

Theorem 2.1.3 (Purification)
Let pa € D(H ) be a density operator. There always ezists a pure state |1) ap € Hap such
that

pa = Trp(|v)(¥|aB), (2.10)
in which case, |) ap is said to purify (or is the purification of) the state pa.

We move on to describe the mathematical formalism of measurements on quantum
states, which is given by another postulate of quantum mechanics as stated in (p. 102,
Postulate 3) Ref. [9]. It says that any quantum measurement can be represented by a set
of measurement operators { My} C L(H) which are labelled by the index k corresponding
to the measurement outcomes. For the system in a state p € D(H), the probability of
obtaining measurement outcome k is

p(k) = Te(M] Myp), (2.11)
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and the post-measurement state of the system is the normalised state

My.pM;

The postulate ends with the completeness relation which demands the measurement oper-
ators to satisfy

> MM, =14, (2.13)
k

ensuring that the probabilities in (2.11) sum to one. We also know that the operator M ,1 M,
is a positive operator since (| M My|ib) > 0 for all vectors 1) € H. We can define a set
of positive operators { P := M, ,Z M.} which have a richer mathematical structure than the
general measurement operators { My }. For the operators { P} to satisfy the completeness

relation (2.13), they must be bounded operators. We call the set { P} a Positive Operator-
Valued Measure (POVM) as defined below.

Definition 2.1.10. (POVM)
Let {Py} € B(H) N Pos(H) be a set of positive, bounded linear operators on a Hilbert
space H. The set {P;} is a POVM if it satisfies

> P=1y and p(k) = Tr(Pep) (2.14)

for all measurement outcomes k and for any pairs of probabilities associated with the state
p € D(H) being measured, ({p(k)}, p).

Note that when the Hilbert space is infinite-dimensional, POVMs may not be compact
operators (see Definition 2.1.7) meaning that they may not have a spectral decomposition.
We now want to verify that the trace of the product between any POVM and density op-
erator is well-defined even in the infinite-dimensional case. We need the following theorem
which will also be used in Section 3.4.1.

Theorem 2.1.4 (Holder’s inequality for inner product between Cy(H) and B(H))
Let X € Ci(H) be any trace class operator and A € B(H) be any bounded operator on a
Hilbert space H. It holds that

| Tr(AX)] < [[Alop] | X]]1- (2.15)



Proof. Let X € Cy(#H). Since trace class operators are compact, they have an SVD, so we

can write
X = sl (e (2.16)
for s; > 0 for all ¢, {|i;)} and {|¢;)} are orthonormal bases of H. The trace norm of X is
X[ =D s (2.17)

Then for any bounded operators A € B(H),

To(AX) = 37 s Tr(AW) (01]) = Y sl Al (218)
= [T(AX)] < 3 sil@ilAd] < 3 sillAlly = 1Al lIXIL.— (2.19)
|

It follows that the trace of the product between any POVM element P € B(H)NPos(H)
and any density operator p € D(H) is upper bounded by

Tr(Pp) = [Te(Pp)| < [[Pllopllolly < [[Talloplloll = 1. (2.20)

Therefore, the trace is always finite and well-defined even when H is infinite-dimensional.

So far, we have gone through the mathematical descriptions of quantum states and
measurements, but we still haven’t discussed one of the most important properties of
quantum mechanics — entanglement. A Bell state |[U+) = \%(!00) + |11)) is the simplest
example of an entangled state. Measurements on the first and second qubits will yield
perfectly correlated results (i.e. the joint measurement probabilities satisfy p(0,1) = 0 =
p(1,0)). This kind of correlations is much stronger than that of spatially separated classical
systems, thereby being a prominent property that distinguishes quantum systems from
classical ones. We now give the formal definition of entangled states.

Definition 2.1.11. (Separable and entangled states)
A bipartite state pap € D(Hap) is separable if there exist a probability distribution {p;}
and two sets of density operators {o"y} C D(H4) and {75} C D(Hp) such that

PAB = Zpiaf; RTh . (2.21)

Any bipartite state that cannot be written in the form (2.21) (i.e. not separable) is called
entangled.
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2.1.2 Quantum channels

In general, the state of a quantum system may change over time. From quantum mechanics,
we know that the evolution of quantum states is governed by a Hamiltonian. A more precise
statement of how quantum states evolve is given by the following postulate of quantum
mechanics, which we quote verbatim from Ref. [9] (p. 102).

Postulate 2: The evolution of a closed quantum system is described by a unitary
transformation. That is, the state p of the system at time ¢ is related to the state
P’ of the system at time ¢, by a unitary operator U which depends only on the times
tl and tg,

P =UpUT. (2.22)

This tells us that a quantum system that does not interact with its environment or any
other systems only evolves unitarily.

However, all quantum systems that we encounter in experiments are unavoidably open
in the sense that there are always some interactions between the quantum system and the
environment. Therefore, we need an alternative mathematical description of how general
quantum systems evolve. A quantum channel is a map between density operators, which
represents a physical process of sending a quantum state p to another quantum state p’. It
is defined axiomatically such that it can describe any physical evolution of general quantum
systems. We now define the two properties that any quantum channel needs to satisfy.

Definition 2.1.12. (Completely Positive [10])
Let V C B(H) and W C B(K) be subspaces and let ® : V' — W be a linear map. Define
Lcexr to be the identity map for all operators in CF** for all k € N. The map ® is called
k-positive if the map

OF = Texr @ P (2.23)
is positive, that is, if ®*)(P) is positive for all positive operators P € Pos(C*** @ V). The
map P is completely positive (CP) if it is k-positive for all k& € N.

Definition 2.1.13. (Trace-non-increasing and trace-preserving)
Let @ : L(H) — L(K) be alinear map. It is trace-non-increasing (TNI) if for all X € L(H),

Tr(®(X)) < Tr(X). (2.24)

If equality holds in (2.24), then ® is trace-preserving (TP).
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We want all quantum channels to satisfy these two conditions because 1) the output of
any quantum channel needs to be a valid density operator, and 2) any quantum channel
acting only on a subsystem of a multipartite system should still yield a valid multipartite
density operator. These lead to the following definition of a quantum channel.

Definition 2.1.14. (Quantum channels)
A quantum channel is a linear completely positive trace-preserving (CPTP) map.

There is another equivalent mathematical representation of a quantum channel given by the
Stinespring’s dilation theorem as stated after we give the definition of strong convergence.

Definition 2.1.15. (Strong convergence)

Let X € B(H, K) be the limit of a sequence of bounded operators {X,, : n € N} C B(H, K)
such that lim,,_,., X;, = X. The sequence is strongly convergent, if lim,, . || Xh—X,h||x =
0 for every h € H (denote as X,, = X).

Theorem 2.1.5 (Stinespring’s dilation theorem of quantum channel [10, 15])
Let ® : B(H) — B(K) be a quantum channel. Then there exists a Hilbert space & with an
orthonormal basis {|e,) : a € A} for A being a non-empty index set with any cardinality

and a bounded operator V€ B(H ® £, K) such that

O(X) = V(X @ 1)VT, (2.25)
V=> V,®edl, (2.26)
a€A
s—= > ViVy=1x, (2.27)
a€A

where Y . 4 is an unordered sum. The last line means that the sum converges strongly to
the identity.

One important class of quantum channels is entanglement breaking channels which as
their name suggest, turn any entangled state into separable states when they act on a
subsystem. We now state the definition.

Definition 2.1.16. (Entanglement Breaking Channels [16])

Let H, K; and Ky be three Hilbert spaces and let ® : B(H) — B(K3) be a quantum
channel. We call & entanglement breaking if (1x, ® ®)(p) is separable for all density
operators p € D(K; @ H).
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2.1.3 Quantum entropy

To quantify the information stored in a quantum state, an analogous version of the Shannon
entropy for classical information is the von Neumann entropy defined below.

Definition 2.1.17. (von Neumann entropy)
The von Neumann entropy of the state p € D(H) is defined as

S(p) = =Tr(plog, p). (2.28)

To unify the notation for von Neumann (quantum) and Shannon (classical) entropies, we
make the following identification

H(Al,AQ,...,An)p = S(PAl,AQ,...,An) (229)

so that we can treat it as the entropy of the quantum systems or registers. The subscript
p will be omitted if it is clear by context which state the entropy refers to. We now state
the definitions of conditional entropy and mutual information for von Neumann entropy,
which are the same as the ones for Shannon entropy.

Definition 2.1.18. (Conditional von Neumann entropy & quantum mutual information)
The conditional von Neumann entropy of system X given system Y is

HX|Y)=H(X,Y)—-H(Y) (2.30)

and the quantum mutual information between systems X and Y is
I(X:Y)=H(X)+HY)-HX,Y). (2.31)
Entropic inequalities are powerful tools in quantum information theory and are often
used in QKD security proofs. The following theorem for strong subadditivity (SSA) of

von Neumann entropy will be useful to us in Section 3.3 when we prove the unconditional
security of squashing models.

Theorem 2.1.6 (Strong subadditivity of von Neumann entropy [17, 11])
Let X, Y and Z be registers. For every (quantum) state of the register (X,Y, Z),

H(X,Y,Z)+ H(Z) < H(X,Z) + H(Y, Z). (2.32)
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This theorem implies that
H(X|Y,Z) < H(X|Z). (2.33)

Intuitively, it means that the uncertainty of a system or register X is always lower if
you acquire additional knowledge from an extra system Y. Another important quantity in
quantum information is the quantum relative entropy which measures how much a quantum
state differs from another state. We give a more general definition below.

Definition 2.1.19. (Quantum relative entropy [11])
The quantum relative entropy of a positive operator P € Pos(H) with respect to another
positive operator @) € Pos(H) is defined as

Tr(Plog, P) — Tr(Plog, @), if ker(Q) C ker(P)

0, otherwise.

D(P||Q) = { (2.34)

An important property of quantum relative entropy is that it is always non-negative for
all density operators, which is described by Klein’s inequality.

Theorem 2.1.7 (Klein’s inequality [11])
Let P,Q) € Pos(H) be positive operators, and assume that Tr(P) > Tr(Q). It holds that

D(P||Q) > o. (2.35)

In particular, it holds that D(p||o) > 0 for every choice of density operators p,o € D(H).

We now have the mathematical tools to discuss the security analysis framework for QKD.

2.2 Quantum key distribution

In this section, we will revisit the essential ideas of QKD by first describing a generic
QKD protocol and two important classes of attacks an eavesdropper can perform. We will
then discuss briefly the security definition of QKD and the asymptotic key rate formula.
Finally, we will end this section by going through the steps required to turn the key rate
calculation task into a semidefinite programming (SDP) problem. Note that some of the
content in this section follows a similar discussion in Section 2.2 and Chapter 3 of Lin’s
Master’s thesis [15].
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2.2.1 Generic QKD protocol

We now outline the procedure of a generic QKD protocol which comprises of a quantum
phase and a classical phase. The quantum phase uses an insecure quantum channel which
is assumed to be controlled by the eavesdropper Eve, whereas the classical phase uses a
classical authenticated channel through which all communications are public but cannot
be altered.

Quantum phase

1. (State preparation) The sender Alice prepares N quantum states with each chosen
randomly from a countable set {p;} of non-orthogonal states according to the proba-
bility distribution {p;}. We call A] the m-th signal register or system. Alice records
her random choices in order and sends the total state ®Z:1 pi,. through a quantum
channel ®5 to Bob.

2. (Measurement) The receiver Bob measures the total output state (I’N(®,Z:1 i)
from the channel with a joint POVM {®%, FP} where the index k, labels the
Bob’s measurement outcome corresponding to the r-th output state. Bob records all
his measurement outcome in order.

After steps 1 and 2, Alice and Bob proceed to the classical phase which involves purely
classical communication procedures.

Classical phase

3. (Parameter estimation) Alice and Bob collaboratively select a small random subset
of their data (i.e. Alice’s choices of state x and Bob’s measurement outcomes y) to
estimate how much the eavesdropper Eve has learnt about the signal states. They
exchange their data corresponding to the selected subset through the classical channel
in order to establish a joint frequency distribution f(z,y), which converges to a joint
probability distribution in the limit of N — oo. If f(x,y) fulfills the predefined set
of acceptable statistics, then the protocol proceeds, otherwise it aborts.

4. (Announcement) If Alice and Bob decide to proceed with the protocol, they may
make announcements about the remaining data which are not used in the testing
step via the classical channel depending on the protocol. Since the announcements
are public, Eve is assumed to know all the content of the announcements.
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5. (Sifting € post-selection) According to the announcements, Alice and Bob may choose
to discard some of their data to increase correlation between the data kept by each
of them.

6. (Key map) In a direct (reverse) reconciliation scheme, Alice (Bob) performs a key
map which maps her (his) sifted and post-selected data into a key string over an
alphabet, which we call the raw key. Typically, the alphabet is chosen to be {0,1}
so that the key string is a bit string.

7. (Error correction/Information reconciliation) The person who does not perform the
key map may need additional information to recover a string perfectly correlated to
the key held by the other party due to imperfect signal states preparation and trans-
mission, Eve’s eavesdropping action, or imperfect measurements. Therefore, whoever
does the key map may need to publicly announce error correction information de-
pending on the error correction scheme, which will leak partial information of the
raw key to Eve.

8. (Privacy amplification) To remove Eve’s correlation to the raw key, Alice and Bob
need to apply privacy amplification to the key, which essentially reduces the key
length based on the maximum amount of information Eve could know about the
key. Alice or Bob first picks a hash function from a family of two-universal hash
functions (see Definition 5.4.1 in Renner’s PhD thesis [19]) which maps the raw key
to a shortened string which we call the final key. He or she will then announce the
choice of hash function publicly so that the other party can perform the same hashing
on his or her raw key.

This is called the prepare-and-measure scheme which is commonly practised in experiments
since this is straightforward to implement. However, analysing the security of a protocol of
such scheme directly is not intuitive and could be conceptually challenging for complicated
protocols.

There is an alternative QKD scheme - the entanglement-based scheme which involves
different procedures in the quantum phase. Instead of having Alice to prepare and send
out NNV signal states, Eve prepares a 2N-partite entangled state pa, a,p,..5y Which can
be entangled with her quantum system. Eve then sends systems Ay, ..., Ay to Alice and
systems By, ..., By to Bob. Now Alice and Bob both have to measure each of the N systems
they receive from Eve with the POVMs {F/'} and {FP} respectively. The classical phase
of an entanglement-based scheme is basically the same as that of a prepare-and-measure
scheme. Note that each step for both schemes may subject to some degree of modifications
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depending on the exact protocol, but these variations will not affect the discussion in the
remaining of this chapter.

For entanglement-based protocols, we can treat Eve’s eavesdropping action as a purifi-
cation of the shared quantum states between Alice and Bob, which permits an information-
theoretic quantification of the leaked information using quantum information theory. Thus,
these protocols have the advantage that their security analyses are usually more intuitive
than that for the prepare-and-measure ones. Nevertheless, to prepare a large number of
copies of highly entangled states in a short period of time could be experimentally chal-
lenging, so the entanglement-based scheme may not be as implementation-friendly as a
prepare-and-measure scheme.

To enjoy the best of both worlds, one can use the source replacement scheme [20, 21,

, 23] to convert a prepare-and-measure protocol into an entanglement-based one, which

we will describe in the following. Let A, be the m-th private system of Alice and A/, be

the system for the m-th output signal state of Alice. Assume in a prepare-and-measure

protocol that Alice randomly picks N pure states® from the ensemble {(p;,|di)a)} as

described in step 1 of the quantum phase. Then for the m-th signal state Alice prepares,
we can imagine a fictitious source in Alice’s device to prepare an entangled pure state

W)AmA/m = Z \/E|Z'>Am ® |¢¢>A;n (2.36)

where the orthonormal states {|i),, } represent Alice’s m-th random signal choice. When
Alice measures the entangled state [¢) 4,, 4. with the POVM {]i)(i| 4,, }, the reduced density
operator of system A, collapses to the signal state |¢;)(¢;|a, with probability p;. This
is equivalent to her randomly choosing a signal state from {|¢;)(¢i|a;,} according to the
probability distribution {p;}. Therefore, we have transformed the state preparation step in
a prepare-and-measure protocol into Alice measuring the bipartite entangled state [¢) 4, a7
with respect to her private system A,,.

In the source replacement scheme, after Alice measures the state [1),,4, with the
POVM {|i)(i|a, } for each m € {1,2,...,N}, all N signal systems will go through the
quantum channel ®y : D(H ;..a,,) = D(Hp,..B,) and Bob will measure the output state.
However, Bob’s joint POVM which acts only on his quantum systems By, ..., By commutes
with Alice’s joint POVM on systems Aj, ..., Ay, so Alice can delay her measurement until
Bob receives the total signal state. If Alice’s measurements are delayed, then Alice and

*We will discuss the source replacement scheme for the scenario where Alice’s signal states are mixed
states in Section 4.3.2.
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Bob will share the state

N
pAl...ANBl...BN = (]]-Al...AN ® QN) <® |¢> <¢|AmA4n> ) (237)
m=1

which is entangled between Alice’s and Bob’s systems if @y is not an entanglement breaking
channel. Since we assume the worst case where Eve has full control of the quantum channel,
Eve has a purification of the state pa, aym,.By. Now we recover the last step of the
quantum phase of an entanglement-based protocol where Alice and Bob both measure
their part of the shared entangled state pa,. 4,5 . By distributed by Eve. We remark that

A E i B
® 't P14 E
! DN :
! (a) |
A i E i B
(MAq_i—,OAl...ANBl...BN —> M ")
' (b) |
B

(MA«PA ANA) .. Al ———.-» MB)
P by

Figure 2.1: Illustration of the quantum phase of three QKD schemes: (a) In the prepare-
and-measure scheme, Alice sends ®7]X:1 pi,. through a quantum channel ®y controlled by
Eve to Bob who measures with a POVM M%. (b) In the entanglement-based scheme, Eve
sends two parts of an entangled state pa, ayB,.By to Alice and Bob who measure their
parts with POVMs M# and M® respectively. (c) In the source replacement scheme, Alice
prepares an entangled state pa, aya;_ 4, = ®Z:1 [V) (Y| a,,ar, defined in (2.36), keeps
systems Ay, ..., Ay and sends systems A, ..., Ay to Bob through the quantum channel ®y.
Alice and Bob then both measure their parts with POVMs M4 and MP?. We see that
picture (c) allows one to convert scheme (a) into scheme (b) but with an extra condition
that Alice’s state pa,. a, is fixed by Alice (i.e. not chosen by Eve).

since the map @y only acts on systems A/, for m = 1,..., N as shown in Equation (2.37),
Eve cannot influence Alice’s state pa, a,, so Alice’s reduce density operator before and
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after she sends out the signals should be the same. This extra condition on Alice’s state
PA,.. Ay Makes a source replacement scheme slightly different from an entanglement-based
scheme where Eve is free to choose the full state pa, ayp .5y Without any restriction on
PA,..Ay- The three schemes are summarised in Figure 2.1.

Hence, we have shown how the quantum phase of a prepare-and-measure protocol can
be converted completely into the quantum phase of an entanglement-based protocol. This
correspondence between the two types of protocols allows one to analyse the security of
any prepare-and-measure protocol as if it is an entanglement-based one, thereby unifying
the security analyses of two types of protocols.

2.2.2 Attack models

In the worst-case scenario, Eve fully controls the quantum channel @y in (2.37) and has a
purification of the state pa,. ayn .5y shared between Alice and Bob. Naturally, the action
of the quantum channel ® 5 depends entirely on how Eve interacts with the signal systems
A}, ..., Ay and what she sends to Bob eventually. We call these collectively Eve’s attack
or eavesdropping strategy. We list here two types of attacks that Eve can perform.

Coherent attacks

In a coherent attack, Eve interacts coherently with all N signal states with her ancillary
system FE, which she may measure coherently after Alice and Bob make public announce-
ments in order to gain information of the shared key. As a consequence, Bob may receive
a state with systems By, ..., By dependent on one another. This is the most general form
of attacks that Eve can perform.

Collective attacks

In a collective attack, Eve interacts with each of NV signals in the same way such that the
full quantum channel ®y = ®®V is the N-fold tensor product of the quantum channel ®
for an individual signal. This implies that the total state shared between Alice and Bob
PA,..AnBi..By = pfg is simply N copies of the state psp corresponding to Alice sending
one signal. We call this the independent and identically distributed (i.i.d.) scenario where
the shared state for each round of signal sending is independent of other rounds. In this
case, Eve would keep an ancillary system FE for each round in order to purify the state
pap. After Alice and Bob make all the announcements, Eve may measure all her ancillary
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systems from NN copies of purification of the state pap collectively to learn about the shared
key. This class of attacks is more restrictive than coherent attacks, so it may not contain
the worst attack that Eve can perform for a given protocol. However, in the asymptotic
limit where N — oo, Eve’s optimal attack converges to a collective attack, which we will
discuss in Section 2.2.4.

2.2.3 Security definition of QKD

We now move on to give the formal security definition of any QKD protocol, which was
first stated in Refs. [24, 25, 26]. The idea is to compare the QKD protocol of our interest
with an ideal protocol that is perfectly secure. Assume that a QKD protocol either aborts
or generates classical keys s4,sp € S for Alice and Bob, where we denote key space (i.e.
the set of all possible output keys) of the protocol to be S.

Definition 2.2.1. (e-security [19])

Let P be a QKD protocol, which is associated with a CPTNI map EYpp_ g, g, g, and let
pape € D(Hapr) be a tripartite state shared by Alice, Bob and Eve. The protocol P is
e-secure on the input state papp if the output pg,s,5 = Efpp_ g, 5,z (PapE) satisfies

1
§HPSASBE/ — puu @ pE’Hl <e, (238)

where pyy =Y s |?1||8><S| ® |s)(s| is the state that represents Alice and Bob sharing an
identical key and for each key in S to be equally likely. The states ps,s,r and pg can be
unnormalised. If the protocol P is e-secure on all input states papr € D(Hapg), then P
is e-fully secure.

The e-security definition sets an upper bound ¢ for how much the actual output

psasrr = Y P(sasp)|sa)(sal ® [sp)(sp| ® pl" (2.39)

SA,SBES

of a QKD protocol can deviate from an ideal protocol’s output pyy ® pg for which Eve’s
system decouples completely from Alice’s and Bob’s perfectly correlated and completely
random keys. Note that the protocol’s output pg, s,z and Eve’s reduced density operator
pe can have trace less than one since the completely positive trace-non-increasing (CPTNI)
map EXpp_,g,5,e 15 assumed to output a zero operator when the protocol P aborts. We
can interpret the definition in (2.38) as the joint probability of an e-secure protocol not
aborted and its output being imperfect is at most . Therefore, a protocol that always
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aborts is perfectly secure (¢ = 0) under this security definition despite being completely
useless in key generation.

In a practical scenario, one should set the security parameter € prior to carrying out the
protocol since it directly affects the acceptance probability of the protocol in the parameter
estimation step and also the key rate formula. However, in the asymptotic limit of sending
an infinite number of signals, the e-dependence in the key rate will vanish and the notion
of e-security is no longer needed in the asymptotic key regime. This is because given that
Alice and Bob know the joint measurement probabilities, the protocol will either abort if
it fails (i.e. Alice’s and Bob’s keys disagree and/or the key is not secret) or proceed if it
succeeds as the key length tends to infinity.

2.2.4 Asymptotic key rate

A formal security proof of any QKD protocol provides a concrete quantification of a proto-
col’s key generation efficiency for a predefined security parameter €. The secure key rate of
a QKD protocol is the number of secure key bits generated per signal sent (or clock cycle),
which is what a security proof aims to obtain. In this section, we will see how we can
prove unconditional security of any QKD protocol even if we restrict Eve’s attack only to
collective attacks, and subsequently show the asymptotic key rate formula for an infinite
number of signals. Note that we will not discuss the key rate formula for the finite-size
scenario where only a finite number of signals are sent from Alice to Bob.

Restricting Eve’s attack: coherent to collective

In reality, we need to analyse the security of a QKD protocol under Eve’s arbitrary attacks
including coherent attacks. However, it is hard to directly prove security under coherent
attacks since there is not enough symmetry in the total state shared by Alice and Bob.
Fortunately, the quantum de Finetti representation theorem [19, 27, 28] shows us that
asymptotically all coherent attacks can be reduced to collective attacks. Therefore, we can
prove unconditional security of a protocol in the asymptotic regime by focusing only on
collective attacks where the joint state shared by Alice and Bob is of the form p55.

We briefly introduce the idea of the quantum de Finetti representation theorem here.
Let p"tF € D(H®"F)) be a permutation-invariant operator on n + k subsystems, i.e.
permuting the order of all the subsystems in any way leaves the operator unchanged. As
shown in Ref. [19], the reduced state p" € D(H®") can be approximated by a probabilistic
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mixture of states which are superpositions of states satisfying the form
G801 & o7 (2.40)

where 0 € D(H) and 7" € D(H®") are arbitrary states. The approximation of the reduced
state p" converges exponentially fast in integers k and r. If n is very large and k, r < n, then
the reduced density operator for n — r subsystems is approximately a convex combination
of i.i.d. states, i.e. 3. pio; (") Note that the above description of the quantum de
Finetti representation theorem holds for finite-dimensional Hilbert spaces, but the general
idea still applies to the case when dim(#) = oo which was proven by Renner and Cirac

[28].

To apply the quantum de Finetti theorem here, we set N = n + k to be the number of
bipartite systems AB shared between Alice and Bob, then we permute all pairs of bipartite
systems to obtain the symmetrised state

1
_N
PaB = || ZpAw(l)Bwu)---Aw(N)Bw(N) , (2.41)

mell

where II is the set of all possible permutations on N elements. Experimentally, this means
that Alice and Bob have to simultaneously permute their measurement data for different
rounds. However, the permutation of Alice’s and Bob’s systems does not have to be
performed in reality since Scarani and Renner has proven in Lemma 1 [29] that the original
version of a QKD protocol is at least as secure as its symmetrised version. Therefore, we can
directly assume a protocol is symmetrised in the security proof. By choosing k,r < N, the
state corresponding to N —k —r pairs of Alice’s and Bob’s shared system is approximately a
convex combination of i.i.d. states with each corresponding to a collective attack scenario.

Alternatively, the post-selection technique [30] can be used if the QKD protocol is
permutation-invariant in the sense that for any permutation II on the input states of the
protocol &, there exists a CPTP map Gy such that when it is applied to the outputs of
the protocol with permuted inputs, it somehow reverses the effect of the permutation and
recovers the original outputs, i.e. Gyo & oll = £. The post-selection theorem says that if
such a protocol is g-secure when restricted to collective attacks, then it is e-secure under
coherent attacks such that

e<(N+1)% 1z, (2.42)

which grows only polynomially in N where d is the dimension of the Hilbert space H g for
a single pair of Alice’s and Bob’s systems. It has been shown in Section 3.4.3 of Beaudry’s
PhD thesis [31] that a generic protocol £ can be broken down into a sequence of subpro-
tocols which represent steps (2) to (8) of the generic protocol described in Section 2.2.1:

22



measurement (F'), sifting (Sift), parameter estimation (PE), information reconciliation
(IR), and privacy amplification (PA), i.e.

€ =PAoIRoPEoSifto F'.

Typically, the first three subprotocols F, Sift, and PE are permutation-invariant, but IR
and PA are not. Beaudry [31] shows that the subprotocols IR and PA can be converted
into permutation-invariant versions at some cost to the security parameter for coherent
attacks, € in (2.42) (see p. 101 in [31]). Note that in the finite-key scenario, the post-
selection technique allows one to prove tighter lower bounds of the key rates than that
allowed by the quantum de Finetti theorem [30)].

When N tends to infinity, it follows from both the quantum de Finetti theorem and the
post-selection technique that Eve’s optimal attack converges to a collective attack. Thus,
the asymptotic key rate formula introduced below involves only the entropy related to a
single round of the protocol due to the i.i.d. structure of Alice’s and Bob’s shared state in
a collective attack.

Asymptotic key rate formula

In the asymptotic limit where N — oo, all the N-dependent terms that relate to the finite-
size effect in the key rate formula vanish, thereby recovering the Devetak-Winter formula
[32] for asymptotic secure key rate. Let Z be the key register held by Alice (Bob) in direct
(reverse) reconciliation, F be Eve’s quantum and classical register, and B be Bob’s (Alice’s)
classical register for storing his (her) measurement outcomes. The Devetak-Winter formula
can be expressed as

Roc = ppaslimip H(Z|E) — H(Z[B)) (2.43)

where ppass 1 the probability of passing the sifting and post-selection steps, S is the set
of density operators that satisfy Alice’s and Bob’s joint statistics. Their statistics in the
asymptotic case is a joint probability distribution over their measurement outcomes (in
the source replacement scheme).

The first term is called the privacy amplification term which quantifies the minimum
uncertainty of the raw key with respect to Eve in terms of bits given that she obtains
her ancillary system FE through eavesdropping. To be more specific, this term reflects the
amount of randomness in the final key in Eve’s perspective, which the privacy amplification
step (step (8) of the generic protocol described in Section 2.2.1) can distill from the raw
key. The second term is the error correction term which counts the amount of information
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about the raw key leaked to Eve during the public announcements for the error correction
procedure. In practice, no error correction code has an error correction rate that reaches
the Shannon limit, so the error correction term can be replaced by dpc = frc H(Z|B)
with a heuristic classical error-correction efficiency factor fgc > 1. Note that the security
parameter ¢ does not appear in (2.43) because the e-dependent term in the key rate formula
vanishes in the asymptotic limit.

2.2.5 Numerical key rate and convex optimisation

The key rate formula (2.43) requires one to minimise the privacy amplification term over
all feasible tripartite states shared by Alice, Bob and Eve, which makes it numerically
difficult to solve since Eve’s system can be very large. An alternative form of the key
rate formula [33, 2] replaces the privacy amplification term with a minimisation of the
relative entropy over all feasible bipartite states shared between Alice and Bob. This form
is more suitable for numerical key rate calculation since Eve’s system does not enter the
optimisation problem. This alternative form of the key rate formula is given by

Roo = min D(G(pap)||Z(G(pas))) — Ppass I8C , (2.44)

PABES

where G and Z are two maps that will be discussed below. This formula again has a
privacy amplification term as the first term and an error correction term Jg¢ in the second
term as we have discussed earlier. We direct the reader to Theorem 1 by Coles [34] and
Section 4.0.3 in Ref. [2] for full details on how the privacy amplification term in the form
of minimising a conditional entropy in (2.43) can be converted into the quantum relative
entropy minimisation in (2.44).

The map G is a CPTNI map capturing the effects of measurements, sifting, post-
selection and announcements on a single state shared between Alice and Bob. It is not
trace-preserving because the map outputs the zero operator if the measurement outcomes
or the announcements do not pass sifting and post-selection, which gives rise to an un-
normalised state. We now sketch the basic idea behind the map G. Alice and Bob each
measures their respective systems on the joint state psp and each of them keeps two clas-
sical registers for storing their measurement outcome and announcement. The map G then
projects onto a subspace in the classical registers corresponding to the measurements and
announcements that pass the post-selection process. Finally, a key register is added to
store the key map result which takes the measurement outcomes and announcements as
arguments.
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We now provide the full details of the map G which has been formulated in Section 4.0.2
of Ref. [2] by Winick et al. Consider the source replacement scheme. Let the announce-
ments from Alice and Bob be a € S4 and b € SP for S4 and S to be their announcement
sets, and their measurement outcomes to be labelled by a € Q4 and be QF respectively,
where Q7 and QF are the labelling sets for Alice’s and Bob’s allowed measurement out-
comes corresponding to the announcements a and b respectively. For example, in the
standard BB84 with active basis choice, both Alice and Bob announce their measurement
bases z or z, so S4 = SB = {x,2}. For each of the basis announcement a,b € {x,z},
Alice’s and Bob’s labelling sets for their measurement outcomes are Q4 = {0,1} and

QP = {0, 1, ‘no-click’, ’double-click’}.

The construction of map G follows the three steps in a generic QKD protocol: (1)
measurements and announcements, (2) post-selection, and (3) key map. The first step
is Alice and Bob performing measurements and announcements on their shared quantum
state pap. This can be captured by a quantum channel A which has a Kraus representation

Alpar) = 3 S (KL © KP)pan(K) © KDY (2.45)

acSA beSB

The Kraus operators associated with Alice’s measurement and announcement are

Z (aa ® ’CL @ |d>z (246)

aeNa

where {F/ RS S4.a € Q1) is Alice’s POVM, and A and A are the classical registers
that keep her announcement and measurement data. Similarly, Bob’s Kraus operator is

=y 5 @105 ® )5 (2.47)

beQB

where {F'B o) b e SB be QB is Bob’s POVM, and B and B denote the classical registers
that store his announcement and measurement outcome respectively.

The second step is the joint post-selection on Alice’s and Bob’s data. Let the set of
joint announcements that Alice and Bob agree to keep be K C S4 x SB. For standard
BB84 with active basis choice, the “keep” set K corresponding to sifting is {(z, z), (2, 2) }.
If we now project the state A(pap) onto the subspace defined by the projector

M= ) la){alz®[b)blz® Lapas (2.48)

(a,b)eK

25



then the unnormalised state IIA(pap)Il corresponds to the result of the post-selection.

The last step is the key mapping process. In the direct reconciliation scheme, a key
map function g : S x Q4 x SB — S% takes Alice’s announcement and measurement
outcome together with Bob’s announcement as input and outputs a key in the key set SZ.
For instance, the key map satisfies g(a, a,b) = a for any a € {0,1} and a,b € {x, z} in the
case of standard BB84 with active basis choice since Alice simply uses her measurement
outcome (signal choice) as the key. Let V' be an isometry that adds in a key register R for
keeping the key map output. The isometry takes the form

V=33 > l9a,db)r @ |a)al; ® |a) (@l @ [b) (b5 © Lipp - (2.49)

aeS4 aed beSB
The map G is simply the sequential application of the three steps, which is defined as

G(pag) = VILA(pap)IV'. (2.50)

The other map Z is a pinching channel that projects the key register onto classical
states. The result is a classical-quantum state which represents Alice’s and Bob’s shared
post-measurement and post-announcement state associated with each key map results.
More precisely, the map Z is defined as

1

Z(ozc) =Y (I1)lz ® 1) ozc (1) (]2 ® 1c) (2.51)

5=0
with register C' encapsulates all registers except Z.

For protocols that have a simple key map (e.g. the key map depends only on one party’s
measurement outcomes), the map G can be further simplified as pointed out in Appendix
A of Ref. [35] by Lin et al. We will give a specific form of the maps G and Z for the
unbalanced phase-encoded BB84 protocol in Chapter 4.

Semidefinite programming (SDP) problem for the key rate

We gave the motivation why the key rate formula in (2.44) is more suitable for numerical
key rate calculations. We also know that the error correction term only uses the joint
probabilities of the key map outcomes and Bob’s measurement outcomes, which can easily
be obtained from Alice’s and Bob’s joint measurement outcome probabilities. Thus, cal-
culating the error correction term is straightforward even by hand. What follows is how
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one can convert the calculation of the privacy amplification term in (2.44) from a convex
optimisation problem into an SDP problem which guarantees a reliable lower bound on
the key rate with the solution to its corresponding dual problem.

First of all, the objective function D(G(pag)||Z(G(pap))) is a convex function with
respect to the argument pap [33, 2] based on the property of relative entropy. Therefore,
the privacy amplification term is essentially a convex optimisation of the form

r&ig D(G(pan)l|Z2(9(par)))

subject to Tr[l'; pap] =i fori=1,...,7, (2.52)

Tr[l'; pap] <7 for j=1,..,s,
TY(PAB) = 17 PAB Z Oa

with Hermitian operators {I';} and {fj} together with the real numbers {v;} and {7,}
set the equality and inequality constraints for the optimisation problem, which are usually
obtained from the observed statistics in a QKD experiment and the characterisation of
the signal source. These constraints define the feasible set of density operators S which
appears in the key rate formula (2.44). Numerical solvers such as CVX in MATLAB can
handle this kind of convex optimisation, but the output solution is often not optimal due
to finite numerical precision, in which case the suboptimal solution only provides an upper
bound for the actual key rate.

To obtain a reliable lower bound for the key rate, we first have to convert the convex
optimisation problem in (2.52) into an SDP problem. An SDP problem concerns with
optimising a linear objective function over a subset of positive (semidefinite) operators.
The standard form of an SDP problem can be expressed as [30, 11]

Primal Problem Dual Problem

min (A, X ! S~
X A, X) max E biyz‘"'g bjYj+r
g .
=1 j=1

subject to ZyiBi + Zyﬁréj < A,
i=1 j=1

subject to (B;, X) =b; fori =1,...,7,
<§j,X) ng for j=1,...,s,
X >0,
Yipr < O0for j=1,...s,
JeR™*

where (A, B) = Tr(A'B) is the Hilbert-Schmidt inner product between two operators A and
B. By weak duality of SDP [30], the solution to the primal problem always upper bounds
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the solution to the dual problem. If the primal problem is feasible (i.e. the set of operators
that satisfy all the constraints of the primal problem is non-empty) and there exists a
vector i € R™* which satisfies strict inequality for all constraints in the dual problem (i.e.
3¢ € R™* such that >/, y;B; + >, yj+,,«§j < A and yj4, < 0forj =1,..,s), then
the optimal primal solution equals to the optimal dual solution. This is called the Slater’s
condition [11].

The weak duality of SDP tells us that if we can convert the convex optimisation problem
in (2.52) into a primal SDP problem with its optimal solution guaranteed to lower bound
the key rate, then any solution to the dual problem will be a reliable lower bound for the
key rate. Therefore, the suboptimal dual solution provided by a numerical solver will not
overestimate the key rate. Moreover, if the Slater’s condition is satisfied and the optimal
solution to the primal SDP problem is close to the actual key rate (i.e. the optimal solution
to (2.52)), then so is the dual optimal solution, which ensures tightness of the key rate
lower bound.

The way Winick et al. [2] convert (2.52) into a primal SDP problem is to linearise the
convex objective function f(p) := D(G(p)||Z(G(p))) in (2.52) with its matrix gradient

Vf(p) = [G'(log G(p)) — G'(log Z(G(p)))]" (2.53)

to obtain the lower bound for the optimal solution to (2.52)

a=minf(p) = f(p) = T(pVf(p)") + minTr(oV f(p)"). (2.54)
for any state p’ € S in the feasible set. The closer the state p’ to the optimal state p* € S,
the tighter the lower bound, so it is important to choose a p’ close to p* in the actual key
rate calculation. To get p’ sufficiently close to p*, Ref. [2] uses the Frank-Wolfe algorithm
[37] to sequentially minimise the function Tr(ApV f(p;)T) subject to Ap + p; € S for each
step ¢ with a numerical convex optimisation solver. We call this “Step 1”.

The last term in (2.54) can be viewed as a primal SDP problem which can then be
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turned into its dual problem!

max Y yii+ D Tiber
i=1 j=1

Subject to Z yzFZ + Z yj—i-'rfj < Vf(p/)T, (255)
i=1 j=1
Yjrr < O0for j=1,..,s,
jeR™*.

Define S*(p') to be the dual feasible set which contains all vectors ¢ € R"* that satisfy all
the above constraints, then the lower bound for the privacy amplification term is

£ = TV (o)) + max (Z i+ Z%w) - (256)
We refer the reader to Appendix A.2 in Ref. [2] for the derivations. We call the linearisation
process together with solving the dual problem “Step 2”. The whole numerical framework
for lower bounding the privacy amplification term is summarised in Figure 2.2.

If the operator G(p) is singular, the matrix gradient V f(p) may be undefined, in which
case Ref. [2] proposed a perturbed version of the objective function by replacing the map
G with a perturbed map

G(p) = (1—e)G(p) + d,]ld/ (2.57)

with d’ to be the dimension of G(p) such that f.(p) = D(G.(p)||Z(Gc(p))), thereby ensuring
the gradient of the perturbed objective function V f.(p) to be defined always. It follows

from the proof in Ref. [2] that the optimal solution to the perturbed objective function
satisfies
a > ae) — (. where a(e) = mlélfe( ), (2.58)
pe

and the lower bound for the privacy amplification term under the perturbation is

JESE(p')

fe(p') = Te(p'V fo(p)T) + max (Z%szrZ%ym) —Ce s (2.59)

"In the original paper [2], the authors did not consider inequality constraints, so the second line in the
constraints of the dual problem (2.55) was not included in Ref. [2].
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Lower
Bound

Figure 2.2: Illustration of the numerical approach in obtaining the lower bound for the
privacy amplification term. Starting with the initial guess py € S, step 1 takes py to a
point p € S near the optimal point p* € S. Step 2 begins with the linearisation of the
convex function f at p and ends with finding the suboptimal solution to the dual problem.
The linearisation undercuts the convex function, thereby guaranteeing any dual solution to
lower bound the optimal value f(p*). This figure is reproduced from Figure 1 of Ref. [2].

where the dual feasible set is

S:(p) ={FER™ ) yli+ > il < V(p) T yjur < Ofor j =1,..,s}
i=1 j=1
d/

and the correction term is (. = 2¢(d’ — 1) log @D provided that the perturbation param-
1

eter € satisfies 0 < e < @D for e to be the base of the natural logarithm. The form of the
correction term (. comes from the use of Fannes’ inequality [33, 39] in upper bounding the
difference between the original and the perturbed objective functions when evaluated on
the same state, i.e. |f(p) — fe(p)| < ¢ (Lemma 8 [2]). We emphasise that the expression

in (2.59) is still a valid lower bound for the optimal solution o = Hliél f(p) (Theorem 2 [2]),
pE

so this bound is a generalised version of the unperturbed bound (2.56) which corresponds
to the case when € = 0 and G(p) is full-rank.

Due to finite numerical precision in any actual computation (e.g. the constraint matri-
ces could be created with slight deviations, the density operator and the matrix gradient
are not stored with infinite precision, numerical optimisation solvers do not return solu-
tions that satisfy all constraints exactly), one must address the reliability issue with the
numerically obtained lower bound for the privacy amplification term. To handle this prob-
lem, the authors of [2] reformulate the SDP problem such that the constraints do not have
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to be satisfied precisely. The basic idea is to allow the constraints for the optimisation
problem outlined above to relax slightly, which is equivalent to enlarging the feasible set,
so naturally, the lower bound obtained in this case would be more conservative.

We now summarise the way of handling finite numerical precision discussed in Section
3.3 — 3.4 of Ref. [2]. Let the matrices {I';} and {I'}} together with the real numbers {;}
and {7} } be the finite-precision form stored in a computer, which correspond to the actual

equality and inequality constraints: matrices {I';} and {f]} together with the real numbers
{7} and {7,}. Let € > 0 be a relaxation parameter that is chosen to be sufficiently but
not overly large such that the set?

So ={p e DHap) : Te(Tip) =7} <€ Vi, Te(Tip) < T +€ Vi) (2:60)

is guaranteed to contain the original feasible set S, i.e. S C gel . There are two sources
of imprecision that allow one to determine the relaxation parameter ¢’. The first one is
the imprecision in representing the constraints in a computer, which is described by the
parameter [2]

€rep = Hzl.aj.tX{HFQ — Lillus , |11 — Tjllus} + UZ!%X{W; —il, ¥ =1} (2.61)

that measures the maximal deviation from the actual constraints, where the Hilbert-
Schmidt norm is defined as || X ||gs = /Tr(XTX). The second source of imprecision comes
from the fact that solutions returned by numerical solvers never satisfy all constraints ex-
actly (e.g. the matrix corresponding to the suboptimal solution can have slightly negative
eigenvalues). This source of imprecision is measured by the maximal constraint violation
€so Of the matrix output from the numerical solver. According to Appendix D of Ref. [2],
the relaxation parameter € can be chosen to be

€' = max{€ep; €sol } (2.62)

in order to ensure the original feasible set is really contained by the enlarged set.

The relaxed equality constraints |Tr(I';p) — /| < € in (2.60) can be split into two sets
of inequality constraints:

Tr(Tip) <~i+€ and Tr(-Tjp) < —vi+¢€ fori=1,..,r (2.63)

fNote that the authors of Ref. [2] did not consider inequality constraints in the original paper. Here, we
generalise the idea to the inequality constraints by adding € to each finite-precision inequality constraints
{5]’} so that the enlarged feasible set with respect to the imperfect constraints still contains the original
feasible set.
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Hence, all our constraints are now inequality constraints. Since we enlarge the feasible set,
it is intuitive to see that the optimal solution to the perturbed objective function over S.
to be upper bounded by the true optimal value «,

a > g (€) — (. where au(€) :== min f.(p), (2.64)
pGSEI
which was proven in Theorem 3 of Ref. [2]. Most importantly, the lower bound for the

privacy amplification term as a dual problem corresponding to the optimisation of the
perturbed and linearised objective function over the enlarged feasible set is

F()=Tr(p'V fe(p)")+ max <Z(% + i+ Y (= + i+ (T + 6’)yj+zr) —C.

F€SE(p') i=1 i=1 j=1

(2.65)
where the new dual feasible set is

T

§:(P,) = {y e R¥" . Z(yi_yi+r)ri+z Yjvor fj <Vfp) "y < Ofor k=1,..., 2r+s}.

i—1 j=1

This lower bound for the true key rate will be the secure key rate value quoted from a
numerical security proof of a QKD protocol.
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Chapter 3

Squashing Models

In this chapter, we will first review the basic ideas behind squashing models and state the
formal definition of a valid squashing model. We will then discuss how squashing models
can be incorporated into current security proof framework to prove unconditional security
of QKD protocols. Finally, we will study the flat-state squashing model as an example. For
the closing remark, we will briefly mention the open problems in QKD related to squashing
models.

3.1 Introduction

In any QKD protocol, quantum signal states must travel through a quantum channel
which is assumed to be controlled by the adversary before it reaches the receiver. As
described in the previous chapter, when we prove the security of a protocol, we calculate
the key rate with the quantum state corresponding to the adversary’s worst attack given
that it satisfies the measurement statistics. However, to find the worst attack among all
possible attacks allowed by quantum theory, we cannot restrict the dimension of the output
state of the quantum channel. Therefore, the key rate calculation which is reformulated
as the optimisation problem in (2.52) requires an optimisation over infinite-dimensional
density matrices. This is clearly not a numerically tractable optimisation problem because
computers can only store and operate on finite-dimensional matrices. We will see that
squashing models provide the solution to this issue.

Squashing models connect the actual QKD protocol to a virtual QKD protocol asso-
ciated with a finite-dimensional optimisation problem. As we will prove in Section 3.3,
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the optimal solution to the new finite-dimensional optimisation problem is guaranteed to
lower bound the optimal solution to the original problem. Therefore, we can obtain a re-
liable lower bound for the key rate of the actual protocol by solving the finite-dimensional
optimisation problem admitted by a squashing model.

The intuition behind squashing models is as follows. The goal is to build a physical
model that ensures the receiver to receive finite-dimension states which are called squashed
states from the quantum channel. To achieve this, we manually insert an additional phys-
ical channel A between the actual quantum channel ® and the receiver as illustrated in
Figure 3.1. This additional channel A which we call a squashing map is constructed to
reduce the dimension of incoming states from infinite to finite. We assume the adversary
to have full control of the squashing map. The receiver will measure the squashed states
with a new set of measurements which reproduce the original statistics. Therefore, we
obtain an effective QKD protocol where the receiver’s state is finite-dimensional. Prov-
ing the security of this virtual protocol only requires one to optimise a finite-dimensional
optimisation problem if the sender’s state is also finite-dimensional.

A E i B
T
. 4 .

A E E~B
p— > [
e A

Figure 3.1: Hlustration of how a virtual protocol (bottom) with finite-dimensional output
states A o ®(p) and POVM {F}} can be obtained from applying a squashing model to the
original protocol (top) with infinite-dimensional output states ®(p) and POVM {F}}.

The first squashing model’s existence was postulated by Gottesman, Lo, Liitkenhaus,
and Preskill (GLLP) [10] to prove security of the weak coherence pulse BB84 protocol by
converting the receiver’s states into qubit states so that the qubit-to-qubit security analysis
[11, 12] can still be applied. We call a squashing model qubit-based if it converts the original
protocol into an effective qubit protocol. Later, more qubit-based squashing models were
discovered for various QKD protocols [13, 4, 41], which extend the applicability of qubit-
to-qubit security analysis to a wider class of QKD protocols. However, it was proven by
Beaudry et al. [3] with the counterexample of the six-state protocol that not all QKD
protocols have an exact qubit-based squashing model. Also, most of the existing qubit-
based squashing models rely on randomly assigning certain measurement outcomes that
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can only be caused by multi-photons to one of the two qubit measurement outcomes. This
will introduce additional qubit errors to the original data and may lower the key rate with
this extra noise.

Recently, a new type of squashing model, namely the flag-state squashing model [8],
is developed to circumvent the limitations of the qubit-based squashing models. This
squashing model can be applied to any QKD protocols with the receiver’s POVM being
block-diagonal in some basis. Since the POVM associated with a measurement using
threshold detectors is block-diagonal in total photon number basis, most discrete-variable
protocols using threshold detectors for measurements will admit a flag-state squashing
model. We will see more details about this model in Section 3.4 and how it is applied to
the unbalanced phase-encoded BB84 protocol in Chapter 4.

3.2 Mathematical definition

In this section, we will state the formal definition of a squashing model and highlight the
implications of the definition.

Definition 3.2.1. (Squashing Model)

Let H, K be two Hilbert spaces where dim(#) = oo and dim(K) is finite. Let D(H)
and B(H) denote the set of density matrices and the set of bounded operators acting on
a Hilbert space H respectively. Let A : D(H) — D(K) be a linear CPTP map (i.e. a
physical quantum channel). Let {F;} C B(H) be a POVM where k labels a finite set of
measurement outcomes. A is a squashing map if:

(1) there exists another POVM {F,} € B(K) such that
Te (FiA(p)) = Te (Fip) = p(k) ¥ p € D(H), (3.1)
where p(k) denotes the probability of outcome £ |
(2) A is not entanglement breaking.

The corresponding adjoint map AT : B(K) + B(#H) is CP unital (UCP), not entanglement
breaking, and satisfies

AN(E)=F,Vk. (3.2)
Since AT is linear, any linear dependency between elements F}, is conserved such that
chFk =0 < chﬁk =0 wherec, € CVE. (3.3)
k k
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The first condition infers that the squashing model needs to preserve the probabilities of
all measurement outcomes and for all quantum states. The second condition is necessary
because a certain degree of entanglement between the sender’s and the receiver’s states
must be preserved after the receiver’s state passes through the squashing map in order
for a QKD protocol to distill secure keys [22]. This condition rules out squashing map
candidates that take the form ®(p) = >, Tr(Fyp)or where o4, € D(K) for each k [16].

In previous literature [3, 13], the actual measurement performed by the experimental
setup is described by what they call the “basic” measurement POVM Fpg. The basic
measurement is differentiated from the “full” measurement which is obtained from classical
post-processing the basic measurement statistics as illustrated in Figure 3.2. In general,
classical post-processing is not a necessary procedure for a squashing model to work (see
flag-state squashing model in Section 3.4). Therefore, we do not include classical post-
processing in our definition. To align our notation with Refs. [3, 13], the POVM {F}} in
our definition refers to the full measurement POVM F); or the basic measurement POVM
Fp depending on whether classical post-processing of the basic measurement statistics is
used. The “target” measurement Fy in Refs. [3, 13] is equivalent to the squashed POVM

{F,} in the definition above.

Full Measurement F

Input

state Classical

P —> Post-processing HD
Map

Squashing Map A + Target Measurement

Input
state
P —

Squashed
state

Figure 3.2: Illustration of how the actual measurement in an experiment combined with a
classical post-processing scheme can be viewed equivalent to the action of a squashing map
followed by a new set of measurements on the squashed states. This figure is reproduced
from Figure 1 of Ref. [3].

36



3.3 Unconditional security of squashing models

When we use squashing model to prove security of a QKD protocol, we need to make sure
that proving the virtual (squashed) protocol to be secure entails the original protocol to
be secure. In this section, we will prove unconditional security of squashing model in the
asymptotic limit which is stated in the following theorem.

Theorem 3.3.1 (Unconditional Asymptotic Security of Squashing Models)

The asymptotic secure key rate of the virtual QKD protocol associated with any squashing
model applied to a QKD protocol always lower bounds the asymptotic secure key rate of the
original QKD protocol.

Intuitively, allowing Eve to control the squashing channel gives her additional eaves-
dropping power or knowledge of the signals. Therefore, one can expect the secure key rate
of any protocol to reduce under the usage of a squashing model. In the formal proof below,
we use the source replacement scheme where Alice sends a quantum state to Bob.

Proof. Let the joint state shared by Alice and Bob be pap and the state |1)) apr be the
purification of the state pap (i.e. pap = Trg(|¥){(¢|apE)), where A, B and E denotes the
registers of Alice, Bob and Eve respectively. By Schmidt decomposition, the pure state
can be decomposed as

V) aBE = Z \/Xi‘6i>AB R |fi)E (3.4)

where \; € R V i, and the two sets of vectors {|e;)ap} and {|f;)g} form the orthonormal
bases of the Hilbert spaces Hap and Hpg respectively.

In the source-replacement scheme, both Alice and Bob will measure their states. Let
Alice’s and Bob’s joint POVM be { P} with k labelling their joint measurement outcomes.
The state shared by all parties after Alice and Bob perform measurements and public
announcements is

pasnce = Y AN Ple eV P ap @ k) (kv © ) {arlo © | f)(file (3.5)

Z'7j7k

where M and C' denote the classical registers for storing Alice’s and Bob’s joint measure-
ment outcomes and their public announcements respectively. Since announcements are
made public, Eve can keep a copy of register C. A key map is performed by either Alice
or Bob depending on the reconciliation scheme. The key map g outputs a key bit z using
the measurement data k and the announcement data ay (i.e. §: k X ar — 2z). We add a
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classical key register Z to keep the raw key bit. After tracing out registers A, B and M,
the classical-quantum (c-q) state for the key register and Eve’s registers is

pzee = ) ANTE(Pilen) (e;)|ak, an)) Gk, ar)lz © la)(arle @ | f)(file - (3.6)

ij,k
We shall see later that if the initial purifying state 1)) apg is fixed, the state in Equation
(3.6) is also the joint state of the key and Eve’s registers when a squashing model is applied.

Assume that a squashing model exists for the QKD protocol, which has a squashing
map A : D(Hp) — D(Hp/) and a squashed joint POVM {Qy, : AT(Qr) = Py} C B(Hap)
with the map Af being the adjoint of the extended squashing map A=1,0A. A squashing
map is by definition a quantum channel, so by Stinespring’s dilation theorem, there exists
an isometry Vp_. g/ such that

AMp) =Tre(Veope p Vi pp). (3.7)

We name Bob’s new register corresponding to the squashed states he receives B’ and the
environment register E’. Since we assume that the squashing map is in Eve’s domain, Eve
has access to the register £’ which means her registers (E, E’) together purify Alice’s and
Bob’s new joint state pap = (14 ® A)(pap). After squashing, the new pure state is

W) apee = (14 @ Voo e)|¥) ape (3.8)
= Z \/Xi(]lA ® VB—>B’E’)|€i>AB ® |fz>E . (3.9)

We now consider the state shared by all parties after Alice and Bob perform their
measurements and announcements under a squashing model, which takes the form

PAB'MCE'E = Z VAN (VQk @ 1p)(1a® Veope)le)(ej(la® V;_)B/E/)(\/ Qr @ 1g)

1,7,k
® k) (klar @ |ar)(aklc © [ fi) (file - (3.10)

Applying the same key map ¢ defined above, the c-q state of the key and Eve’s registers is

prepe =Y AV ANTrap [(VQr@1p) (La®Veopp)len) (el (La@VE_ 5 (v Qi@ 1 )] X

i7j7k

1§(k, ax))((k, ar)|z @ |ax)(arlc @ [fi) (file - (3.11)
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If Eve gives up her additional knowledge from the squashing channel, she discards her
system E’ (i.e. tracing out register E’) resulting in the state

pzee = > NVANTI(VQr ® 1p)(1a ® Vs prw)le)(ej|(1a ® Vi 5 o) (v Qk @ 1gr)]x

i7j7k

19(k, a))(9(k, ar)lz @ |ar)(arle @ | fi){fi]le - (3.12)

Using the definition of the dilation isometry Vg _ g » We can simplify the trace as

Tr[(vVQr ® 1) (1a @ Vasmm)le) (el (La ® Vi 5p) (V@1 @ 1 )]
=Trap (QuTre (14 ® Vanpe e (ej|(1a @ Vi pp)]) (3.13)
=Trap [Qr(1a ® A)(les)(e;])] (3.14)
=Trap [QrA(le:)(e;])] (3.15)
=Trap[AT(Qr)les) ()] (3.16)
=Trap(Prlei)(e;l]). (3.17)

Hence, we recover the state pzcog in (3.6) as in

prom =V ANTH(Piles) (e;)3(k, an))(G(k, ar)l 2 ® |ax)axlo @ |fi)(fils  (3.18)

i7j7k
= PZCE -

This implies that Eve can perform the same attack as before if she does not utilise the
additional register E’ from purifying the squashed state.

We are ready to show that the asymptotic secure key rate can only decrease after
applying the squashing model. In the Devetak-Winter key rate formula [32], the error-
correction term is unaffected by the squashing model since this term only cares about the
joint probabilities of the raw key and the measurement outcomes, which are preserved by
the squashing model. Therefore, we only need to consider the privacy amplification (PA)
term in the rest of the proof.

Let Eve’s optimal attack be the purification |¢*) 4pp meaning that it minimises the
PA term in the asymptotic key rate formula. Let the purifying state of the optimal pure
state after applying the squashing model be |V*)appp = (14 ® V_pe)|[tv*)ape . The
corresponding mixed states for the two pure states after measurement, announcement and

key map be p%spmor a0d Py apvop - We already showed that Trap e (P ap vope) =
Pyer = Pyer = Trapv(Pyapmcr). The last step is to show that the PA term of the
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original QKD protocol Ry, (i.e. the first term in (2.43)) is lower bounded by the PA term
of the squashed protocol Rg, as follows

R;C;% = min H(Z’C E)PZABMCE
[) ABEES
= H(Z|C E>p*ZABMCE (3.19)
=H(Z|C,E)p 0o (" Pzcr = Pzor) (3.20)
> H(ZIC, B, E )y, (SSA) (3.21)
>  min (Z|C7E’E/)ﬁZAB/MCE/E (3.22)
|¢>AB/EE/€S
= R}O)OA

where S denotes the feasible set of pure states that satisfy the measurement statistics and
S = {|V)appp : Trepl) (@] € Sap NImage(A)} is the intersecting set of the feasible set
Sap C D(Hap') and the image of the extended squashing map A=14®A. To go from
the third to the fourth line, we used strong subadditivity (SSA) of von Neumann entropy
(Theorem 2.1.6) which introduces the first inequality. The second inequality comes from
the fact that ]1;*) AB'EE € g, so the minimisation over the whole set S is at most the value
evaluated with |{Z;*>AB/EE/. Hence, we proved Theorem 3.3.1. |

With Theorem 3.3.1, we can prove the asymptotic unconditional security of a QKD
protocol using a squashing model if there exists one for the protocol.

3.4 Flag-state squashing model

The flag-state squashing model [%] is non-qubit-based, meaning that it does not squash
the protocol into an effective qubit protocol. Instead, it squashes the input states into
finite-, multi-dimensional states with some of the original state structure preserved. Note
that the flag-state squashing model only holds for cases where the POVM elements are
all block-diagonal with respect to two mutually orthogonal subspaces. We will show later
that the flag-state squashing model does not conserve probabilities if the POVM is not
block-diagonal.

Assume that all POVM elements F}’s are block-diagonal in the sense that each element
has the form Fy = Fy p® Fj, p1 in the same basis where P and P+ are orthogonal subspaces.
The flag-state squashing map A, as illustrated in Figure 3.3, first projects an input state
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p onto the two subspaces P and P-. We require the projectors for the two subspaces
{lIp,p1} sum to identity of the full Hilbert space H (i.e. IIp + IIpi = 13). It then
applies an identity map to the projected state pp = Ilppllp and measures the projected
state ppr = Il pipllp. to give the squashed state

M@zﬂmﬂp@ZﬁﬂﬂﬂwﬂbQWWd:<%)Zkﬁwwﬂwwm). (3.23)

Figure 3.3: A flag-state squashing map A projects a state p onto orthogonal subspaces P
and Pt with projectors {IlIp ,IIp.}. Depending on which subspace p is projected onto,
the projected state will either pass through the map unchanged if it is in subspace P, or
it will be measured and replaced by a classical flag-state |k)(k| based on the measurement
outcome k if it is in the Pt-subspace. The squashing map is assigned to Eve, allowing her
to have more eavesdropping power. The result of the squashing map A(p) will then be sent
to Bob who performs the final measurement with the squashed POVM {f K}

After the state passes through the squashing map, the receiver measures the squashed
state with the flag-state POVM {F},} where

Fep: o
30
Z o _( Fpri 0 _ B
m_mfmmw_( OJ@W)_ 0 | . . (3.24)
| N
Jth 0

One can verify that the original probabilities for each outcome £k are conserved when the
squashed state is measured by the flag-state POVM. Thus, condition (1) in Definition 3.2.1
for squashing models is satisfied.
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In general, an arbitrary input state does not have to be block-diagonal in the basis
where the POVM is block-diagonal. Projecting the state onto subspaces P and Pt will
set its off-diagonal blocks to zeros. Due to the block-diagonal structure of the POVM,
the measurement probability is unaffected by the state projections which we call a quan-
tum nondemolition (QND) measurement. However, if the POVM is not block-diagonal,
projecting the input state onto subspaces will alter the outcome probabilities. Therefore,
condition (1) in Definition 3.2.1 is not satisfied. Note that the dimension of the state and
the POVM elements has been reduced to the dimension of the subspace P plus the number
of elements in the POVM. If subspace P is finite-dimensional, then the image of the map
A is also finite-dimensional.

3.4.1 CPTP condition

We will prove that the flag-state squashing map A is a physical channel (i.e. a linear CPTP
map). The map A is by construction linear, so we only need to prove that it is CPTP. We
first show that the map A is trace-preserving (TP) which goes as

Tr(A(p)) = Te[lppllp & > Tr(FIlps pllp. ) |k) (k] (3.25)
k
= Tr(Ilppllp) + Z Tr(Fpllp. pllpo ) Tr(| k) (K]) (3.26)
= Tr(pllp) + Tr (Z Fk) Mpopllp: (3.27)
k
= Tr(pllp) + Tr(Ilp. pIlpL) (3.28)
= Tr(pllp) + Tr(pllp.) (3.29)
= Tr[p(Ilp + Ip1)] (3.30)
=Tr(p) =1, (3.31)

where we used the cyclicity of trace, properties of the projectors: 1) I1% = IIp and Hi, L=
Hpe, 2) Op +pr = 1y, and the property of POVM ), F;, = 1y in the steps above.
Hence, the map A is indeed trace-preserving.

To prove that the map A is completely positive (CP), we need to use the following
theorem (Theorem 1) proved by Friedland [15].
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Definition 3.4.1. (Norm and weak convergence)
Let ‘H be a Hilbert space and X € B(H) be the limit of a sequence of bounded operators
{X,, :n € N} C B(H) such that lim,, ., X,, = X. The sequence is

1. convergent in norm || - ||, if lim,_, || X, — X]|| = 0,

2. weakly convergent, if lim, o0 (h, X,,h) = (h, Xh) for every h,h € H
(denote as X,, — X).

Theorem 3.4.1 (Choi’s theorem in infinite dimension [15])
Fori=1,2, assume the following hold:

1. H; is a Hilbert space with a countable orthonormal basis {|6§-i)> :j € N}

2. TIY denotes the projection on span{|egi)>, e |e£f))} for each n € N.

3. Vi is a subspace of B(H;), which is closed with respect to the norm || - ||; and the
*-congugation. Furthermore, V; contains the subspace of all finite range operators.

4. @ : Vi — Va5 is a bounded linear map.
5. For each X € Vi, the sequence {CD(ﬁ,(ll)Xﬁg)) :n € N} converges weakly to ®(X).

Then the map ® is completely positive if and only if for each n € N, the matrix

> By @UPe(EIP >0, (3.32)

ij=1
where we define E; ; = |e§1))(e§-l)|.

Here, we let #; and H3 be two Hilbert spaces with countable orthonormal bases {]egl)> ;
j € N} and {|e§-2)) : j € N} respectively. The bases are chosen such that ]eg.l)) = ]65.2)) for
jedl,...,p} |e§-2)) = |j — p) which are the flag-states for j € {p+1,...,p+ |K|} where |K|
is the total number of POVM elements, and the P and P+ projectors can be expressed as

p P o0 fe'e)
Ip =Y |ef) e =Y Ei Tpe = > |ei) el = > By (3.33)
i=1 i=1 i=p+1 i=p+1

We restrict the domain and image of A to trace class operators C;(H1) C B(H;) and
C1(H2) C B(Hs2) respectively which are closed under trace norm ||-||; and satisfy condition
(3) in Theorem 3.4.1.
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Next, we have to prove that the map A is bounded. For any operator X € C;(H;), we
use the definition of A to find the upper bound

A1 < |[TIpXTIp||y + || ZTr(FkaLXHpL)Wk! I[1 (3.34)
k
<X+ 1D [ F Tpe XTLpo )| - [k) (K] || (3.35)
k

<IXN+ > Fe Tpe XTpo )| - || [k (K] [ (3.36)
k

<Xl +Z|!FkHopHHPLXHPLH1 (3.37)
k

< |IXIh+ ) IIX L (3.38)
k

= (1+|KD[|IX]]1, (3.39)

where we use the triangle inequality several times, the Holder’s inequality (see Theorem
2.1.4) to get from (3.36) to (3.37), and the property of POVM elements that their spectra
are upper bounded by 1 (i.e. |[|Fi|lop, < 1). This implies ||A]| < 1 + |K| and since we
assume | K| to be finite, the map A is bounded, so condition (4) is satisfied.

We then need to prove that for each X € C;(H;), the sequence {A(ﬁS)XﬁS)) :n € N}
converges weakly to A(X) where 1YY is defined in the same way as in Theorem 3.4.1. Since
the set C;(H) is complete in trace norm || - ||; , any sequence of trace class operators {X, :
n € N} C Ci(H) converges to its limit X € C;(#) in norm (i.e. lim,_, || X, — X|[1 = 0).
For a sequence {ﬁS)XﬁS) :n € N} C Ci(H), there exists € > 0 and a large enough positive
integer Ny such that for any n > Ny, it holds that \|ﬁ$})Xﬁ$}) — X|l1 < €, then

AN XTID) — AX)||y < [JA]] - [P XTI - X, (3.40)
< (1+]|K])e . (3.41)

Since 1 + |K]| is finite, the sequence {A(ﬁg)Xﬁg)) : n € N} converges to A(X) in norm,
which also implies weak convergence A(IIY) XTISV) 2 A(X). Therefore, condition (5) is
satisfied, so Theorem 3.4.1 applies here.

We are now ready to show that the Choi matrix that appears in (3.32) is positive for
each n € N. We define projectors 12 the same way as in Theorem 3.4.1 and consider the
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Choi matrix for A of the form in (3.32) for a fixed n € N

> Eiy @ IPA(E)IY (3.42)
ij=1

=Y E,;®IP (HPEMHP @Y Tr(FIp. Ei,jnpl)|k><k;|> e (3.43)
7,7=1 k

tim1 Big @ Bij © 30 pis Biy © Z?;‘i{”‘p"K'} Tr(FyE;j)|k)(k], ifn>p.
(3.44)

For n < p,
Z E;QF ;= (Z le;) ® |€i>> <Z<€j| ® <€j|) > 0. (3.45)
ij=1 i=1 j=1

For n > p, we can consider the two parts in the direct sum in (3.44) separately since they
are in two orthogonal subspaces. The first term is positive by the same argument in (3.45).
The second term is

n min{n—p,| K|} n min{n—p,| K|}
Yo By Y TEENEE = D ledele Y (el Flelk) (k]
ij=pt1 k=1 i j=pt1 k=1

(3.46)
The vector space V' which this operator acts on has an orthonormal basis {|e;) ® |k) :
p+1<i<n 1 <k<|K|[} Let [¢) =3 > cule,) ®|l) be an arbitrary vector in
V where ¢,; € Cforall p+1 <r <nand 1 <[ <|K|. We implicitly assume that the
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summation in index k below is over the range 1 < k < min{n — p, |K|} such that
<wr< > fedlel & Sl ) 4 &y
ij=p+1

= Z 3 ¢ cswlenles) eles) (e Files) (ul k) (k[v) (3.48)

,3,7,=p+1 k,u,v

= Z Zcf,kcj,k<€j|Fk|€i> (3.49)

=D ( > cj,k(ej|> £, (Z CZM&)) (3.50)
k Jj=p+1 i=p+1
:<Z chue]|® u|> Z(Fk@)lk (k) (Z Z Ci ol€i) ®|v) (3.51)
Jj=p+1 wu i=p+1 v
el >0 %)
=(6] ) _(F. @ |k){k])|¢) >0 (3.52)

is positive for any vector in vector space V', so the second term is also positive. Hence, we
have shown that for each n € N, the Choi matrix for A is

> By @ MPA(E; TP > 0. (3.53)

ij=1
By Theorem 3.4.1, the map A is completely positive.
To sum up this section, we have proved that the map A is indeed CPTP.

3.4.2 Bounding the weight in the preserved subspace

The map A outputs a classical state ), Tr(Fyppr)|k)(k| whenever the input state is in the
subspace P+, which corresponds to an entanglement breaking channel [16]. The adversary
can learn the classical orthogonal states exactly, so one cannot distill secret keys out of
these states. Thus, we want to make sure the input state lives mostly in the subspace
P. To achieve this, we need to derive a lower bound for the weight of the input state in
subspace P using the observed statistics of the sender and receiver. With a strictly positive
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lower bound, the map A is not entanglement breaking, thereby satisfying condition (2) in
Definition 3.2.1.

Here, we focus on a scenario where the receiver’s detection unit uses purely threshold
detectors which are commonly implemented in discrete-variable QKD protocols. In this
case, the receiver’'s POVM {F;} is block-diagonal in the total photon number basis and
each POVM element commutes with all photon-number projectors (i.e. [Fy,II,] = 0V
k and n € N). Naturally, if we set a finite photon-number cutoff NV, we can define the
subspace P that we preserve to be the (n < N)-photon subspace and the subspace P+
that we squash to be the (n > N)-photon subspace. The two subspaces are two Hilbert
spaces containing Fock states of at most N and at least N + 1 photons respectively. Each
element of the POVM {F} naturally satisfies the block-diagonal condition required by a
flag-state squashing model. One can construct an observable M from a linear combination
of POVM elements, i.e.

M=> a;Fy (3.54)
k

where oy, € R for all k£ so that the operator M is Hermitian. This implies that the operator
M is also block-diagonal in the same way as each POVM element Fj, .

The following method was first presented in Liitkenhaus’ PhD thesis [16] then adapted
by Narasimhachar [14] and Zhang et al. [3] to bound the weight p(n < N) from below by
using the observed double-click and error rates. We generalise the idea to any observable
that has the form (3.54). We first define the minimum expectation value of an observable
M restricted to n-photon subspace to be

min . in {Tr(Moy,) : 0y = 0,11, 3.55
m, Uf?%?m{ r(Moy) : o o1l } (3.55)

We will derive a lower bound for p(n < N) with the average value of the observable M

(M) =Y "p(n)m,+ > p(n)my, (3.56)

n=N-+1

> pn) mpm+ > p(n) mp (3.57)

n=N+1
N o)
>myy Y p(n) +mily Y p(n) (3.58)
n=0 n=N-+1
=p(n < N)mpZy +[1 = p(n < N)] mpZy (3.59)
=mySy — p(n < N)(mypSy — mpZy), (3.60)
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min min min m

i i in
where we define my Ly = Ming<pcy my™ and mply = ming. y my™. If one can show that
0 < m;Zy < mypYly , then by rearranging the last line, we obtain the desired lower bound

min /A7 M _mmin
pn< ) > e )y W) iy
MpsnN — My MpsnN — Myp<nN

(3.61)

For this lower bound to make sense (i.e. < 1) and to be useful (i.e. > 0), we need to choose
a sensible N so that the average value (M) satisfies m2y < (M) < mi2y. In addition, if

mp™ increases monotonically with n € N (i.e. m™ < m2% for all n, k € N), we can

rewrite Equation (3.61) as

(M) — g

min min °

p(n < N)>1-—
My — My

(3.62)

For a concrete example of such lower bound, see Section 4.4.1 and Appendix B.

3.5 Open problems

We showed that the flag-state squashing model proposed by Zhang et al. [3] only applies
to QKD protocols where the POVM elements are all block-diagonal with respect to two
mutually orthogonal subspaces. In fact, all known squashing models so far [3, 47, 48, 13, §]
rely somehow on the block-diagonal structure of POVM in the Fock basis, which is a
common feature of discrete-variable protocols that use threshold detectors for detection.
However, as we go into the domain of continuous-variable (CV) protocols, the POVMs
associated with homodyne and heterodyne measurements are no longer block-diagonal in
the Fock basis*, so none of the previously known squashing models apply. Finding a
squashing model for CV protocols still remains as an open problem. Ultimately, this leads
to the question: whether a general squashing model that is applicable to all QKD protocols
exists at all. An affirmative answer to the question would not only provide a powerful tool
to proving security of QKD protocols, but could potentially find applications in other
fields such as quantum metrology and quantum computing that involve measurements on
quantum systems described by an infinite-dimensional Hilbert space.

*Note that we have not ruled out the existence of a basis, other than the Fock basis, in which the
homodyne or heterodyne POVM is block-diagonal.
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Chapter 4

Security Proof for the Unbalanced
Phase-encoded BB84 Protocol

In this chapter, we will discuss a new security proof for the unbalanced phase-encoded
BB84 protocol that uses the flag-state squashing model introduced in Section 3.4 together
with the numerical proof method described in Section 2.2.5. Our main achievement is
to prove significantly higher secure key rates for this protocol compared with previously
published results in the low-loss regime. This chapter reuses all contents from the paper
written by the author (and co-authored by Norbert Liitkenhaus) [1] including the exact
wording, results and figures, but some parts in this chapter are slightly modified in order to
fit the flow of this thesis. Note that extended details and discussions for this chapter that
are beyond the scope of Ref. [1] have been provided in (or added to) the six appendices.

4.1 Introduction

The earliest phase-encoding quantum key distribution (QKD) scheme was proposed by
Bennett [19] in 1992 as a demonstration that any two non-orthogonal states can be used
for generating shared secret keys between two parties. Later, Townsend [50] and then
Hughes et al. [51] proposed a more practical phase-encoding BB84 protocol which uses two
Mach-Zehnder interferometers. In practice, the phase-modulator in each Mach-Zehnder
unit will introduce photon loss, thereby causing an asymmetry between the intensities of
the phase-encoded pulse and the reference pulse even if the typical observations do not
directly reveal this. This asymmetric loss was addressed in Refs. [52, 4, 5] which model
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the loss caused by an imperfect phase-modulator with a beam splitter (BS) of the same
transmission probability.

The first attempt in giving security proofs for this protocol was made by Li et al. [52].
Formal security proofs were later on provided by Ferenczi et al. [1] and Sunohara et al. [7]
which both used qubit-based reduction proof techniques. Despite being a deviation from
the standard BB84 protocol, Ref. [5] confirms that the old security analysis for the balanced
protocol still holds in the unbalanced case. This calls for a revision of the security statement

made by Ref. [1], which we will discuss in detail in Section 4.6.
Both Refs. [1] and [5] use decoy states [53, 51, 55], signal tagging [10, 506], and the
qubit squashing model [10, 3, 13, 41] to convert the full security analysis into an effective

qubit-to-qubit security analysis problem. Due to the asymmetric intensities of the signal
states, a single photon obtained from the photon number splitting (PNS) attack [57] will
be in one of two non-orthogonal states, even after basis announcements. According to the
Holevo-Helstrom bound [58, 59], there are no measurements that can perfectly discriminate
two non-orthogonal states, so the PNS attack will not leak full information of the signal’s
multi-photon part to Eve. Thus, the tagging approach, which pessimistically assumes that
all multi-photon signals leak their full information to an adversary, simplifies the security
proof but underestimates the secure key rate of this protocol.

In this chapter, we will answer the following questions: Could we improve the key rates
in Ref. [7] if we keep the multi-photon part of the signals? Could the multi-photon part
of the signal contribute significantly to key rates when the total loss or the asymmetry is
large?

To highlight the differences between our approach and Refs. [1, 5]’s, we apply the nu-
merical analysis formulated in Ref. [2] (see Section 2.2.5) which involves optimisations over
finite-dimensional matrices to obtain reliable lower bounds on the key rates. On the source
side, we treat lower photon numbers explicitly, while turning to tagging again for higher
photon numbers. On the receiver side, we know that the qubit squashing model converts
the multi-click events caused by the multi-photon part of the signals into additional qubit
errors [43, 4, 44]. The convenience of reaching a qubit picture may thus cost a reduction
in key rate. Therefore, we use the flag-state squashing model [8] (see Section 3.4) to cir-
cumvent this problem, especially for low-loss channels. The flag-state squashing model
preserves any measurement on a low photon-number subspace while tagging the arriving
signals of higher photon numbers. As a result, we obtain secret key rates that can exceed
the ones quoted in Refs. [1, 5].

During our investigations, we noticed a problem with the common approach which
attributes all observed errors to an adversary and describes Bob’s detection device by an
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idealised set-up. Once the actual detectors have some dark count rate, this approach may
lead in some circumstances to unphysical constraints, meaning that such an ideal device
could not lead to the actual observations. For that reason, we will also introduce results
for trusted detector noises, especially dark counts, for which this problem does not exist.

The rest of this chapter is outlined as follows. We first revisit the protocol in Section 4.2
and describe the mathematical model of the protocol in Section 4.3. We will then justify
our security proof techniques and state the methods that allow us to speed up our key
rate computations in Section 4.4. With the description of how we simulate experimental
statistics in Section 4.5, we present our lower bounds for the secure key rates of the protocol
in Section 4.6.

4.2 Protocol description

We consider a phase-encoded BB84 protocol with a Mach-Zehnder set-up. The only mod-
ification is that we take into account the typical loss in one arm of the interferometer,
which results from the insertion loss of phase modulators. This asymmetric loss leads to
an unbalance of the amplitudes of the two generated pulses as illustrated in Figure 4.1.
We describe here the general outline of the protocol structure. Since we are dealing with
the asymptotic key rate in this work, we omit any detail that would be relevant only for a
finite-size analysis of the protocol.

Alice oz g Bob
| %
/,g ?b:c 7k ¢B A\
as aj b3 oy by
— NN A NN
50:50 50:50 > 50:50 50:50( > by b5 5 by
/\ /\ A D
t3i l2 it

Figure 4.1: The setup for the unbalanced phase-encoded BB84 protocol. All beam splitters
(BSs) are labelled by their transmissivities. The grouping of Bob’s detection events are
represented by the dotted boxes.
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. State preparation: Alice prepares a phase-randomised coherent state with mean pho-

ton number |o|* where a € C and chooses a random phase ¢, from the set {0, 2, 7, 37”
with equal probabilities in each round. Alice also sends a small portion of decoy co-

herent states with different mean photon numbers {|a;|? : Va; € Clien.

. Measurement: Once Bob receives the signal state, he chooses a random phase ¢g
from the set {0, 7} with equal probabilities and records all events coming from the
two detectors at any of the three time slots. A click is termed “outside” if it is not
in the 2nd (middle) time slot.

. Testing: After repeating steps 1 & 2 for many times, Alice and Bob jointly announce
a random subset of their data (including events coming from decoy states) and decide
whether they should abort or proceed with the rest of the protocol.

. Announcement, sifting and post-selection: For each round, Alice announces the basis
to be “even” if she picks her phase from {0, 7} or she announces “odd” if her phase
is in {Z,37}. Bob announces “even” if he picks ¢p = 0 or “odd” if ¢p = 2. In
addition to basis announcements, Bob also announces “discard” for events that have
only outside clicks or no click. Alice keeps the ¢,’s only for the rounds where Bob
did not announce ”discard” and where her bases match with Bob’s. Bob keeps a

detection event if his basis matches Alice’s and the event is not to be discarded.

. Direct reconciliation key map: Alice maps ¢§3 ) in the j-th kept rounds to the j-th bit
z;j of the raw key as

0, if ¢ =0,7/2,
Zi = .
7)1, it o) =, 37/2.
. Error correction and privacy amplification: Alice and Bob perform standard error

correction so that Bob also obtains a copy of the key map register. They then proceed
with a privacy amplification protocol to obtain a shared secret key.

(4.1)

We point out that our method generalises to any asymmetric basis choice (i.e. proba-

bilities of choosing “even” and “odd” bases are not equal). It was shown by Lo et al. [60)]
that the probability of choosing one basis can be set arbitrarily close to 1 without affect-
ing the asymptotic security analysis. Note that the formalism described here would also
allow one to consider the reverse reconciliation approach, where in step 5 of the protocol
Bob performs a key map instead of Alice. Then, Alice and Bob would have to swap their
respective roles in step 6.
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4.3 Mathematical model of the protocol

4.3.1 Optical models

We start by identifying two equivalent optical models for the Mach-Zehnder component
that appears in both Alice’s and Bob’s apparatus. The descriptions for the two models
are illustrated in Figure 4.2. Instead of having the loss in one arm of the interferometer,
the equivalent model places a loss element in front of the Mach-Zehnder component, which
then has an asymmetric beam splitter at the entry [1].

7o PN\ ¢

A
/V
. . 1 i
50:50 50:50 % § 50:50

Figure 4.2: Equivalence relationship between a lossy phase modulator in the encoding
device and an uneven BS with transmissivity 2—15 followed by another uneven BS with

transmissivity ¢ and a perfect phase modulator, where £ = 1%” [4].

This replacement picture tells us that Alice’s loss can be absorbed into the rescaled
amplitude of the incoming single laser pulse, whereas Bob’s loss can be absorbed into the
channel’s action.

4.3.2 State preparation

We use the source-replacement scheme [20, 22] to represent a prepare-and-measure scheme
with an entanglement-based scheme. Since Alice’s signal state is mixed, we will introduce
a purifying “shield” system that will be left behind in the source so that the existing
source-replacement framework described in Section 2.2.1 can be applied. We will provide
a detailed description of the entangled pure state prepared by Alice below.

To prepare the output signal state, Alice’s laser first creates a phase-randomised coher-
ent state

rn(20) = [ G ac) 20" = 3 p(20) ) o, (42)

n=0
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where p,(8) = e*m'z% is the Poissonian distribution in photon number n. She then
sends it through her encoding device set at a phase ¢, which outputs a time-bin signal
with two modes,

nle) = [ Fretla) (el (4.3

where [¢?(a)) = |ae?, \/r ael?=9)).

In the following steps, we will express the state 0,.(«) in a two-mode Fock basis {|s7(£))}
which is defined later in Equation (4.8). Let @, and @, be the creation operators of the two
output time modes of the signal. We define a rescaled amplitude & == av/1+ r = a//€
with the definition £ = 14%; and a new mode creation operator

- L, i~ ; -
aJ,m = E(aew ) 4 vk ae@=%) g h (4.4)
i0

V1+k
=’ (\VEa] +/1—Ee ¥ a)). (4.6)

We define a set of two-mode Fock states for n € N as

(@ 4+ vk ae™ @) (4.5)

x 1 -~ n
556 = = @070 (@7)
=S (D)era- gt -k, (4.8

The state [1/%(a)) can be rewritten in the new basis as

wlla)) = % Y0 Sl as)o)
o (4.9)
— S )

which is a coherent state with amplitude a. The phase-randomised signal state is therefore
a Poissonian mixture of the new Fock states as in

oo(@) =) pa(@)]s5 ()50 ()]- (4.10)
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Since the signal state o,(«) is mixed, Alice can purify the state by introducing an
ancillary system Ag such that the following is a pure state

|Ux ASA’ Z V pn ‘n As ® ‘3 )> ’ (4'11)

where the register A’ is the signal system. Note that the probability p,(a) is independent
of Alice’s choice .

We can summarise the source description as Alice preparing an entangled pure state

V)aasar = Z\/p_x\%’ ® |ow())asar (4.12)

where {|x)4}2—0.. 3 is an orthonormal basis of Alice’s register A for x corresponding to the
phase ¢, = 5z and p, = }L for all z € {0,1,2,3}. Note that registers A and Ag are private
to Alice, and Eve only has access to the signal system A’. We call the purifying system
Ag a “shield” system for it to be inaccessible to Eve (i.e. Eve only gets the mixed state
o,(a) but not the pure state |o,(a)) a4a)-

4.3.3 Trusted and (semi-)untrusted components

Before we describe the mathematical model for the measurements in this protocol, we
should first address the potential security loopholes in the protocol implementation by
discussing the assumptions for trusted and (semi-)untrusted components. In an actual
QKD experiment, there could be flaws or imperfections in implementing the protocol,
particularly, in Alice’s and Bob’s devices for signal preparation and measurement. The
adversary Eve could make use of these flaws unknown to Alice and Bob to compromise
the security of a QKD implementation, even if the QKD protocol itself has been proven to
be secure theoretically. These are called side-channel attacks and have been demonstrated
experimentally, for example, by Qi et al. [01] and Fung et al. [62]. One way of addressing
side-channel attacks that utilise vulnerabilities in Alice’s and Bob’s devices is to use a
device-independent (DI) protocol [63] by treating Alice’s and Bob’s devices as spatially
isolated black boxes, thereby not requiring them to be trusted. However, we know that
the devices used in an experiment are more than black boxes, so the DI assumption is the
most pessimistic scenario for any QKD protocol.

In a more optimistic view, since QKD experiments nowadays will impose countermea-
sures for known side-channel attacks, experimental components and devices can be trusted
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to a certain degree if they are properly calibrated. A careful but not overly conservative
assumption would be that some components in a QKD experiment are more trustworthy
than others. One may assume these components to be trusted (i.e. not in Eve’s control)
so that any known defects such as loss and noise of these devices are assumed to originate
from the devices but not from Eve. Here, we consider only Bob’s measurement device to be
defective, which can be mathematically modelled in the way described in Section 4.3.4 with
the known defects taken into account. On the other hand, for the components that cannot
be fully trusted, we cannot eliminate the possibility that Eve has some control over the
defects (e.g. Eve blinds Bob’s detectors), but at the same time, we do not want to assume
these components to be fully untrusted. To find a middle ground between trusted and fully
untrusted, we can impose the semi-untrusted assumption where we assume the physical
modelling for the defects is accurate, but the parameters for the model are unknown to us.
For example, the detection inefficiency of a detector can be modelled by a beam splitter
with the transmissivity set to its detection efficiency followed by a perfectly efficient de-
tector, but the actual detection inefficiency is unknown. We then assume the result of the
defects to come from the quantum channel controlled by Eve while assuming Bob’s device
is free of these defects. We illustrate the assumption for semi-untrusted defects in Figure
4.3. In this sense, the defects due to the imperfect components are outsourced to Eve who,

Channel — > Bob + Defect

Channel inducing
Channel ~ effects of defect g BOb

Figure 4.3: Illustration of the replacement model for outsourcing a semi-untrusted defect in
Bob’s measurement device to the channel. The upper picture shows the original situation
where Bob’s measurement device suffers from a defect. Assume that we know how to model
the defect or its effect on the measurement statistics but not the model parameters. As
shown in the lower picture, the semi-untrusted assumption hypothesise the existence of
an additional quantum channel that can reproduce the same effect of the defect as in the
upper picture while assuming Bob’s device to not have such defect. Note that no proofs
have confirmed the existence of such channel for all kinds of defects except for detection
inefficiency when there is no efficiency mismatch.

intuitively, would gain more eavesdropping power under such an assumption. Therefore,
treating some components to be semi-untrusted is supposed to be more conservative than
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seeing them as trusted. Since our treatment for semi-untrusted components has not been
formally proven to be able to address side-channel attacks completely, one can view our
method more of a toy model or a working assumption than a solution to the problem.

In fact, the semi-untrusted assumption has been a common practice to treat detection
inefficiency and noise as defects potentially caused or influenced by Eve. We remark that
the replacement picture shown in Figure 4.3 applies to semi-untrusted detection inefficiency
when there is no efficiency mismatch, but not to mismatched detection inefficiencies and
dark counts simply because no channel has been found to reproduce their exact effects if
Bob were to measure with lossless or dark-count-free detectors. Nonetheless, we keep the
analysis for semi-untrusted dark counts in this work just to flag the consequence of this
commonly practised assumption. This issue will be elaborated more in Section 4.5. To
simplify our language, we will refer to any semi-untrusted defects simply as “untrusted”
since fully untrusted defects are not considered in this work.

4.3.4 Measurements

In the prepare-and-measure scheme, the action of Alice randomly choosing the phase ¢, in
the signal state is equivalent to a measurement on |U) 44,4 with POVM {|x)(z|4}.—0,. 3.
Alice’s measurement can be performed before or after Bob performs his measurement.

We start out by describing the POVM of Bob’s measurement assuming ideal devices,
especially without dark counts of the detectors. We will later on derive the POVM of
devices with specified dark counts. To characterise all of Bob’s possible measurement
outcomes, we construct his POVM using the creation and annihilation operators for six
optical modes arriving at 3 different time slots and at 2 detectors. Ignoring global phases,
the six annihilation operators of a fixed phase ¢, which correspond to the six “click”
locations depicted in Figure 4.1, are

by = by — \/7 (4.13)

a2 s (414)

bogs = |/ ; ay — 6”3\/% as (4.15)
[1— .
bs.6p — 5 : a; + e"z’B\/g as , (4.16)




where a; and ay are annihilation operators of the two incoming time modes of the signal.

Since by = by and b3 = bg, the POVM elements corresponding to click events at 1
and 4 (3 and 6) are the same. Hence, each pair can be combined into a single time-mode
annihilation operator. The corresponding operators for the two pairs are

bt1 — f ai , bt3 — 1— f as (417)

where ¢; and t3 denote the 1st and the 3rd time slots in Fig 4.1. This is equivalent
to coarse-graining the outside-only click POVM elements and outcome probabilities but
without losing information about the relative phase, ¢, —¢p. This reduces the redundancy
in constraints for the optimisation which will be described in Section 4.4.3.

As Bob’s measurement outcomes consist of all combinations of click events at different
time slots, detectors, and basis choices, his POVM elements are obtained by summing
weighted projectors of all possible states that could lead to a particular click pattern.
Based on the fact that Bob uses threshold detectors for detection, all POVM elements are
block-diagonal in total photon number basis [3, 43].

These allow the construction of Bob’s POVM elements in terms of the modes impinging
on the detectors by first restricting to the n-total photon subspace of Bob’s entire system,
and defining the following operators corresponding to different click events:

e no-click: (for n = 0)

Fy® = p(6p)]0){0], (4.18)
e single-click: (for n > 1)
. 1
Fy?? = p(ép) — (b;,)"(0) (010}, . (4.19)
e double-click: (for n > 2)
n—1 — n—k 1k
o F(bL,)*10)(0]b7 " b,
F1er = p(on) Z =R , (4.20)
=1
e triple-click: (for n > 3)
n—2 n—k—1
Fiyiti = p(on) B3, 3, K)) (B, 5. )| (4.21)
k=1 j=1
. : (o] )r =3 (] )* (v} )7]0)
with |B3(naj7 k)> = \/(n—k—j)! Kl j! )
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e all-click: (for n > 4)

v
w

n—k—2 n—k—j—1

k—
FLos =plop) Y Y 1B4(n, 7, Kk, D)) (Baln, 5, &, 1) (4.22)

1 j=1 =1

e
Il

(of ==L w] )R] )7 6])10)
V(n—k—j—D)! k! 51! ’

with |B4(n, J, k, 1)) =

Pt gt f
t 02,610 05650 bty }

are the mode creation operators for a fixed phase ¢p, with b;ru + bj-y for all u # v and
v € {1,2,3,4}. We can express Bob’s POVM elements in terms of the incoming modes,
a; and aq, by substituting the final modes with Equations (4.15) — (4.17).

where p(¢p) is the probability of choosing the phase ¢p and b;-ru e {b

To obtain Bob’s POVM elements for the full Hilbert space, one simply sums over all
contributions from all photon number subspaces to get

F.=) F!, (4.23)
n=0

where k labels the 16 possible click patterns (Bob’s measurement outcomes) in each of the
two measurement bases. For n to be less than the minimum photon number to trigger the
click event k, F}' is a zero operator. If k is the no-click event, F}' is a zero operator for all
n > 1.

To reduce the number of linearly dependent POVM elements for better numerical per-
formance in calculating key rates®, we combine the pairs of ¢p-independent POVM el-
ements of the two measurement bases into one by summing the two elements together.
This reduces the cardinality of Bob’s POVM from 32 to 28 since the following four click
patterns: no-click, ¢;-only, ts-only, and t;&t3 are basis-independent.

In a trusted dark-count scenario where dark counts are not controlled by Eve, we incor-
porate the effect of dark counts into Bob’s POVM by applying a classical post-processing
map, P, on Bob’s POVM elements {F;}. The output of the map is a new POVM { P}
with each element corresponding to a linear combination of the original POVM such that

*As we will point out in Section 4.4.1, the number of POVM elements is related to the dimension of
the flag-state subspace. If the two POVM elements are linearly dependent, they are essentially the same
constraint for the convex optimisation problem in (4.37) up to a scaling factor. Therefore, omitting either
of the two elements will not affect the optimisation result, but the flag-state subspace dimension will
reduce by one. As for all numerical optimisations, the smaller the dimension of the problem, the shorter
the runtime.
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Py =Y. Pr; F; where Py; are the matrix elements of the linear map P. We illustrate the
action of the map P with the new POVM elements listed in Appendix A. Since the map
P acts the same on all photon-number subspaces, it also holds that

Pl =) Pui F. (4.24)

The map P models the effect of dark counts as a classical noise in the sense that for
each detector and at each detection time window, a no-click event flips to a click event
with probability, ps. We can recover Bob’s dark-count-free POVM {F}} by setting the
dark-count probability p; = 0 in the case with untrusted dark counts.

Overall, we obtain the joint POVM of Alice’s and Bob’s measurements {|x)(z|4 ® Py}
where z € {0,...,3} and k € {1, ..., 28} since Bob has 28 coarse-grained outcomes in total
if no-click is included.

4.4 Security proof techniques

4.4.1 Flag-state squashing model

In order to numerically compute the secure key rate, we need to reduce the dimension
of Bob’s state from infinite to finite so that numerical optimisation solvers can be used.
Since Bob uses threshold detectors, his POVM elements are block-diagonal, so the qubit

squashing model [3, 13, 4, 11] can be applied. However, by reassigning the multi-click
events to single-click events randomly, the squashing model introduces additional qubit
errors to the original data. Instead, the flag-state squashing model [3] is used here to

circumvent this problem.

We set a finite photon-number cutoff Np and define the (n < Ng)- and (n > Np)-
photon subspaces’ to be two Hilbert spaces containing Fock states of at most N and at
least Np + 1 photons respectively. The flag-state squashing map A first projects Bob’s
state p onto the two subspaces. It then applies an identity map to the projected state
pn<np and measures the projected state p,~n, with the POVM {P;} to give the squashed

state
_ [ Pn<nNg 0
Alp) = ( 0 TR pn>NB>\k><k|) ' (4.25)

fWe identify (n < Np)- and (n > Np)-photon subspaces as the P- and P*-subspaces mentioned in
Section 3.4 respectively.
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Bob’s corresponding flag-state squashed POVM elements are

b= <Z P,?) ® |k) (K|, (4.26)

n=0

where Np is a finite-number photon cutoff and k£ labels Bob’s detection events. The joint
POVM of Alice’s and Bob’s measurements in the flag-state squashing model is {|z)(z|s ®
P} where z € {0,...,3} and k € {1,...,28}.

Since the measurement channel acting on the (n > Npg)-photon subspace is entangle-
ment breaking [10], one needs to lower bound Tr(Il,<y, p) with Bob’s measurement statis-
tics to ensure that some entanglement between Alice and Bob is preserved in order for them
to establish a secret key [22]. For trusted dark counts, we show in Appendix B that the
lower bound for the weight of the (n < Np)-photon signal subspace conditioned on Alice
choosing signal x is given by

p(eclz) — p(ec|0)

pln < Nole) 2 1= Vg + 1) — plecl) 427)
p(cel0) =1 — (1 = pa)?[1 + pa(1 — pa)*(2 — pa)], (4.28)
pmin(ccln) =1 — (1 — pa)?¢™ — (1 — pa)* (1 — &)™, (4.29)

where the conditional cross-click probability, p(cc|x), is the sum of the observed probabil-
ities of all events excluding no-click events, events with clicks only in time slot ¢, (inside-
only), and events with clicks only in time slots t;,¢3 (outside-only) given that Alice picks
signal x. We also show in Appendix B that the bound in (4.27) is always tighter than the
dark-count-free bound (pg = 0) derived by Narashimhachar [11], so we could also obtain a
lower bound of the secure key rate using that dark-count-free bound. For untrusted dark
counts, one simply has to use that bound.

4.4.2 Decoy state & decomposition of key rate formula

In this work, we prove the security of the protocol against any collective attack. Since
the signal states and measurements are permutation invariant between different rounds,
the quantum de Finetti theorem [27] (see Section 2.2.4) or the postselection technique [30]
can be applied to uplift our security statement to the security against coherent attacks,
which will both lead to the same asymptotic key rate. From that we obtain a composable
e-security proof [19] of the protocol under Eve’s general attacks with the same asymptotic
key rate as under the collective attack.
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Recall the asymptotic key rate formula (2.44) for collective attack

Roo = min _D(G(paass)||Z2(G(paasB))) — Ppass Orc -

pPAAGBES

For this specific protocol, the explicit forms of the quantities pp.ss and H(Z|B) are shown
in Appendix C, and the G map that was introduced in Section 2.2.5 takes the form [2, 37]

G(p) =) Kip K] (4.30)

with the Kraus operators of this protocol defined as
Ko = (10)z @10){0[4 +[1)z ®@[2)(2]4) ® F§ ®@0)5 , (4.31)
Ky =(0)z@ )1+ 1)z @ B)3l) @ FP @ )5 (4.32)

where {|0) 5,]1) 5} is Bob’s basis announcement bit, 7 = \/ZbeK Fyp==; and K denotes

Bob’s post-selected outcomes. Also, recall that the Z map introduced in Section 2.2.5 is

given by
1

Z(oz0) = Y _(i)ilz © 1e) 020 (15){ilz © 10) (4.33)

7=0
with register C' encapsulates all registers except Z.

Since Alice is sending a Poissonian mixture of Fock states, Eve can, in principle, perform
a QND measurement on Alice’s signal to learn its photon number without disturbing
the signal itself. We show in Appendix D that as a direct consequence of this the state
paagp is block-diagonal in Alice’s output photon number n. Therefore, without loss of
generality, we can restrict the minimisation in Equation (2.44) to be taken over a smaller
set S' = {paagn €S : pasgn = D nryPii [1)(N]ag ® pip} where {7} are the normalised
states conditioned on Alice sending out n photons. This allows one to split the PA term
into a probabilistic combination of PA terms associated with different n as in

Roo = min Zpﬁ D(G(rhp)lIZ(G(rlin))) — Ppass OEC - (4.34)

See Appendix D for the proof of the decomposition.

For our analysis, we assume a decoy-state scenario [53, 54, 55], which means that in
addition to the usual signal states, Alice prepares also decoy states that are represented
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by dephased laser pulses with different intensity levels |a;|*. More precisely, we assume for
simplicity the infinite-decoy scenario, where a countably infinite number of decoy inten-
sities are used so that a decoy data analysis can reveal to Alice and Bob the conditional
probabilities of any observable, where the condition is with respect to Alice’s output photon

number 7.

These conditional probabilities constrain the feasible set of normalised states S; for
each of Alice’s output photon number 7 independently, which further restricts the min-
imisation in Equation (4.34) to be taken over a smaller set S” = {paasp € S : pasgs =
S o pa M) (M| ag @ plhg, Pip € Si V1 € N} C S'. Given that the probability distribution
{pr }ren is fixed by the intensity of the signal, the minimisation over S” can be pulled into
the summation and split into minimisations over individual Sj, resulting in the following
key rate formula

o

Reo =Y ps min D(G(p}s)||Z(9(0hs))) — Ppass Trc - (4.35)

A=0 PaBSSR

We remark that the inclusion of a finite number of decoy states would be a natural extension
of this work, in which case the description of each set S; would depend on other sets
{S, : n’ # n}. Hence, a more careful treatment of the PA term would be needed.

The major benefit of breaking down the PA term into individual minimisations is to
avoid the need of keeping the infinite-dimensional shield system Ag in the argument of
the optimisation as seen in Equation (2.44). Instead of optimising over the set of infinite-
dimensional states, we convert our problem into an infinite number of optimisations with
finite-dimensional arguments.

Notice that when Alice sends out vacuum (0 photons), Eve learns nothing about Alice’s
choice x, so each key bit z € {0, 1} is equally likely to Eve, which implies that H(Z|FE) =
H(Z) = 1. Therefore, the first term in the summation in Equation (4.35) is equal to pi=0
which is the contribution from Alice sending out vacuum to the probability of passing

sifting and post-selection.

By Klein’s inequality (Theorem 2.1.7), we have that D(G(p%5)||Z(G(p%5))) > 0 for all
n € N. Thus, omitting any terms in the summation will only reduce the total value on
the right-hand side of Equation (4.35). In fact, omitting an n-photon term is the same as
treating all n-photon output signals as being tagged for which the encoded state is fully
known to Eve. Since we can only optimise a finite number of terms in the infinite sum, we
can truncate the infinite sum at n = N4 where N4 is a positive finite integer to obtain a
lower bound for the key rate. The choice of N4 = 1 corresponds to the tagging as used in
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Refs. [1, 5]. We then have the key rate expression as

Na
Roo 2 ppas + ) pa min D(G(pip)l|2(G(php))) — Ppass rc - (4.36)

7=1 PaB€

This allows us to reduce the number of finite-dimensional optimisations from infinity to a
finite number that corresponds to the limited computational resources available to us.
4.4.3 The optimisation problem

The convex optimisation problem corresponding to each PA term in Equation (4.36) can
be formulated as

minimise D(Q(sz) \ |Z(g(sz)))

subject to
Te[(|2) (24 ® By) plig] = pla, k|7),
Tol(j2) (el © Mocay) £s) 2 pla) B2, o
~ 1 o
Trp(plip) = ;TYASA'[(WHHIAS @ Lar) [O)(W¥]anga],
Tr(IOZB) = 17
Php = 0.

The first line in the constraints demands the shared state p” 5 conditioned on Alice sending
out m photons to satisfy Alice’s and Bob’s joint measurement outcome probabilities con-
ditioned on n, which are obtained from the infinite-decoy analysis. The second line lower
bounds the weight of p% 5 in the (n < Np)-photon subspace by Equation (4.27). The third
line demands that Alice’s reduced density matrix is unchanged. The last two lines ensure
that p7 5 is a valid, normalised density matrix.

4.4.4 Implementation of numerical security analysis

Following the procedure in Ref. [2] (also see Section 2.2.5), the suboptimal solutions to
the convex optimisation problem (4.37) for 1 < n < N4 are obtained numerically using
the MATLAB optimisation package CVX and the Frank-Wolfe algorithm [37]. These
suboptimal solutions infer the upper bound for the individual privacy amplification terms
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in Equation (4.36). A linearisation of each of the optimisation problems at its suboptimal
solution results in a primal SDP problem of the form (2.54) which can be further converted
into a dual SDP problem as in (2.56). Using the CVX numerical solver again, the dual
suboptimal solutions for 1 < n < N4 provide a reliable lower bound on the whole privacy
amplification term.

Solving the convex optimisation problem is computationally demanding in terms of time
and memory even if the flag-state squashing model is applied to reduce the dimension of
the matrix variables p7 5. One can further utilise the structure of the flag-state squashed
state as described in Equation (4.25) to reduce the number of complex variables in the
allowed matrices p" 5. Bob’s flag-state squashed POVM elements also enable us to split
multiplications between constraint matrices and the state variable p" 5. In addition, the
objective function in (4.37) can be evaluated much faster if the computation is restricted
only to the non-zero subspaces in the images of the maps G and Z. With these three
techniques, we managed to reduce the computation time of the convex optimisation by a
significant amount. See Appendix E for the technical details.

We utilise the fact that the optimisation problem specified in (4.37) is independent
of the mean photon number |a|? of Alice’s phase-randomised coherent state because the
minimisations in Equation (4.35) are over each set S; separately. In other words, the choice
of |a|* only affects the photon number distribution {ps} and the error-correction term dgc
in the key rate formula (4.36). Therefore, we can maximise the key rate lower bound over
the signal intensity |a|? efficiently once we have the dual suboptimal solutions since the
error-correction term can be directly calculated from the observables of the corresponding
simulation.

4.5 Simulation of experiments

In the absence of experimental data, we have to perform a simulation of an experiment to
obtain realistic probability distributions which replace the experimental data as input of
our security analysis. To address imperfections in an experimental implementation of the
protocol, we consider both trusted and untrusted defects in our simulations as discussed in
Section 4.3.3. Note that the details of the simulation model are independent of the actual
security proof.
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4.5.1 Channel simulations & detection efficiency

We simulate the quantum channel between Alice and Bob with a loss-only channel which
is essentially an uneven beam splitter. We also assume that both detectors of Bob have
equal detection efficiency 74e.t, Where each detector can be modelled as a beam splitter
with a transmission rate nge followed by an ideal detector. In this simple model, a single
parameter 1 which we call the total transmissivity describes the combined loss caused by
the following three effects: the inefficiency in the process of coupling the signal light to the
optical fibre, the absorption and scattering processes of light in transmission through the
fibre, and the detection efficiency of Bob’s threshold detectors. The simulated outcome
probabilities for Bob’s measurement (with no dark counts) are derived in Appendix F'.

We also investigate the case where we assume the detection efficiency n4e; to be outside
of Eve’s control, as a trusted, characterised loss element of the receiver. In that case, we
keep the beam splitter with transmissivity 7n4e, in Bob’s apparatus, which in turn modifies
the POVM elements described in Section 4.3.4. Bob’s POVM with known detection effi-
ciency can be obtained with a similar approach used in Ref. [¢]. Note that the statistics
shown in Appendix F are unchanged under this trusted loss assumption.

4.5.2 Dark counts

To simulate our statistics when dark counts are present, we generate the outcome probabil-
ities with Bob’s classically post-processed POVM described in Section 4.3.4 and Appendix
A, which is associated with a dark-count probability, pg, for each detector and at each
detection time window. These statistics are equivalent to the dark-count-free statistics de-
rived in Appendix F after being classically post-processed in the same way as the POVM
elements in Appendix A.

If dark counts are assumed to be trusted in the sense that they are not in Eve’s con-
trol, we use the classically post-processed flag-state POVM { P, } as the constraint matrices
in the optimisation problem (4.37) to calculate the privacy amplification term. This ap-
proach guarantees the optimisation problem to be feasible since measurement probabilities
correspond directly to a quantum state in the simulation.

However, if we consider untrusted dark counts, that is, if we pessimistically attribute
the effect of dark count noise to Eve, the flag-state POVM of dark-count-free detectors is
used as the optimisation constraint matrices instead. Note that unlike the existence of a
physical model for pulling out the equal detection efficiency into the channel, this approach
is not covered by any physical equivalence model that allows one to outsource the dark
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counts to Eve. Therefore, it is possible that no quantum states could have led to the
classically post-processed statistics if the measurement is assumed to be dark-count-free.
In that case, the optimisation problem becomes infeasible due to unphysical constraints.
This is what we encounter in some parameter regime of our calculation, as we will point
out in the next section.

4.6 Key rates

Before diving into our main results, we start by stating the parameters used throughout
this section. We set Bob’s flag-state photon number cutoff to be Ng = 4 so that the PA
term can be computed within a reasonable amount of time. The maximum number of
terms kept in the PA summation in Equation (4.36) is set to be N4 = 3 since we observe
that the key rate in the low-loss regime does not improve even if we keep more than 3
terms. Furthermore, we set the dark count probability to be p; = 8.5 x 1077 and the
error-correction efficiency to be fpc = 1.22 as quoted by Gobby et al. [64].

In Figure 4.4(a), we present lower bounds for the secure key rates per clock cycle
corresponding to different values of the phase-modulator transmissivity x and the total
transmissivity 7 in the two scenarios with trusted and untrusted dark counts. The total
transmissivity 7 captures both the transmission efficiency of the loss-only channel and the
detection efficiency of Bob’s detectors. We obtain these bounds by maximising the lower
bounds for key rates over the mean photon number |a|? as specified in Section 4.4.4. The
optimal |a|? for each point in Figure 4.4(a) are shown in Figure 4.4(b).

Let us expand on the infeasibility issue with untrusted dark counts mentioned in Sec-
tion 4.5.2. In the high-loss regime where the total transmissivity 1 < 0.2, the optimisation
problem for some parameters becomes infeasible meaning that no physical states can sat-
isfy the constraints that are imposed by observed statistics. This is a somehow surprising
observation since many previous security analyses (e.g. [1, 5, 10, 65]) assume dark counts
to be untrusted but did not encounter any issue with infeasible constraints. Most of these
analyses use coarse-grained statistics (e.g. bit/phase error rate) to bound Eve’s knowledge.
However, the use of refined statistics in our optimisation constraints poses more stringent
conditions on the feasible set which makes it less robust against infeasibility issues. There-
fore, at least when infeasibility is detected, we cannot outsource the dark counts simulated
by a classical noise model entirely to Eve as previous literature did. In the case of having
infeasible data, we allow the numerical solver to relax the satisfiability of constraints in the
sense that we are enlarging the search set to the degree where it is feasible. Due to large
constraint violations and a minimisation over an enlarged search set, we expect the key
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Figure 4.4: (a) Our optimal lower bounds and (b) the corresponding mean photon numbers
for secure key rates per clock cycle for both trusted (solid lines) and untrusted dark counts
(dotted lines) versus total transmissivity n. For clarity, we omit labelling the lines for
trusted and untrusted dark counts in the cases where the two lines are indistinguishable.
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rate lower bound obtained by this method to be much lower than the true value. As for
the feasible cases, Figure 4.4(a) shows that turning dark counts from untrusted to trusted
increases the key rates. In the remaining of this section, if we make statements about
the key rates without mentioning whether dark counts are trusted or untrusted, then the
statement applies to both cases.

In the design view of a QKD security analysis, the goal is to optimise over all param-
eters and find the optimal setting of the experimental setup. Here, we seek the optimal
asymmetric transmission parameter x and the corresponding optimal signal intensity |a|?
that gives the highest key rate at different total transmissivity 7. We see that the smaller
the value of k, the lower the key rates in Figure 4.4(a) because Alice would need to send
more photons (as one can see from Figure 4.4(b)) in order to maintain an adequate propor-
tion of middle-click detection events, which allow Bob to infer the relative phase ¢, — ¢p.
Therefore, one should always aim at reducing the loss at the phase modulator in order to
increase the overall key rate.

To elaborate more on the optimality of the intensities in Figure 4.4(b), we point out the
two competing factors for using more photons in the signal. First, sending higher intensity
signals causes more photons to pass through Eve’s domain, which allows her to gain more
information about the signal, thereby reducing the key rate. Second, as more information
can be transmitted from Alice to Bob via multi-photon signals, the key rate may increase
if the cost of error correction increases less than the information gain by Eve.

These two factors pull the key rate into opposite directions, so there is an optimal
point for the key rate to be maximised, of which the corresponding optimal mean photon
number is shown in Figure 4.4(b). These values appear to be higher than the optimal
values for the key rates in Ref. [5]. This indicates that some multi-photon signals carry
useful information from Alice to Bob of which Eve does not possess full knowledge, and
hence favours signals with higher intensity.

4.6.1 Comparison with previous results

At this point, we would like to compare our results with previous results in Refs. [1, 5]
which both contain valid security proofs that make use of the single-photon components
only. Note that although the technical analysis of Ref. [1] is correct, the conclusion that
the key rate of the unbalanced BB84 protocol will be overestimated if one blindly uses
the security analysis of a balanced protocol is not. While Ref. [1] has shown that the key
rate for unbalanced signals is lower than that for balanced ones, the authors of Ref. 7]
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correctly point out that the drop in key rate is due to a smaller success rate of the unbal-
anced protocol, followed by the same key reduction during privacy amplification as for a
balanced protocol. So in effect, during the operation of an unbalanced protocol, the use
of privacy amplification terms from a balanced BB84 protocol still gives valid secret key
rates. Therefore, it is incorrect for Ref. [1] to conclude that the drop in secure key rates
for the unbalanced cases is due to the application of a new security analysis. Since Ref. [7]
provides a known analytical key rate of this scenario, we use that result as the baseline of
our investigations to show that in fact the secret key rate is underestimated by this security
analysis, and thus less privacy amplification is required in this situation.

We compare our key rates with Ref. [5]’s in Figure 4.5, which shows that our analysis
provides higher key rates for total transmissivity n > 0.1 (<10 dB), especially for small
k values. Our method shows advantage in low-loss cases because the PA components
from the multi-photon part of Alice’s signals are larger in the low-loss regime, which are
pessimistically set to zero in Ref. [5]. This can be understood as Eve does not learn too
much of the multi-photon signals, thereby allowing more information to reach Bob.
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Figure 4.5: Percentage change in key rates comparing our optimal lower bounds for key
rates with Ref. [5]’s optimal key rates versus total transmissivity 7. We label the changes
for trusted (untrusted) dark counts with solid (dotted) lines. A positive change means that
our key rate is higher.
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When the total transmissivity satisfies 7 < 0.2, we encounter the issue with infeasible
constraints with untrusted dark counts. We recover approximately the same key rates in
Ref. [5] for most cases, but some of our lower bounds for the key rates (obtained from
maximising the dual SDP problem) in the untrusted noise scenario appear to be slightly
lower than Ref. [5]’s. To understand the gaps between our key rate upper bounds (which
are on par with Ref. [5]’s key rates) and lower bounds (see Sections 2.2.5 and 4.4.4 for the
meaning of the two bounds), we recall that our way of getting around the infeasibility issue
with untrusted noise is to relax the required precision for the constraints to be satisfied
in the numerical solver. The first-step suboptimal solution to the relaxed problem will
naturally suffer from stronger constraint violations which lead to a lower dual suboptimal
solution [2].

Notice that when the asymmetric loss parameter reaches x = 0.3, the percentage in-
crease of our key rate relative to Ref. [5]’s is the least compared to other values of k. This
phenomenon is also observed when we make the following choices of parameters: flag-state
photon cutoff Np € {1,2,3,4}, dark count probability p; € {0,107°,107%}, and total
transmissivity 7 = 1. As our numerical data suggest, the ratio between the optimal values
of the privacy amplification terms attributed to Alice sending out 1-photon and 2-photon
signals,

min 2 cs, D(G(rip)lIZ(G(paR)))
ity cs, DG(Phs IZ(G(ohs)

reaches its smallest value when k ~ 0.3. This can be interpreted as the amount of pri-
vate information carried by 2-photon signals relative to the amount carried by 1-photon
signals is the least when k ~ 0.3, which corresponds to the points with the least key rate
improvement.

(4.38)

To1 =

As a remark, the optimal signal intensities |qp|*’s for Ref. [5]’s optimal key rates
(corresponding to Equation (6) in Ref. [5]), which we compare with in Figure 4.5, are
slowly decreasing as 1 increases. They satisfy |Gopt|* < min{1, [aopt|*} where |agpt|? is the
corresponding optimal intensity of our analysis as plotted in Figure 4.4(b). This means
that Ref. [5]’s optimal signal intensity is always smaller than our optimal intensity |cop|?.
It is also true that Ref. [5]’s optimal intensity increases as x reduces for all tested values
of n.

In the post-processing view, the goal is to determine the amount of key reduction from
privacy amplification that guarantees a secure final key for a given set of experimental
parameters. Particularly, in the case where the attenuation of the laser has already been
set to Ref. [5]’s optimal intensity for a chosen set of parameters, we compare the privacy
amplification term from our analysis with the one from Ref. [5]’s. To see this, we first show
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in Figure 4.6 that our method still gives higher key rates than Ref. [5]’s in the low-loss
regime (n > 0.15) even when our signal intensities are set to Ref. [5]’s. We then make
the connection between this result and the difference in privacy amplification with two
observations: 1) the probability of passing post-selection ppass is equal for both methods
and 2) the costs of error correction are approximately equal when the same signal intensity
is used in both approaches. It follows that the difference in key rates translates to the
difference in the privacy amplification terms in the key rate formula. Thus, our method
requires less key reduction from privacy amplification compared to Ref. [5] for low-loss
scenarios. This allows us to extract more secret key out of these unbalanced protocols
than previously thought.
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Figure 4.6: Percentage change in key rates comparing our lower bounds for key rates per
clock cycle evaluated at Ref. [5]’s optimal a,pe with Ref. [5]’s optimal key rates versus total
transmissivity 7. We label the changes for trusted (untrusted) dark counts with solid
(dotted) lines. A positive change means that our key rate is higher.

4.6.2 Trusted loss

We now turn to study the effect of trusted loss on the key rates. Previously, we assume
that the quantum channel contributes completely to the total loss. However, if we know
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that a certain part of the total loss is caused by some trusted components (e.g. Bob’s
detectors), the key rate can be improved since the channel loss is effectively smaller. The
key rate improvement has already been shown in both active and passive BB84 protocol
[8] where the detection efficiency of the receiver’s detectors is assumed to be beyond Eve’s
control. We will present a similar behaviour of the key rates of this protocol under different
trusted loss conditions.

We fix the total transmissivity to be n = 0.1 and assume dark counts to be trusted, and
then we vary the detection efficiency of Bob’s trusted detectors nqe. Indeed, Figure 4.7(a)
shows that the lower bound of our optimal key rate increases with the proportion of the
trusted loss component coming from Bob’s detectors to the total loss, which takes the

form lzf‘:]et. The optimal mean photon numbers corresponding to the optimal key rates

are displayed in Figure 4.7(b).

To summarise this section, we report a significant gain in key rates in the low-loss regime
(<10 dB) with our analysis. To be precise, with our security analysis, higher key rates can
be obtained when the signal intensities are set to our optimal and Ref. [5]’s optimal values.
We emphasise that the reported improvement can be attained without any modification
to the experimental setup. Lastly, we show that the key rates can be increased if we know
that the detection inefficiency contributes a considerable amount to the total loss.

73



0.030

- k=0.1 - k=10
A k=05
0.0251
Q
S,
© 0.020+
hv4
O
o
(@]
5 0.0151
o
bt
€ 0.010
>
<
A ——A A A A — A A 5 —
0.0051
oo ° ° ° .——.’M
0.000 r T - , , : - . ; ; }
0 10 20 30 40 50 60 70 80 90 100
% of trusted loss
(a)
1.8
- k=01 -® k=10
A k=05
1.6
E
8 1.4
)]
QO
€ 1.2
3
c
c
9 1.0
o
<
o
s 0.8
(]
=
0.6
0.4

0 10 20 30 40 50 60 70 80 90 100
% of trusted loss

(b)

Figure 4.7: Assuming trusted dark counts, (a) our lower bounds for key rates and (b) the
mean photon numbers plotted against the proportion (in percentage) of the trusted loss
coming from the detection inefficiency of Bob’s detectors to a fixed total loss corresponding
to total transmissivity n = 0.1.
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Chapter 5

Conclusion and Outlook

In this thesis, we reviewed all the mathematical details that allow us to understand the
QKD security proof framework and how squashing models can be an important tool in
QKD security analyses. In Chapter 3, we proved the unconditional asymptotic security
under the usage of a generic squashing model formally for the first time. Moreover, we
discuss the flag-state squashing model in a more general setting than when it was first
introduced by Zhang et al. [3], and proved rigorously that the associated squashing map is
a quantum channel for an infinite-dimensional input Hilbert space. We pointed out that
lower bounding the weight of the preserved subspace in a flag-state squashing model is
essential for the squashing map to preserve some degree of entanglement. Subsequently, we
specialised in the case where the POVM is block-diagonal in the Fock basis and described
the method of using any observable that has a minimum observed value increasing with the
restricted detection photon number. Since the existences of all known squashing models
[3, 47, 48, 43, 8] are proved under the condition that the POVM is block-diagonal, it is
still an open problem whether a general squashing model that is applicable to all kinds of
QKD protocols, particularly continuous-variable protocols, exists or not.

In Chapter 4, we provide a new numerical security proof for the unbalanced phase-
encoded BB84 protocol. Using the newly developed flag-state squashing model [3], we are
able to derive additional private information from the multi-photon components of the
signal states. We compare our key rates with the key rates proved in Ref. [5] under the
same simulation parameters and show that our analysis results in significantly higher key
rates in the low-loss regime. In the design view, we find that a balanced protocol (k = 1)
gives a higher key rate than an unbalanced protocol so that a design cannot take advantage
of an artificial induction of asymmetry. In the post-processing view, our method requires
less key reduction from privacy amplification compared to Ref. [5] for low-loss cases. We
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prove that our key rates are still better than Ref. [5]’s even when their optimal mean
signal photon numbers are used. Hence, any experiments that are already implementing
the optimal settings of Ref. [5] can profit from our higher key rates. We also explore the
advantage of characterising the receiver’s detection inefficiency as a trusted loss, which is
not allowed by Refs. [4, 5]’s proof technique. Our results suggest that the key rate can be
improved when the proportion of trusted loss due to detection inefficiency to the total loss
is significant.

We conclude here by pointing out some future directions of investigation related to
the work described in Chapter 4: It is important to find a formal way of incorporating
untrusted dark counts into the security analysis without leading to unphysical constraints.
As mentioned in Section 4.4.2, to extend our analysis to the use of a finite number of decoy
states, one must consider the dependence among different feasible conditional state sets
when handling the privacy amplification term. Finally, some of our proof techniques can
be transferred to a finite-key analysis. It would be worth comparing the key rates from a
finite-key analysis [60] with the asymptotic key rates reported here.
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Appendix A

Explicit Form of Dark Count
Post-Processing

In this appendix, we will explicitly show the action of the classical post-processing map P
for simulating the effect of dark counts as mentioned in Section 4.3.4. We now list the new
POVM elements after the map P as follows.

e Post-processed no-click POVM element:
Py = (1—pa)° Fy” . (A1)

e Post-processed single-click POVM elements:

PP = (1= pa) (B + (1= (1= pa)) F"), (A-2)
P = (1= pa)' (F" + (1= (1= pa)") ), (A3)
PY® = (1—pa)®(F§® +pa F§®), (A.4)
PP = (1—pa)* (FE" + pa Fy™). (A.5)
e Post-processed double-click POVM elements:
P25, = (U= paPEE, + (1= (1= paJ(FE? + FP) + L= (1= pa? F™),
(A.6)
Pyt = (1= pa)'[F55 + pa(Fy® + F§%) + p} Fy”), (A7)
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PY% = (1= pa)*{F% + paFL® + [1 — (1 — pa)’]Fy® + pall — (1 — pa)?|Fy %},

(A.8)

P = (1= pa) {F% + paFy® + [1 = (1= pa) | FY" + pall — (1 — pa)’1F5},
(A.9)

PY5 = (1= pa)* {55 + paFi® + [1— (1 — pa)’| 3™ + pall — (1 — pa)*]Fy},
(A.10)

P = (1= pa) {F05 + paby” + [1 = (1= pa)’ 157 + pall = (1 = pa)*] Fg " }-
(A.11)

e Post-processed triple-click POVM elements:

PY5 o= (1 —p){F %, 5+ paF5, + [1— (1= pa)*|(FL% + F5) (A.12)

t1,t3,2 Pd t1,t3,2 Pa t1,t3 Pd t1,2 t3,2 .

+pall = (1= pa)’J(F” + FEP) + [1 = (1= pa)*PF” + pal — (1 — pa)*PFy” },

Pilias = (U= pO{F s + paFih + U= (1= pa) (B + %) (A.13)

+pall = (1= pa)’J(F” + FP) + (1= (1= pa) P FY? + pall — (1= pa)P 7},
Ps = (1= pa) {F\ss + pa( % + F%) + (L= (1= pa)’|F3% + piFy”
+pall — (1= pa)|(F3” + F5®) + pal1 — (1 — pa)’| F5 "},

PY5 = (1= pa) {F% 5 + pa(FL5 + FPR) + [L— (1 — pa)?|FsE + p3F)?
+pa[l — (1 = pa)?J(FY? + FZP) + p3[1 — (1 — pa)?|F5? ).

(A.14)

(A.15)

e Post-processed all-click POVM elements:
Ptdl),B;g,Qﬁ = th§3,2,5 + pd(thﬁg,,z + thﬁ;g,s) + [1 — (11— Pd)Q](thf%ﬁ + Ftﬁzﬁ)
+pall = (1= pa)’)(F% + Fi% 4+ Fob + FR) + 05 Fol, + [1— (1 — pa)*) FyE
+ o[l — (1= pa)’)(FYP + F2%) + pall — (1 — pa)* > (F5” + F™)
+p2[1 — (1 — pag)22ES". (A.16)

It can be easily checked that the POVM elements above from (A.1) to (A.16) for a fixed
¢p sums to p(¢p)lp .
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Appendix B

Derivation of the lower bound for the
weight of (n < Np)-photon subspace

We aim at lower bounding the weight of the (n < Npg)-photon signal subspace, p(n < Np),
with Bob’s observed statistics. In this appendix, we use the cross-click probability to derive
a lower bound for p(n < Np) in the following steps. The cross-click probability for any
signal satisfies

p(cc) = Zp(n)p(cdn) + Z p(n)p(ccin)
>3 p)pmnlecn) + S p(n)pmin(celn)

n=Npg+1
> p(n < N)CpZy, +[1 —p(n < Np)|Ctly,
=iy, —p(n < Np) (O, — Crd,) (B.1)

In the second line, pyin(cc|n) denotes the minimal cross-click probability given that Bob
receives an n-photon signal. In the last two lines, we define p(n < Np) = Zivfo p(n),
Oy, = MiNg<n<ng Pmin(ccn) and CRYY = Minys vy, Pmin(cc|n). If puin(cen) is mono-
tonically increasing with n, then CH2 - = pmin(cc|0) and CR2y = puin(cc|Np + 1). If we
also have strict inequality Cr2% > C2 . then we can turn the inequality in (B.1) into
the desired lower bound

p(cc) = Puin(cc|0)

< Ng)>1-— = Bmin B.2
pln < Np) 2 Pmin(cc|Ng + 1) — pmin(cc|0) n<Np (B2)
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We will show that the minimum cross-click probabilities indeed satisfy the monotonicity
and the strict inequality conditions.

To obtain the minimum conditional probabilities puyi(cc|0) and puyin(cc|Np + 1), we
start by considering the new POVM elements after classical post-processing due to dark
counts, which appear in Equations (A.1) — (A.7). We first group the pre-processed POVM
elements into two coarse-grained POVM elements: outside-only (¢, t3, t1&t3) and inside-
only (2, 5, 2&5). Using Equations (4.19) and (4.20), the two elements can be expressed
as

Fout = Z (thf§3 =+ Ft?B + Fti)B) (B-3)
¢p€{0,7/2}
:2252(1_€>nil’i7n_i><i7n_i’7 (B4>
n=1 1=0
Fo= Y, (FZ+F"+F") (B.5)
¢p€{0,m/2}

=3 T 1= in —iin— il (B.6)

Similarly, the two coarse-grained post-processed POVM elements can be found to be

Pouy = Z (Pgﬁg + Ptqu + Pt(ﬁB) (B'7)
¢B€{077T/2}

= > A —pa) {F5, + 1= (L= pa)’J(E” + FP) + L= (L=pa)’ Fg”} (BS)
"ia = pa)'[ES” + (1= (1= pa)) F°] + (1= pa) ' [F” + (1= (1 — pa)*) Fy ]}

=D A= pa)*(Fi5, + F7 + FP)

= p?[L = (1= )P+ 2(1— pa) 'L — (1 — pa) ]} EY"} (B.9)
= (1= pa){Fou + [1 = (1 = pa)?][1 + (1 = pa)*| Fo} (B.10)
= (1 = pa)*{Fou + [1 = (1 = pa)'] o}, (B.11)
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Po= > (P +Pg"+ PPP) (B.12)

¢ope{0,7/2}
= {1 = pa)'[FS2 + pa(F5® + FS) + p3 Fy™]
@
U (1= p) (B + pa FS®) + (1= pa)>(FS” + pa F§®)} (B.13)
= {1 = po)"(FS2 + FY? + FY®) + pa(1 — pa)*[pa + 2(1 — pa)] Fg?} (B.14)
¢B
= (1 — pa)"{Fn + pa(2 — pa) Fo }, (B.15)

where the pre-processed no-click POVM element is Fy = |0,0)(0,0|. Therefore, the post-
processed coarse-grained POVM elements for inside-only and outside-only clicks are diag-
onal in the two-mode Fock basis {|i,n — i) : i = 0,...,n} for all n € N. The cross-click
POVM element is

P =1p— (Pou+ Pu+ > P (B.16)

¢B

which is also diagonal in the two-mode Fock basis. Since P, is already diagonal, it is
straightforward to find P..’s minimum eigenvalue restricted to the n-photon subspace,
which corresponds to the minimum cross-click probability for any n-photon input states,
analytically. For an eigenstate |i,n — 7), the associated cross-click probability (the eigen-
value of P..) can be found using Equations (A.1) — (B.16) as

plec| |i,n—i)) =1 — (1 — pg)? €(1 — &)™
—(1=p)' A=) (B.17)

for n > 1, and for the vacuum state |0,0) to be

p(cc|0) =1 —{(1 = pa)*[L = (1 = pa)*] + pa(l — pa)*(2 — pa) + (1 — pa)°} (B.18)
=1—(1=pa)?[1+pa (1 —pa)*2—pa). (B.19)

as stated in Equation (4.28). Since there is only one eigenvalue in the vacuum subspace,
we need not minimise the conditional probability (i.e. pmin(cc|0) = p(cc|0)). We exclude

the case where the phase modulator has zero transmissivity (x = 0), then & = 14%-; €[3.1),
so the minimum cross-click probability for any (n > 1)-photon input state is
Pmin(ccln) =1 — (1 —pa)* &" — (1 —pa)* (1= &)" (B-20)

as stated in Equation (4.29), which is valid for all n > 1. Notice that pp,(cc|n) is mono-
tonically increasing with n which agrees with our intuition that cross-click events are more
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likely with more incoming photons. If we compare the second term in (B.19) with the
second and third terms in (B.20), we see that

(1 - pd)2 [1 + Dd (1 - pd)2(2 - pd)] 2 (1 - pd)2 (5” + (1 - pd>2 (1 - 5)”) (B-Ql)

- i -

> <1
which implies for all n > 1, p(cc|0) < pmin(cc|n).
As we further restrict the dark count probability to ps € [0, 1), it is analytically straight-
forward to verify that for all n > 1 and £ € [3,1),
p(cc|0) < pmin(cc|n) < pmin(ccln + 1), (B.22)

so the monotonicity and the strict inequality conditions for (B.2) to hold are satisfied. The
inequality (B.2) is of the same form as (4.27) in Section 4.4.1 except that the observed
cross-click probability in (4.27) is conditioned on Alice’s signal choice z.

We now move on to prove that the lower bound in the inequality (B.2) is tighter than

the lower bound derived by Narasimhachar [11] for no dark counts. We use the fact that
Z:ZS%,ifogcgagb (B.23)
and all probabilities are positive to show that
p(CC) — p(CC’O) < p(CC) ) (B24)
Pmin(cc|Ng + 1) — p(cc|0) ~ pmin(cc|Np + 1)
With (4.29), we can further show that
Pmin(cc|Np +1) > 1 — Vs — (1 — )NeHL (B.25)

Thus, the lower bound in (B.2) is larger than the lower bound derived by Narasimhachar
[11] which is the expression in (4.29) for a zero dark-count rate as in

p(cc)
1 —gNeHl — (1 — )NetL

p(n < Np) > By >1— (B.26)
The secure key rate should only reduce as we loosen the lower bound for the (n < Np)-
photon subspace since the flag-state squashing map can be more entanglement-breaking
and so Eve could gain more information from purification. As a result, we can use the
dark-count-free lower bound blindly on Bob’s measurement data to obtain a secure key
rate even if the dark-count rate is assumed to be zero.
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Appendix C

Explicit Form of ppass and H(Z|B)

For the unbalanced phase-encoded BB84 protocol described in Section 4.2, the passing
post-selection probability that appears in the key rate formula (2.44) can be found as

e
Ppass = Zp(ﬂf = 07b7 ¢B = 0) +p(x = 1767 ¢B = _)

2
beK
T
+p<x:27b7¢3:0)+p(x:37b7¢3:5)7 (Cl)

where K denotes Bob’s post-selected outcomes. This factor takes into account the basis
sifting between Alice and Bob as well.

The error correction term for the key rate formula (if we ignore the heuristic classical
error-correction efficiency factor fgc) is the entropy of Alice’s key register Z conditioned
on Bob’s register B for his post-selected outcomes

H(Z|B) = ZZ 3" p(z,b,65)log T8 p(z. b, ¢p) (C.2)

z=0 beK ¢pe{0,5} ( ¢ )

where p(z,b, ¢p) are normalised probabilities

(== 0,565 = 0) = p(w = 0.b. 65 = 0) P , (C:3)
p(z=0.0.05 = 5) = p(e = 1,b, 65 = 3)/Ppus . (C.4)
p(z=1,b,¢p = 0) =p(z=2,b,05 =0)/ppass , (C.5)
p(z=1,b,65 = 3) = p(r = 3,b,05 = ) /Pouss - (C.6)
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Appendix D

Proof of Decomposing the Privacy
Amplification term

In this appendix, we will prove the decomposition of the privacy amplification term for the
key rate equation mentioned in Section 4.4.2. In Section 4.3.2, Equations (4.8), (4.11) and
(4.12) together describe the entangled pure state that Alice prepares to be

(W) ansar = > V/Pa [2)a @ > /i ) as @ [s5)a
x n=0

where we simplify the notation here with p; = pﬁ(\%). Since the phase-randomised coher-
ent signal states are block-diagonal in total photon number basis in Eve’s point of view,
Eve can, without loss of generality, perform QND measurements to determine the total
photon number in the signal states. This allows her to keep an extra classical register that
tells her the total number of photons in the signal without degrading her eavesdropping
power as we will see below.

To see why allowing Eve to measure the total photon number in the signal state will
not affect our security statement, we first consider the most general scenario where we do
not assume anything about Eve’s attack. By Stinespring’s dilation theorem, the action of
a quantum channel on the signal state can be described by an isometry V4, gg that takes
Alice’s signal system, A’, to Bob’s system, B, and Eve’s purifying system, E, such that
the pure state shared among all parties is

(W) angpe = Y VPa [2)a® D /i [W)ag @ Vaspe [s5)ar -
T n=0
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Eve’s general reduced state conditioned on Alice’s measurement outcome x is

o5 =3 pn Ten(Varszs [s2)(sE] Vi ap)- (D.1)

n=0

In the alternative scenario, we assume that Eve performs the QND measurement and
could perform adaptive attack according to her knowledge of the photon number. Let
Eve’s purifying system of the signal be E and the extra register for recording the photon
number in Alice’s signal be E. Again by Stinespring’s dilation theorem, one can describe
the action of a quantum channel on the signal state by an isometry V,, 7 which takes
the form

—BE

7 A o
Vi BEE = Z Vi_pe 1l ®@|n)g (D.2)
=0
where V7, , . is Eve’s isometry for purifying Bob’s quantum state given that she learns
the total photon number n and Hgl is a projector which projects onto the n-total photon
subspace of the signal system A’. The shared pure state between Alice, Bob and Eve before
any announcements is

V) aagprE = Z VPz |2)a ® Z Vi M) ag @ Vi pp |s5) a4 © [70) 5 (D.3)
T n=0
and Eve’s reduced state conditioned on Alice’s measurement outcome z is

P%E = Pr TTB[VIE%BE |s3) (s3] (VJZVL’HBEV] ® [n) W@ : (D.4)

00
n=0

If we further trace out Eve’s register E, her reduced state pf, clearly contains the general
attack in (D.1) where Eve performs the same purification (i.e. V3 ., 5p = Varpg) for all
n € N. Therefore, the assumption that Eve can measure the photon number of the signal
and the pure state shared by all parties to be (D.3) will not affect the security statement
of our proof.

To decompose the relative entropy in Equation (2.44), we can assume the pure state
shared by all parties to be (D.3) as argued above. Hence, the state shared by Alice and
Bob is

passs =Y \/Paby |2)(yla ® Zpﬁ [7) (72l a5 @ D(|s7)(s51), (D.5)

.y
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where the quantum channel between Alice and Bob is defined as ®(-) = Trg(Va—pg -
Vj, _pp)- If we reorder the positions of the three registers in the tensor product and define
the conditional state plip = >_,  \/DaDy |2){(yla ® ®(|s%)(s5]), the state in (D.5) can be
expressed as

panse = i 1) (Alas ® php - (D.6)
n=0

We will utilise this block-diagonal structure to decompose the relative entropy

D(G(paas)l|Z2(G(paass)))

in the following steps.

According to the definitions of G and Z maps stated in Equations (4.30) — (4.33), both
maps act trivially on Alice’s shield system Ag (i.e. apply 14, to the input state). Hence,
the unnormalised states G(paa.p) and Z(G(paagp)) are also block-diagonal as in

N(paasn) = Zpﬁ ) (Alas @ N (pip) (D.7)

for N to be the substitute for the maps G and Z o G. Taking the matrix logarithm gives
us

log N'(paass) Z [72) (71| a5 @ [(log pri) 1 + log N (ph)]. (D.8)
By the definition of relative entropy, we decompose the PA term into

D(G(paas)l|Z2(G(paass)))
=Tr{G(paass) [log G(paasp) —log Z(G(paasr))]}

= pa Tr{G(plig) [log G(php) — log Z(G(plip)]}

n=0

—an G(Pp)|1Z(9(rlip))), (D.9)

which completes the proof.
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Appendix E

Justifications for speeding up
numerical optimisations

In this appendix, we will cover all three techniques for speeding up the numerical optimi-
sation, which were mentioned in Section 4.4.4.

E.1 Reducing the number of variables

To speed up the optimisation for the problem specified in (4.37), we make use of the
structure of the flag-state squashed state. The joint state shared between Alice and Bob
pap can be expressed as

o0

da
PAB = Z Z P?JmE” ®Enm (E.1)

i,j=1n,m=1

where F; ; = |i)(j] with {|i)} being an orthonormal basis and p;'j" € C V i, j,n,m. Recall
that the flag-state squashing map takes the form of (4.25):

A(p) = Ten,pllan, + > Tr(Fy o, p Mo, ) 1K) (K, (E.2)
k
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and since the dimension of the 2-mode (n<Np)-photon subspace is Tr(Il,,<x,,)
the joint state after squashing can be written as

2

pap = (1a® AN)pap

da 00

=D D A By @ MEum)

i,j=1n,m=1

dA Tr(HnSNB) MB
=Y Ey;® iy SR E I o/t (E.3)
i,j=1 n,m=1 k=1

= (14 @ peny)pas(la @ cny)

Mp da da _
+ Z (Z CﬁiEi,i + Z Cf,jEiJ -+ (Cf,j)*Ej,i> & Ek,k (E4)
k=1

=1 i<j

where we define Ek,l = ETT(HngNB)Jrk, Tr(Ilp<ng)+l o Cf,j = Tr[Pk (Z;fszr(HngNB)-i-l pZ}mEn,m)]v

and Mp to be the number of POVM elements. Since psp is Hermitian, we also know that

(") = ol and ()" = b, (55
Therefore, we only have to optimize over (da Tr(Il,<n,))? + d4 X Mp real parameters
instead of [d4(Tr(IT,<n,) + Mp)]* real parameters if we simply take the squashed state
as a da(Tr(Il,<y,) + Mp)-dimensional density matrix before imposing any optimisation
constraints. By reducing the number of parameters, we observe a significant speedup in
the optimisation (for d4 = 4 and Mp = 28).

E.2 Speedup in checking constraints

In the optimisation problem (4.37), to impose each of the constraints require explicit eval-
uation of the inner product between the updated squashed state p and each constraint
matrix I',. As the squashed state and all the constraint matrices in (4.37) admit a block-
diagonal structure, we only need to consider the matrix elements of p and {I',} that are
contained in these blocks to calculate the inner product. We will show that by defining
new optimisation variables of smaller dimensions, the optimisation problem (4.37) can be
restructured so that each constraint can be checked faster. By doing so, the optimisation
problem can be solved quicker.
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Let I' be a squashed constraint matrix, which is Hermitian and can be expressed in the
squashed basis as

da Tr(l<ng) Mp
n,m k1
I'= Z Eivj ® Z Fi,j En,m + Z Fi,jEkJ (EG)
4,j=1 n,m=1 k=1

where I'77" € C, and satisty (I';}")* = ;" V i, j,n,m. We can split Tr(I'p4p) into three
terms as in

da ’I‘I‘(HSNB)

Tr(FﬁAB) = Z Z rijmp;nln + Z Fk,]k fl
k=1

2,7=1 n,m=1

Mp [/ da
a1 © e, ) +z(zrff do SOt i) (e

k=1 =1 i>7
B
ity + 30 (St 23 martie ) 9
) i>7
= Tr(Tpany) + (TaglGaiag) + 2Re((Thag|Corr)), (E.9)

where we define pr<n, = (14 ®u<ny,) pap (1a @ ucny,), [Thag) = Z” A Tl @
1) @ |k), |Caiag) = 3002 Soadh chili) @ i) © [k) and |&a) = 302, 30305 o li) @ |) @ [k).
The expression (E.9) requires much fewer calculations in tracing the matrix product in the
flag-state subspace (i.e. span{Ej;}).

Define a function R(0) = D(G(0)||Z(G(0))) and an operator-valued function M which
Maps Pn<ng, |Cdiag) a0d |Co) to the density matrix pap of the form in (E.4) where the
coefficients can be retrieved from ¢f; = (i,%, k|Caing) and ¢} ; = (i, J, k|Gog) with |7, ], k) =

i) ® |7) ® |k). The convex optimisation problem can be restructured into

minimise R (M (pn<ng » |Cdiag)s |Coft)))
subject to

Tr(F# pn<ng) + (T uﬂag|cdlag> + 2Re((T" uﬂag|coﬁ>) = VYu >

= =

Tr<f1/ anNB) + <Fu,ﬂag|8diag> + 2Re(<ru7ﬂag|5\oﬂ>) Z ,;Y/V )
M (anNB ) |5diag>7 |50ff>) Z 07 (E10>

where the free variables for the numerical optimisation are p,<y, € D(CdATT(HnSNB))’
|Ciiag) € R4MEand |cop) € Cdalda—1)Mp/2
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Since the equality and inequality constraints (133 constraints in (4.37)) have to be
checked for each run of the optimisation, reducing the time and memory used in matrix

multiplications of {I',} (and {T',}) with the squashed state pp substantially improves the
runtime of the whole key rate calculation.

E.3 Speedup in evaluating D(G(pap)||Z(G(paB)))

Recall the definitions of the G and Z maps as stated in Equations (4.30) — (4.33). Using
the form of the shared state pap specified in Equation (E.3) with 4,5 € {0,1,2,3} and
Mp = 28, the state G(pap) can be expanded into

G(pas) = [(10)(0]r ® Egy) @ 00
(1]R®E 5) ® 002
<0|R®E20)®020
® 02,2] © [0){0]5
® o1

5o)
i)
)®013
)
)

/\TJ
ER
®
Dj

0|R®E31 ® 031
1|R‘X>E33 ®033]®|1><1|B, (E.11)

—~

Tr(n<ng)

where 0;; = ]—"f(i)< Telllocita) pnam En’m) FB, + FB, ( 3 kB k,) FE, with a(i) =
i mod 2. Apply the Z map to G(pap) will get

Z(G(pan)) = [(10)(0]r ® Ep\,
11)(1|r ® E3)
0)(0|r ® Efy
1)(1|r @ Eqy

® 00,0

® 02,2] © [0)(0] 5

Qo1

® 53] ® [1){1]5 . (E.12)

\_/\_/\_/\/

(
+(
+ [
+ (

Since Bob’s basis announcement partitions G(pap) into 2 orthogonal subspaces with the
orthogonal projections and his quantum system B is further partitioned into 2 orthogonal

subspaces (i.e. (n<Np)-photon subspace and the flag-state subspace), G(pap) as shown in
Equation (E.11) can be broken down into 4 orthogonal subspaces.

Restricting to the image of map G, matrices G(pap) and Z(G(pap)) can be simplified

97



to

00,0 00,2
G(pap) = 08’0 722 o 013) (E.13)
0 013 033
00,0 0
2(G(oas) = | | "3’2 0?1 8 (B.14)
0 0 0 o33

Recall the definition of relative entropy: D(p|lo) = Tr(plogp) — Tr(plogo), which is
finite if ker(o) C ker(p). We can restrict to non-zero subspaces and express the objective
function as in Equation (E.17) below.

Tr(G(pap)logG(pag)) = Zl: [Tr (772 log 7°P) + Tr ( flag logTﬂagﬂ ) (E.15)
Tr(G(pap)log Z(G(pap))) = Al [Tr (TfNB 1og73(7-i§NB)) + Tr( flag log P ﬂag>>] ’

(E.16)

DG (panlIZG(pan))) = 3 [D (E¥NPEE) + D (1P| |, (©17)

=0

8 p B
(5 e ), Pl e (“ 20 ) with g€ (< N fag), (E18)

Oi12i Oi12412 0 0iyoipo
. n<Np B Tf(nngNB) n,m B ﬂag L
where we define the matrices o, ; = Fui ( nn=1 . Pij Enm | Fopy and 05" =

28 =
Fhy (S8 o Eir) FE,.
The objective functlon in (E. 17) only requires diagonalisation and the logarithms of
the smaller matrices 77 and P(7]) for i € {0,1} and 8 € {n < Np,flag}. Therefore,

the expression in (E. 17) can be computed much quicker than if we directly calculate the
relative entropy with the full matrices G(pag) and Z(G(pag)).

98



E.4 Speedup in evaluating the perturbed objective
function

In the step of linearising the convex optimisation problem, the gradient of the objective
function has to be evaluated at the suboptimal point obtained from the first step [2]. As
pointed out in Section 3.2 of Ref. [2], the gradient is undefined if the matrix G(pap) is
not full rank. Besides, due to the finite numerical precision of a computer, the computed
matrix G(pap) may have negative eigenvalues for which the objective function is undefined.
In these cases, we perform a perturbation on the matrix G(pap) by applying a depolarising
channel which gives the perturbed map G.(pag), as defined in Ref. [2],

€
Ge(pap) = (1 —€)G(pap) + E]ld’ : )
E.19
€ €
= (1—-¢)G(pan) + E]lllm(w + J]err(g) ;

where € > 0 is the perturbation parameter and d’ = dim(G(pag)). Applying the Z map to
(E.19) results in

2(Ge(pap)) = (1 = OZ(G(pan) + = Tlime) + = L) (E.20)

The new objective function D(G.(pag)||Z(Gc(par))) is the relative entropy of the two
perturbed matrices (E.19) and (E.20). We now show that the evaluation of the relative
entropy can be restricted to the image of the map G. We evaluate the matrix logarithms

€ €
l0g Ge(pan) =10 |(1 = )G (pan) + 1l | +108 (Sleie) . (B21)

log Z(G.(pan)) = log | (1 = OZ(G(pas) + < Llinio)] + 108 (Tlherey) . (E:22)

and define G (pap) = im(g)Ge(pap)lim(g) to obtain

D(Gc(paB)||Z2(Gc(paB))) = TT{%(PAB) [logge(pAB) —log Z(%(PAB))]} (E.23)
= Tr{Gc(pan)[log Ge(pap) — log Z(Ge(pan))!} (E.24)
= D(Ge(pan)||Z(Ge(pan)))- (E.25)

The step going from (E.23) to (E.24) comes from the fact that Equation (E.21) minus
(E.22) results in the zero operator in the kernel of map G. Now that we only have to
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consider the image of G in (E.25), we can use the decomposition described in Equation

(E.17) but with the matrices 7° and P(7) replaced by 77 and P(77) respectively, which

are defined as

€

d
~ €

P(F) =1 —eP(r)) + 5 (1s & 1) (E.27)

7

=1 —-r’+ (150 1y), (E.26)

with 5 € {n < Np,flag}. Since we can break down the evaluation of the perturbed objec-
tive function into calculations on restricted subspaces, the speedup described in Appendix
E.3 applies here.
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Appendix F

Simulated Statistics with a Loss-only
Channel

In this appendix, we will derive Bob’s measurement outcome probabilities from an exper-
imental simulation that has the quantum channel as a loss-only channel. Suppose that
Alice sends out the 2-mode coherent signal state of choice x (see Equation (4.9))

W0 (a))ar = [VEa, /1= e q). (F.1)

We ignore the phase randomisation here since it does not affect Bob’s measurement out-
come statistics. The loss-only channel is effectively a beam splitter with transmissivity 7.
When it is applied to the signal state |1?=%(a)) s, the output is another 2-mode coherent
state with a reduced overall amplitude

o, B) = [\/néa, /n(1 — €)e = a). (F.2)

We first calculate the overlap between the 2-mode coherent state |o/, 5) with a general
4-mode (in spatial-temporal modes before Bob’s detectors) state

(o, BI(6], ) (0], )Y (B ,,)* (8], ,,)" 10, 0)

=(o, BI(VE a})'(v/1 = € al) F —”’B\@a;f(\/?ai+e—”’B\/§a£>m\o,0>
=<¢Ea’*)%ﬂ/ﬁ*)j<\/za’* — e \/Eﬁ*)’“(\/zo/* + e \ﬁﬁ*wo/, 810, 0)
—(VEa) (V1 —¢p7y F apy ¢\f 5) F a M[ gryme=
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With the expression (F.3), we can derive all of Bob’s dark count free outcome prob-
abilities conditioned on Alice chooses signal = in the following:

e Ideal no-click probability:

p(0|z) = |{o, B|0,0)|? = e~ PHIBIP) — o=(netn(=E)la® — =nlal? (F.4)

e Ideal single-click probabilities:

1
(2 ¢B‘x) < ZE ‘070><O70|bg,¢3) ‘O/>ﬁ>

n=1

<¢B>Zi,|< B1(Bh 5,710, 0

( / o — ‘Z‘bB\/»ﬁ) o \a/|22+|m2
1_5 ipp . % 5 *
e —\[55
2

§€¢¢Bma*_\/§mé¢za*

= om)e 1 fexp (MWW - e@'%r?) -1
_ p(6p)eor { exp (775( & af2(2 — ¢iln—00) _ e—iws—%))) _ 1]

_ p(¢B)e—n|al2(6n§(1—€)la\ (1—cos(pp—oz)) _ 1). (F.5)

2

Similarly, by turning the minus sign in b; 5 0to a plus in b; 5 Sets us

00 2n
Zl /12;€ei¢3al*+\/gﬂ*

p(5,65l) = p(on)e "

— p(¢B>e—n\a|2 |: exp <77€( 5 >| | |ez¢B + ez¢x|2) . 1:|
= p(gp)eMoP (en(-8lal(teos(@p—02)) _ 1), (F.6)
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o0 1 ,
p(ti]z) = (Z—' (bf,)™0,0)(0,0b}. ) o/, B)
~(lo'2+1812 )Z f|0‘

= ¢lal (g€l |2 1) = e—nlal“’(e?7£2|a\2 —1), (F.7)

pltslr) = (', B (Z —(b1,)"10,0)(0, 0[b: ) o, 8)

n=1
—(Jo’|? = n |5|2n
— (' P+IBP )Z(l_f) r
n=1
= el (=08 _ 1) = gmnlal (n(1=8%al” _ 1), (F.8)

e Ideal double-click probabilities:

oo n—1

plt, tslz) = ZZ Ak o', BI(0},)"*(bl,)"10, 0)
=2 k

_e_mw;n'z( (el - o

_ e—maIQZ .[(£|O/|2 (1=9IB")" = (&l )" = (1 = &)IBI*)"]

n=2
- Oé2 S 1 n n n n
= ey —@al)" (€ + (1 =) =& = (1= 9]
n=2
= ol (gnlePE@+0-07%) _ gnlalPe® _ gnlalP(1-6 4 1), (F.9)

(o, Bl ,)" " (b ,)*10,0)

(F,*_quB\[ﬁ) (\/»au%w)

nnk k
—W(anl_ n—Fk i (ki) ( JZ k it (k=r) yicr
\/ T

nla)?

=e= "3 (0" /né(1 - 5)/2)"(6“’3 — R0 g o), (£.10)

=€

“M

r=
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p25,68l0) = 30 Y Pl A8, )"0, 0.0
n=2 k=1 '
— 6—77\042 Zp((bB) (775 | |2)”n - ( ) Z¢B _ 6i¢z|2(”_k)|ei¢3 + ei¢z|2k’
n=2 k=1
s Zp 95) (g1 — €)]af?)" 27— (1 — cos(s — 6))" — (1 + cos(és — 62)")

_ p(¢B>e—n|a\2[62n€(l —Olo? _ gng(1=8)la?(1—cos(¢p—¢z)) _ n&(1-€)|al?(1+cos(¢p—¢z)) +1],
)

(F.11
(o, BI(0],)"F (B 5, )¥10) = '*nm/ N ¢\[ - gl

- 77\04 \/—2n k § \/ﬁa*)nz (]:) ipp(k— 7")(_67;(?59:)7"

r=0
k

PVET RS et (R

n—1

p(t1727 ¢B|x) = Z

n=2 k=1

) 00 . n—1 idp i |2
— el 3 P(jf'B) (nelal?)" S (Z)gnk[(l gl - it
n=2 )

o—nla? Z p </5.B (n€|af?)" <Z> (1= &) (1 — cos(¢pp — ¢))]F

k=1

O BIOLY 0, IO

7 ﬁ
|
LRGN

[e o]

= p(op)e S L (nelof?) " (€ + (1~ ) cos(6p — 6.))" ~ €7

n= 2
—[(1 =& — cos(¢p — ¢2))]"}
_ p(6p)e—1o [(HEEH1-E) coslon—oDlal? _ cnelal? _ cné(1-9lal2(1-cos(n—0) 4 1)
(F.13)
Again, by turning the minus sign in b;m into a plus in bg,qu (i.e. €i%B — iz — 105 4 cida):

p(t1, 5, dp|t) = p(d)e Mo [rE0-Ecos(op—0a)lal? _ ne%lal? _ oné(1-O)lal*(+eon(@p=02)) 4 1],
(F.14)
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<O‘/76’(b13)n7k( 2¢,B) |0) = ( )k ‘/ o — 1¢B\/>5 11241812 +IB\2

znd)z 1 — (i) ei(¢B*¢z)7’(_1)k*T
eMPee 1— —1]", (F.15)
N~ P(9n)
Plts, 2, énle) = Y ﬁuamwk(b;,¢3>k|o>|2
n=2 k=1 o
_nlal2 =1 nn—l n— i(bp—dz) _ 1|2 F
=p(on)e S 0 - 9lep)" X ()0 -t ()
) [ee] 1 " n—1
=p(6p)e™™ " ) (01 = laP) (Z) (1= &)" (1 = cos(@p — 6.)))*
n=2 k=1
= p(om)e D" (1~ )" {1~ Eeos(dp — 62)" — (1-&)"
~ [0 = cos(65 — &))"}
= p(p)e Mol [en1-O(-€cos(6r—do)lal? _ on(1-?lal’ _ ne(1=lal*(1-cos(én=6:)) | 1],
(F.16)

Again, by turning the minus sign in b;@ into a plus in b;(ﬁB (i.c. €8 — iz — 105 4 oida):

(ts,5, d|z) = p(dp)e M [N1-O(+Ecos@n—au)lal? _ n(1-€1lal? _ né(1-lel*(Leos(os—0:) | 1]
(F.17)

e Ideal triple-click probabilities:
(o, BI(OL )" (b1, (0], 4, 10)

B (o AR

ik —mlal? on 1 2(n k)—j 2k+j i Py idu\r
—¢ikbz =3 (vna®) \/_\/_ f1—¢ Z() iop(j— ¢z)

27
:eik%—""z‘Q(\/ﬁa*)nﬁ\/’f(" VTSI (ei0n — ity (F.18)
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Using the substitutions for index r = j + k and the variable C' := cos(¢p — ¢.),

p(tb t37 27 ¢B‘x)

S )IDY n_i(qu))WM BB}, )" (B, (B 4, )7 0)

n=3 k=1 j=1
, -1 r—1 9B _ o9z |2
:p(%)eﬂﬂal Z (77|CY| Z (T 27" Z <T> |€ . e’ | )

n=3

:p(qﬁB)e_"‘a'Q Z (77’0" Z ( €)% Z <7") % (1 — cos(¢p — ¢s))
:p(¢B)€—Ti\a|2 Z (77’04 ( r{[l + 5(11 :g)Y _ [5(11 :?)]r _ 1}

Jeo
Jera-ory
Jeo
> (1)

“plopyet Y )

=p(@n)e Y W{w + (-9 -0 - [1-9a - o)

n=3
— [+ -HA -0+ - -
— @A+ (1 -9}
:p(¢B)e—n\a|2[en[£2+(1—£)(1—60)]\a|2 _ =)A€ _ 02 +£(1-)(1-O)]|af?

{1 —E0) -1 -0 (1 -8}

L+ MO0 _ e (-9l | netlal® L n(-6%al _ 1] (F.19)

Again, by turning the minus sign in b; o, INto a plus in b; op (1-€. €98 —el% — £i0B 4 eide):

Dt ts,5, dp|z) = p(dg)e Mo [MEFI-OUHEON Al _ n(1-O(+EO)al? _ nle+£1-6)1+C)laf?
4 ME-OHONa? _ nle (192l | nlal® | n(1-6?al® _ q]
(F.20)
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(o B!(bT )" ](bé%)’“( )10)

/* n—k—j 1/ /* _ —Z¢B\/76 / /* —Z¢B\/7B _ 2812 +\5\2

k+j
2n—k— 1 —
\/‘ J 25 Z( ) ipp(k—s) z%) Z (ﬁ) igp(j=7) gidar
r=0

k+j

In—k—7j 1-— 1 : j
o) /€ ’ 2 : (€77 — e )F (e 4 /%) (F.21)

p(tla 2a 57¢B|x)

S Y R BIOLY 0, )0, VIO

[e e} nn 1 r—
=p(¢5) "'QQ;%; <T:)€” (E=1SS 3 (T) 6308 _ gita 2= |ion . gits 2
p(ometol S BEAP) S (1Y oy L€ 5 (7 311 oy
p(és) Z nl Z ’ § Z j (14+Cy
n=3 r=2 j=1
e 2\n n—1
=p(¢p)e "y (775!3! ) (Z) -9 -(1-0))—(1+0)]
n=3 ’ r=2

—E+1-90-O+[1-9a-0)”
:p((pB)e*ﬂla\Q[en§(2*£)|al2 _ e2nE(=9)laf? _ onél1-(1-¢)Cllal?* | ong(1-€)(1-C)la?

_ eIl ne (14Ol | gne?lel® _ ). (F.22)
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(o, BI(b1,)" ](53%)'“ os)10)

\/—5 n—k— g / o — —z¢5\/75 / o _Z¢B\/75*)je |a|+|ﬁl2

k+j

2n—k—j f i i . -
1_ S zd)Bs z<j>nc k—s ipgr z¢w(] r)
R : Z( Jericer 3 ()

r

z¢x (n—k— ]

r=
k-H

\/ITZ —j (€15 — %o )k (ei®B 4 ¢idr)i (F.23)

Z¢Ln k"]

As we see by switching from bT to big, we are simply swapping & <> 1 — & compared with
Equation (F.21) and adding a global phase to the overlap, so

Dlts, 2,5, 65]2) = p(d)e Ml [M0-O0Ola? _ mEA-0)laf _ n(1-6)1-E0) a2 | nE(1-E)(1=O)laf?
(N1-O(HEONa? | nE(1-(HONal2 L (-6l _ 1] (F.24)

e Ideal all-click probabilities:

p(t1,t3,2,5, ¢p|x)

=p(¢5)[1 — p(0z) — p(t1]z) — p(ts|x) — p(ts, ts|2)] — p(2, ¢5|2) — p(5, d5|T)
—p(t1, 2, oplx) — p(t1,5, ¢ple) — p(ts, 2, ¢plz) — p(ts, 5, o5lx) — p(2,5, ¢plz)
—p(t1,2,5, 0p|x) — p(ts3, 2,5, dplz) — p(t1, 13,2, pplx) — p(t1,t3,5, ¢plr). (F.25)
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