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Abstract. Online security advice aims to persuade users to behave se-
curely, but appears to have limited effects at changing behaviour. We pro-
pose security advice targeted at end-users should employ visual rhetoric
to form an effective, memorable, and persuasive method of communica-
tion. We present the design and evaluation of infographics and an online
interactive comic developed to persuade users to update their antivirus
software. Results show superior learning and behavioural outcomes com-
pared to mainstream text-only security advice.
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1 Introduction

While automated detection systems should be used as the first line of defence
against security threats, user education offers a complementary approach to se-
cure computer systems. Online security advice is common and abundant, but
typically has little persuasiveness to change behaviour. Persuasive strategies
embedded in authentication mechanisms were found to be effective at motivat-
ing users to create stronger passwords [11], but little research has investigated
whether theories in Persuasive Technology (PT) could be successfully applied to
instructional interventions in security.

In this paper, we show that security advice is more persuasive (both perceived
and actual) for end-users if it employs visual rhetorical devices that aid in mental
model building of secure behaviour. A mental model is users’ simplified internal
concept of how something works in reality [6], and is used in decision making
and problem solving. We present the design strategies and prototypes composed
of infographics and an online interactive comic that motivate the correct use
of antivirus protection. First, we frame the problem in context of computer se-
curity and explain how PT strategies in the design can be used to address the
challenges. Secondly, we report our user studies that assess the perceived per-
suasiveness of our prototypes, and the actual persuasiveness at changing users’
antivirus management behaviour after one week. Results show that our proto-
types provide superior learning outcomes than mainstream text-only security
advice. Participants showed high retention, recounted an enjoyable learning ex-
perience, and self-reported changes in antivirus management behaviour.

This is a post-peer-review, pre-copyedit version of a book chapter published in Persuasive Technology. The
final authenticated version is available online at: https://doi.org/10.1007/978-3-319-07127-5_27



2 Challenges of Motivating Antivirus Protection

Fogg’s Functional Triad identifies media as one way that PT can operate to
change behaviour [9] — to persuade people by allowing them to explore cause-
and-effect relationships, or to provide them with vicarious experiences that mo-
tivate or help people to rehearse a behaviour. Work in usable security to ad-
dress phishing threats (e.g., [14]), privacy policies (e.g., [13]), and data leaks on
smartphones (e.g., [2]) has exemplified that media can have positive effects on
motivating secure behaviour. Other work successfully applied PT theory in au-
thentication systems to persuade users to create stronger passwords (e.g., [4,11]).
The only theoretical exploration of comics in computer security is Security Car-
toon [20] that uses short comic strips to explain various security risks. The main
theoretical findings suggest that presenting serious topics like computer security
as a comic could help users to overcome the “intimidation factor” associated with
learning. However, the work does not explore the potential interactive compo-
nents of web comics, which may help to enhance learning and engagement.

We focus our discussion on the effective use of media to persuade users to
maintain an up-to date antivirus software. Antivirus (also known as “AV”) pre-
vents, detects, and removes malicious software programs (i.e., malware). Signature-
based antivirus software scans the contents of the program against a library of
known virus signatures, and is effective against existing viruses that are con-
tained in the antivirus database. Heuristic-based antivirus software examines
programs based on a set of guidelines and rules identifying suspicious behaviour
and characteristics. This method of detection is effective against variants of
known viruses, and may also detect some zero-day viruses !.

Although PT theory is generalizable in many domains, some unique chal-
lenges in computer security require special consideration [11]. We define the
main challenges and frame them in terms of antivirus protection:

1) Security is a secondary task [23] that users may choose to bypass
if it impedes the completion of a more relevant primary task: Running
regular updates and renewing antivirus software subscriptions is a preventative
measure that may not directly relate to any specific threat. Most antivirus soft-
ware checks for updates automatically and sends users reminders, but installing
updates, renewing the software, and payment may still require users’ attention.
Unfortunately, users may ignore prompts and reminders to updates.

2) Security systems are often too complex and abstract for end-
users to form proper mental models and use accurately [5]: Most an-
tivirus software automates the virus detection process “behind the scenes” with-
out user interaction. Although automated systems can unburden users from mak-
ing security decisions, such systems lack vigilant human oversight and therefore
cannot handle exceptions and novel patterns. When automation fails, users may
be left unprepared to analyze available information, find causality, and take ac-
tions to enable system recovery.

! Unknown malware for which specific antivirus signatures are not yet available.



3 Visual Rhetoric as a Facilitator for Learning

To address the challenges, we aim to use PT as media to persuade users to main-
tain an up-to-date antivirus software. Specifically, we employ visual rhetoric [18]
in security information to construct arguments. Visual rhetoric can be thought of
as the analysis of graphical devices using traditional vocabulary from rhetorical
theory, such as pathos, logos, and ethos. The construction of images in advertis-
ing to make a point or argument is a example of visual rhetoric in practice.

The use of visual rhetoric could work in three ways: 1) foster good mental
models; 2) construct arguments to persuade the need for security; 3) overcome
the “intimidation factor” associated with security learning. The first two strate-
gies correspond to the traditional mode of Greek rhetoric, logos, and the third
strategy to pathos. Images appeal to the users’ emotions and help to give reason
to our argument of why they should follow the advice.

Fogg’s behaviour model (FBM) emphasizes that motivation alone may not
get people to perform a behaviour if they do not have the ability [10]. When
users are unaware or have incomplete mental models of security threats, they
may underestimate the risks involved. Furthermore, if security information ap-
pears overly technical, time consuming, or uninteresting, users may have low
motivation to learn. The FBM model implies that making a behaviour easy to
do may be a viable approach to increase behaviour performance [10].

We argue that learning from infographics and interactive comics are relatively
easier than other alternatives due to their graphical nature. Infographics are
visual representations of information, data, or knowledge [19]. Comics are a
form of “sequential art” [8] that use a series of images and text to tell a story.
Webcomics with interactivity are capable of persuading users through visual and
procedural Thetoric [3] by incorporating interactive elements. The media acts as a
“facilitator” [10] to signal users that learning about security is easy. Furthermore,
infographics and interactive comics have low production costs, and are quicker
to produce than film, animation, or games. These characteristics are important
as new materials need to be produced rapidly to meet evolving security threats.

4 Prototype Design

The design of our prototypes was guided by the 5-phase ADDIE (Analyze, De-
sign, Develop, Implement, and Evaluate) instructional design model [12]. The
analysis phase consists of gathering and consolidating information. The design
phase identifies a “blueprint” of activities and materials required. In the devel-
opment phase, the content and the design are assembled and iterated. Next, the
implementation phase ensures all material is fully functional before it is revealed
to audience. Since ADDIE is an iterative process, evaluation is involved at ev-
ery stage and may be formal (e.g., pilot study) or informal (e.g., feedback). A
final evaluation is involved after the implementation phase to monitor learning
outcomes after a particular time has passed.

Infographic Design: We created two infographics. In the analysis phase of
the ADDIE process, we reviewed popular online antivirus protection resources



as well as antivirus and risk communication literature in computer security.
We chose to provide users with practical actionable advice on how to stay safe
— explaining the basics of how antivirus software works, why regular updates
are necessary, and common myths surrounding malware protection. We selected
two metaphors from well-known concepts in security literature, Surveillance and
Medical, to help users build mental models of antivirus protection. Surveillance
is inspired by physical security metaphors (e.g., [17]), and Medical is inspired by
biological models used to predict computer virus outbreaks (e.g., [16]). We iter-
ated the two concepts during the design and development phase and presented
sketches to members of our lab for feedback. Each concept was implemented
as a infographic (see Figure 1A and 1B) to test its effectiveness against exist-
ing text-only advice with no visuals and metaphors. Evaluating two different
infographics help to ensure that our findings are not specific to one design. We
provided identical textual information on both infographics, first describing how
antivirus software works, followed by a tips and myths section.

Comic Design: We expanded the conceptual models included in the info-
graphic designs and explored Fogg’s definition of media as interactive technolo-
gies that can use both interactivity and narrative to create persuasive experiences
that support rehearsing a behaviour or exploring casual relationships [9]. We de-
signed and developed a 10-page online interactive comic that showcases these
characteristics. The full comic is available online at [22].

n ANTIVIRUS S_DFIWARE
L D | Boosting Computers’
J —gé ‘ Immune System

VIRUS DETECTION METHODS

‘SIGHATURE BASED DETECTION \
A it sk mith
Sttbtes o e i
rorpadeimoorar®
ey et e
Eeamenors, soied e v

An ansivirus Is software that

prevents, detects, and removes

Bl maticious soowars tike computer
virusas, worms, trofan horsss,
spyware, adware, and other

@ tvpos of matware.

VIRUS ALERT!

Is your antivirus on watch?
An dotects,and

iciow iruses,
spyware, adware, and other types of malware,
B The term “virus*
. commonly refors
-~ ta many differant
| Kinds of malware.

Virus Detection Methods »\\-‘
2, @ % 7 L
e | . | emcanaa =
The erm i . ®
Lawwe vireis, b pe =
\ byt ety s ecogaiied coted tomany diferest  from rirws behavionis previomily se4s. -
seqoencrs aledthers ogerpar.  Kinds of mabmare.

Tho virus database needs to
be updated ofton 50 t knows
WISt viruses to look forl

Tha sathdconba atacsos fi

) e

TIPS TO STAY
HEALTHY

Practice safe Intemet habits.
Danload bls from relabl source, and
avsidinsecss e fing ooy Maintain an updated antivirus

Hiyth:| don'tuse thaintemet soi can't geta virus. + Ta paotact yoursHf from getting infectad,

FoctEven i you don i the ntemet. incrting ot Yo i st o e

infecd extemnal e e USBs camranseriuses

o yous compuser.

to Stay
Vigilant

Install the latost system security updates
Raduce the vulnsrabillty of your 0% by
bee stast varsicn.

Whien in douDE, BlWays efT o the side of caution.
Becautious 0. downloading. or

Nyt 1 dont vist “shady”sites so Lcantgota visus.
xecuting any fles or email attachments.

and
phithing tes, which aremabiciout clones of
‘poplaror trated webstes.

e e i e S

Yourantbius sotware 16 e,

Install the Iatest system security updates.

Kt ping updated to the ltest version.

Fact

Fast:
thaninst g mutple inzompatile peograms.
Hiyth: Having an antivicus I+ snough.

Fact: Takes multdapered sppesach b compter

Apple's 05, making PO bigges Largets. As Macs
‘becoms mora popula, they are sho becoming
attractive argets for ackers.

PROGraM, 30d being CaUTOUS crl e,

Fact:Viruses cannod phyially domasge hardare,
bt mighs ey afect how harcare behares

I Practice safe internet habits

Dowstos

Myt 1 dont visit “shady” sites 5o 1 can't get a virus.
P .

Fig. 1. Infographic prototypes. A) Surveillance. B) Medical.
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Fig. 2. Individual panels from the comic. A) pg 2 of 10. B) pg 3 of 10.

The characters Jack and Nina are agents of computer security. They solve
computer security crimes and protect users against Hack, whose mysterious de-
meanour is symbolic of all computer security crimes. Jack and Nina take on the
role of mentors who teach users about antivirus protection. Conceptually, we
extended the medical theme that was found to be successful in the infographic
study (discussed in section 6). For example, we subtly allude to the medical
theme at the start of the comic, when agent Jack catches a cold, while Hack in-
fects a network of computers with a computer virus (See Figure 2A). The medical
concept was used repetitively throughout the comic to strengthen the message.
We explored interactivity to offer users additional insights and reinforce learning
through exploration. For example, in the “types of malware” section, users can
rollover malware silhouettes to learn more about them (See Figure 2B). At the
end of the comic, users have the option to play two “test your knowledge” mini
games to review and practice important concepts that were taught in the comic.

The prototypes use original artwork conceptualized and drawn by us. We first
created written scripts of the narrative at the design phase, created the charac-
ters, and produced storyboards. During the development phase, the storyboards
were scanned and imported into Adobe Photoshop and overlaid with text di-
alogues, tested, and iterated. Each screen was then hand drawn and coloured
with a graphic tablet in Adobe Illustrator and implemented in Adobe Flash.

5 Methodology and Research Design

We conducted two between-subject, one-on-one user studies to evaluate the in-
fographic and comic prototypes. 40 university students and staff with diverse
academic backgrounds participated in the infographic study, and an additional
16 students and staff participated in the comic study. The research methodol-
ogy, materials, and recruitment procedures were reviewed and approved by the
Carleton University Research Ethics Board.

Infographic study: Participants were randomly assigned to one of three
study conditions: “Surveillance” infographic (n = 15), “Medical” infographic



(n = 15), and a text-only condition that we will refer to as “Text” (n = 10).
Due to randomized assignment, the participants’ self-reported experiences with
antivirus software were skewed between conditions. Mean self-ratings on a 6
point scale (1 - novice, 6 - expert) were 3.4 for Surveillance, 2.7 for Medical, and
2 for Text. Each infographic was presented on a 20 by 30 inch poster, and the
text condition was presented on a letter size printout in 12pt font. We searched
for the best written publicly available online advice, and determined that the
most relevant content came from Wikipedia [24], Logical PC Solutions [15] and
a security blog [21]. The material was assembled to correspond to the written
content of our infographics. We kept all basic text formatting such as headings,
indents, and paragraphs to maintain good readability.

Comic study: After the infographic results were analyzed, we designed a
interactive comic and conducted a second study. The infographic study provided
valuable insights on the types of content and stimulus that should be included in
the interactive comic. The purpose of the second study is to investigate whether
our comic with a richer interactive user experience helps to further enhance the
learning process and effect positive behavioural change. The static infograph-
ics were quick to read and provided helpful actionable advice, while the comic
uses persuasive technology that incorporates interactivity, a narrative, and mini-
games. During the study, participants viewed the comic as a .swf file on a Mac-
intosh laptop computer. The average self-rating participants gave on a scale of
1 to 6 (1 - novice, 6 - expert) for prior experience with antivirus software was 2.

Study Instruments: In both studies, participants first completed a demo-
graphic questionnaire, then a pretest questionnaire for evaluating current knowl-
edge and behaviour. To elicit more detailed responses, we conducted a interview
for the comic study, where we inquired about antivirus management, malware,
and how antivirus software works. Next, participants viewed the prototype. Av-
erage viewing times were 2 minutes per infographic, 4 minutes for text, and
between 5 to 8 minutes for the comic. Afterwards, participants were asked to
openly comment on their experience and to point out any difficulties they had
with the prototype. To elicit further feedback, participants completed a proto-
type evaluation questionnaire based on Likert scales for measuring the perceived
effectiveness and usefulness of the prototypes. In classical models of attitude
change, messages are presented, received, processed, and if successful, users’ at-
titudes shift towards the advocated position [7]. However, the measurement of
behavioural intentions is not always a good predictor of behaviour [1]. To mini-
mize this intention-behaviour gap, we distributed a follow-up questionnaire one
week later to assess information retention, and conducted a follow-up interview
for the comic study, where participants self-reported the behavioural changes.

We used non-parametric Kruskal-Wallis and Mann-Whitney U significance
tests to analyze participants’ Likert scale evaluations. McNemar significance tests
were used to assess whether knowledge about the antivirus protection signifi-
cantly changed before and one week after the experiment. In all cases, p < 0.05
is considered significant. In the results, all Likert-scale data is presented posi-
tively for readability, with 6 = most positive and 1 = least positive.
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Fig. 3. Participants’ ability to describe how antivirus software works before and one
week after viewing the infographics and text material

6 Infographic Study Results

Information retention: In the pretest questionnaire, 40 participants described
how antivirus software works to detect malware. The goal was not to test par-
ticipants’ ability to describe technical aspects of detection methods, but to iden-
tify their basic mental model of the detection process. We tabulated number of
correct responses. Random assignment of participants to conditions led to a var-
ied distribution of correct responses across conditions. 60% (9/15 participants)
of correct responses were received for Surveillance, 7% (1/15 participants) for
Medical, and 30% (3/10 participants) for Texzt. The same question was asked
verbatim one week later in the follow-up questionnaire, where we received 38
completed questionnaires. We tabulated correct responses, then compared these
to the pretest questionnaire, which was completed prior to viewing the educa-
tional materials (Figure 3 summarizes the results). McNemar significance tests
were used to analyze the number of correct responses between the two question-
naires. Statistically, there was a significant increase in knowledge for the Medical
condition (x2(1) = 1.224,p = 0.031), but not for Surveillance or Text.

Perceived effectiveness of the media: In the prototype evaluation ques-
tionnaire, participants evaluated the perceived effectiveness of the media based
on their experience with the prototype. Our results suggest that communicating
security risks through infographics is perceived to be more effective than con-
veying the information through plain text. Surveillance (mean 4.8) and Medical
(mean 5.3) infographics received higher Likert ratings than the Text condition
(mean 3.3). Figure 4 (left) shows a Box and Whisker plot? that summarize
participants’ ratings. A Kruskal-Wallis test showed a statistically significant dif-
ference between perceived effectiveness of the three conditions (H(3) = 17.85
with p < 0.001). To determine where the differences lay, Mann-Whitney tests
with a Bonferroni corrected p-value of (p < 0.05/2 = 0.025) was used. Par-
ticipants perceived both infographics to be more effective than the Text con-
dition: (U = 18,p = 0.001,r = —0.648) between Surveillance and Text, and
(U =6.5,p < 0.001,r = —0.783) between Medical and Text.

2 Middle line is the median, whiskers represent the 1st and 4th quartiles. Outliers are
plotted as individual points.
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There is no statistical difference between Surveillance and Medical infograph-
ics. However, participants’ feedback indicate that the medical concept is the
most intuitive to understand. One participant noted, “everybody understands
how germs and viruses can affect the human body, so they can make meaningful
comparisons with how computer viruses work.” Another said, “comparing the
computer with the human body is vivid and makes it easy to consider the im-
portance of protecting our computer from viruses.” Participants said that the
bugs in the Surveillance infographic are recognizable imagery for viruses, and
the surveillance camera is a well understood concept of physical security, but
bugs seem “less threatening” than burglars in context of a “home invasion.”

Perceived usefulness of knowledge gained: When comparing partici-
pants’ responses for usefulness of the information (see Figure 4, right), we found
a significant difference: H(3) = 10.394 with p < 0.004. Mann-Whitney tests show
a statistical significance between Surveillance and Text (U = 27,p = 0.013,r =
—0.503), and Medical and Text (U = 20,p = 0.001,r = —0.627), but not be-
tween Surveillance and Medical. This suggests that participants perceived the
information shown on both infographics to be more useful than the information
shown in the Text condition.

Participants’ feedback indicates that users would be more likely to remem-
ber the main take-away message from the infographics, which is to keep their
antivirus up-to-date, even if they could not remember the textual details. A par-
ticipant said, “graphics would get more attention and draw more people in. It
is also easier to commit to memory when there are graphical parallels you can
draw upon.” Another said, “I definitely think it would be a lot more interesting
to read, which would subsequently make the information more memorable. Text
can be very daunting to read, so a more visually interesting method of display
with pictures and colours would be a lot more useful.”

7 Antivirus Comic Results

Information retention: The pretest questionnaire showed that most users do
not keep an updated antivirus, and highlighted misconceptions about malware



Effects of Learning # of Participants
Shared knowledge 8 (69%)
More cautious when browsing and downloading|6 (38%)
Updated antivirus within one week 5 (33%)
More conscious of security warnings 3 (19%)
No effect 2 (13%)

Table 1. Antivirus comic: effect of learning on user behaviour

protection. One-week after interacting with the comic prototype, 88% of partici-
pants were able to describe how antivirus software works, compared to just 13%
in the pretest (See Figure 6). In addition, 81% of the participants were able to
describe why it is important to perform regular updates. A participant said, “I
didn’t know that by updating it’s actually able to catch more things,” and “the
comic allowed me to understand how it worked and why is it so important to
keep it up to date.” Even though the malware terms sound familiar to partici-
pants in the pretest questionnaire, many could not describe them. One week after
interacting with the comic, most participants were able to distinguish various
types of malware. 6 participants used scenes from the comic to describe how an-
tivirus software works, such as describing virus signatures as “DNA sequences”,
and referring to hackers as the “villains.” This suggests that visual narratives of
Hack helped to emphasize hackers’ malicious intentions. Participants found the
interactive elements in the comic useful to reinforce concepts learned.

Behavioural outcomes: In the follow-up interview, participants self-reported
positive behavioural changes one week later. Table 1 provides a summary of the
results. 31% of participants performed updates during the week. One participant
explained, “I updated Avira after our first meeting. I thought I might as well
just go and do it, it’s not going to be that hard, and I suppose it probably made
me more cautious of things that could infect my computer.” Another said, “It
made me realize that I need to be more aware. You know I went back to my
computer and looked at my antivirus software that I had (at work) and went
home and looked at my antivirus and made sure that it was up to date.”

38% of participants said that learning about malware had made them more
cautious when web surfing and/or downloading files. Another 19% said they be-
came more aware of reading the contents of security warnings before performing
an action. An encouraging result is that 69% of participants shared the infor-
mation they learned with family and friends within a week. A participant said
“I was explaining it to my parents, especially my dad who has a whole bunch of
antivirus on the computer so it made it really slow. So I was trying to explain
to him that he doesn’t need that many antivirus, he only needs one.”

Perceived effectiveness of the media: Results from the prototype evalua-
tion questionnaire (Figure 5) show that the comic was perceived to be effective.
Feedback indicates that the comic was easy to understand, and may be suitable
for an audience of all ages. Participants reported a pleasurable user experience,
and described the comic as “fun”, “cute,” and “pleasant”. Several participants
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wanted to share the information with family and friends. The visual content
and interactivity kept users entertained while they learned useful information.
A participant said, ”If T came across security information and it takes me 30
minutes to read, I probably wouldn’t read it. This was quick and easy.” Others
commented that the characters in the comic made the topic more relatable.

Perceived usefulness of knowledge gained: Results from the prototype
evaluation questionnaire (see Figure 5) suggest that participants perceived the
information taught to them to be highly useful. Feedback indicates that the
comic was most useful at clarifying common “myths” surrounding malware and
antivirus software. The interactive elements and mini-games were useful to re-
inforce the information learned.

8 Discussion and Conclusion

In this paper, we show how PT can be used as media to persuade users to
update antivirus software. We designed and formally evaluated infographics and
a interactive comic that use visual rhetoric to construct arguments. We argue
that the strategies proposed in this paper can help to improve computer security
understanding, and provide an efficient method for end-user communication of
many types of technical information. To summarize, our strategies were:

Use visual rhetoric to construct arguments: Educating users about how
security works may increase motivation to practice secure behaviour because it
helps to justify the need. For example, our studies show that learning about
antivirus detection methods may motivate users to perform updates because
they gained knowledge about why regular updates are necessary. Visuals also
help to illustrate abstract concepts concretely, thus aid in comprehension.

Build mental models of security risks: Helping users build mental mod-
els of security risks is an important step towards developing long-term motivation
and ability. Since not all security threats will occur in the same way each time
(e.g., phishing emails), users with a robust mental model would be able to adapt
to changing threats and make security conscious decisions.
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Increase users’ ability to learn (by making learning easy to do):
Since computer security is often administered by end-users with low security
knowledge, we show that visual methods of communication can help users over-
come the intimidation associated with learning about security. Therefore, media
may act as a facilitator to signal that learning is easy to do, and help users
engage with the content.

Although PT offer many other potential channels of intervention, we aim to
address the current state of mainstream security advice through media as the
first step. Media is a widely used channel of communication to warn users about
evolving security threats. We believe a more receptive approach than text-based
security information is to increase the persuasiveness of the message through vi-
sual rhetoric, improve users’ mental models of security, and to make the learning
process easy to do. The infographics quickly helped users build mental models
of how antivirus software works through metaphors and visually illustrating the
threat of malware. The interactive comic took this one step further to enable
procedural rhetoric through the use of narrative and interactivity to highlight
cause and effect relationships. Results show superior perceived effectiveness and
usefulness of the prototypes over mainstream text-based information, particu-
larly for participants with low security experience. The pretest and follow-up
results confirmed improvements in knowledge and behaviour after one week.

Our future work will address a few limitations, including context, scalabil-
ity, the distribution of participants across conditions, and the control condition.
First, a longitudinal study outside of the lab setting could possibly measure
the prototypes’ influences on behaviour over longer time periods and in vari-
ous learning environments. Second, although we used randomization to assign
participants to a condition to balance the groups, chance distribution of expe-
rienced versus inexperienced participants resulted an imbalance between groups
in the infographic study. Third, we carefully adapted mainstream text informa-
tion from well written online resources as the control condition, but text from
different resources may have varying degrees of effectiveness.

We have successfully extended our proposed strategies to other security top-
ics like password guessing attacks, and are currently working on prototypes for
motivating online privacy. The research resulted in high quality educational ma-
terials fully accessible to the general public online [22]. We are actively pursuing
deployment of the material at national and international venues.
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9 Appendix: User Study Materials

Demographic Questionnaire

This information will be held completely confidential. (Please, do not put your name on this form!)
Age:
Gender: 0 Male O Female

At what level are you studying?
O Undergraduate 0 Masters O Ph.D. [ Other

What year of study are you in?

In what academic program are you enrolled?

Have you encountered any educational material about antivirus software before this study? If so, please describe
the material.
O Yes 0O No

Have you ever been in a user study before? If so, please describe the study.
O Yes 0O No



Pretest Questionnaire

How would you rate your knowledge of how antivirus software works?
Novice 1 2 3 4 5 6 Expert

For each of the computers you use, please indicate the operating system
Computer 1
Computer 2
Computer 3
Computer 4
Computer 5

For each computer listed above, which antivirus is currently installed in your computer?
Norton
TrendMicro
Panda
Nod32
Avast!
OneCare
McAfee
Bitdefender
AVG
Kaspersky
F-secure
Avira
Other
| don't know
| don’t have an antivirus

Are you currently paying for your antivirus?
Yes
No
I have both paid and free antivirus
| don't know
| don’t have an antivirus

When was the last time you renewed an antivirus software license/subscription?
| just renewed
Last year
Two years ago
Three years ago
Never
I don't know
| don’t have an antivirus

How often do you update your current antivirus software?
Daily
Weekly
Bi-weekly
Monthly
Every six months
Once a year
My antivirus automatically updates
Never
I don’t have an antivirus

How concerned are you with regards to the security of your computer?
O Not at all concerned



O Not very concerned
O Somewhat concerned
O Very concerned

| feel antivirus software is too complicated to use
O Not at all complicated

O Not very complicated

O Somewhat complicated

O Very complicated

Please rank each operating system based on how secure you think they are. Place “1” beside the OS that you think
is the most secure, 2 for the less secure, and 3 for the least secure.

__Macs

__Windows

__Linux

True or false:

Viruses can damage your computer’s hardware.
T
F

Running multiple Anti-virus programs on the same computer is beneficial.
T
F

Having an Anti-virus is enough to be secure.
T
F

| can’t get a virus if I’'m not connected to the Internet.
T
F

| can’t get a virus if | don’t download anything.
T
F

| can’t get a virus if | don’t visit “shady” sites, such as porn, gambling, or file sharing websites.
T

F

Macs are far more secure than Windows.

T
F

Do you consider yourself a visual learner?
O Yes O No
In your own words, describe what the following terms mean. Even if you are unsure, write down your best guesses.

What is a computer “virus”?

What is a “trojan”?

What is a computer “worm”?




What is “spyware”?

What is “adware”?

Please list and describe the ways people can get viruses?

Can you describe how antivirus works to protect your computer? Such as the ways an antivirus can detect viruses?




Prototype Evaluation Questionnaire

Please answer the following questions for the visualization you have examined:

Based on your experience, teaching about antivirus and virus prevention visually is an effective method to
communicate about this topic.
Teaching visually is not effective 1 2 3 4 5 6 Teaching visually is very effective

Presenting the topic in a graphical way has made the information more pleasurable to read.
Not pleasant 1 2 3 4 5 6 Very pleasant

| have gained useful knowledge about antivirus software.
Gained no useful knowledge 1 2 3 4 5 6 Gained a lot of useful knowledge

| have gained useful knowledge about virus prevention.
Gained no useful knowledge 1 2 3 4 5 6 Gained a lot of useful knowledge

The visualization has improved my understanding of how antivirus works.
Did not improve my understanding 1 2 3 4 5 6 Strongly improved my understanding

The information was difficult to understand.
Not at all difficult 1 2 3 4 5 6 Very difficult

The graphics used to portray the topic was confusing.
Not at all confusing 1 2 3 4 5 6 Very confusing

| prefer to learn information from a plain text document instead.
Strongly dislike learning from plain text 1 2 3 4 5 6 Strongly prefer learning from plain text

I will most likely remember what | have learned weeks later.
| won’t remember 1 2 3 4 5 6 I will most likely remember

The visualization has convinced me to maintain an up-to-date antivirus.
Not at all convincing 1 2 3 4 5 6 Very convincing

The visualization has taught me useful tips on how to stay safe.
Not at all useful 1 2 3 4 5 6 Very useful

After learning about the topic, | believe I’'m already doing all that | can with regards to computer security.
I’'m not doing enough 1 2 3 4 5 6 I’'m doing everything | can

| would spend time reading this visualization if | came across it elsewhere.
I wouldn’treaditatall 1 2 3 4 5 6 | would read all of the visualization

| would recommend this visualization to other people.
Would not recommend 1 2 3 4 5 6 Strongly recommend

| would share the information | learned with other people.
Would not share it 1 2 3 4 5 6 Definitely share it



Did the metaphor help you to understand how computer viruses and antivirus work?
Not at all helpful 1 2 3 4 5 6 Very helpful

Please provide your feedback regarding the information provided (i.e. Was the information useful? Is there other
additional information you would like to see?)

Please provide your feedback regarding the graphics provided (i.e., Is it appealing? Is it appropriate for the topic?
Did it help to enhance your understanding of the topic?)

How would you interact with this information in a public setting, such as on a wall in a hallway, or perhaps at a bus
or train station? (i.e., Would you read it? How long would you spend reading it?)




Follow-up Questionnaire

The following questions give you hypothetical scenarios. Describe what you would do in response to each situation.
Please be as specific as possible:

Scenario A: You received an email from your bank in your primary email inbox. The subject line states “Your
requested document”. You opened the email and everything looks legitimate. The email contains your banks’ logo
and looks professional. The email explained that they are sending you a confidential document that you have
requested online. You have recently logged in to your online bank account. The document is attached to the email
reads “Customer_102554009.DOC.exe”. How would you proceed?

Scenario B: You found a USB key left on a desk in a conference room. You feel you should return it to the owner, but
you are unsure whom the USB key belonged to. You decided to take a look at the contents to see if it can give you
hint of who the owner is. How would you proceed?

Scenario C: You received an email from a good friend of yours. The subject line says, “A cool video | found”. You
opened the mail and it reads, “Hey, | found this thought you might like it. ©” Below the message there is a link to the
video. How would you proceed?

Can you describe how antivirus works to protect your computer? Such as the ways an antivirus can detect viruses?

True or false: (Repeated questions from the pre-test questionnaire)

Viruses can damage your computer’s hardware.
T
F

Running multiple Anti-virus programs on the same computer is beneficial.
T
F

Having an Anti-virus is enough to be secure.
T
F

| can’t get a virus if I’'m not connected to the Internet.
T
F

| can’t get a virus if | don’t download anything.
T
F

| can’t get a virus if | don’t visit “shady” sites, such as porn, gambling, or file sharing websites.
T
F

Macs are far more secure than Windows.
T
F



Comic Study Pre-test Interview Questions

Current practice
1. What computer operating system do you use?

2. Do you currently have an antivirus installed on your computer?
If Yes...
I. What type of antivirus do you have?
Il. Do you have more than one antivirus programs installed? (If yes, why do you have multiple antivirus programs?)
IIl. How often do you update your antivirus?
If No...
I Can you give me reasons why not?

Current understanding of viruses

1. How would you define the term “virus”?

2. What is your understanding of viruses and malware? How are they similar or different?

3. Where do you think computer viruses’ come from? What is their purpose?

4. Based on your understanding, can you describe how computer viruses could harm your computer?

5. Have you had previous experience with educational material regarding antivirus software? (It may include
instructional manuals that came with your antivirus software)

I. Can you describe the contents of the material?

II. Did it help with your understanding of how your antivirus works?

Experience of getting infected

1. Have your computer ever been infected with viruses or other types of malware?
If Yes...
I. Can you describe the experience?
Il. How did it make you feel?
IIl. Did you have an antivirus installed when this happened?
If Yes...
I. What did you think happened?
If No...
I. Do you think if you had an antivirus, this could’ve been prevented?
Il. Did you install an antivirus software afterwards?
If No...
I. How likely do you think your computer will be infected in the future? Why?

Current knowledge of how antivirus works
1. Are you confident in your knowledge of properly configuring and using antivirus software?
If No...
I. If you are not confident, can you describe what aspect of the software you don’t understand?
2. Can you describe how antivirus software detects viruses or other types of malware?
3. What is the difference between “clean”, “quarantine”, and “delete”? Which option do you use most often? Why?

4. Can you describe in detail the possible ways you could get infected with a virus?

5. In a hypothetical scenario that your computer is infected, what would you do?



Comic Study Follow-up Interview Questions (One-week later)

Ability to describe viruses and antivirus

1. Based on your understanding, can you describe what are viruses and malware?

2. Can you describe in detail the possible ways you could get infected with a virus?

3. Can you describe how antivirus works? Such as the ways an antivirus can detect viruses?

4. Did the lesson alter the way you currently manage the security on your computer? This includes actions such as
installing an antivirus, updating your antivirus, or improved internet surfing behaviours?

5. Did the lesson improve your awareness of the need for antivirus?
Questions about the prototype

1. Did you gain new knowledge after viewing the prototype? If so which part?
3. Which part of the information did you find the most useful?

4. |s there any anything you would like to change/add?





