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Abstract

Testing is essential to VLSI circuit production. In the case of memory circuits, the
cost of testing often exceeds the cost of manufacture. Current memory testing methods
rely on fault models that are inadequate to accurately represent potential defects that
occur in modern, often specialized, memories.

We present a formal framework for modeling and testing memories. Simple fault
modeis are created. based on potential circuit-level defects in a given memory. This
framework is demonstrated using a content-addressable memory {CAM) as an example.
CAMs are used in integrated circuits where searching is a key operation.

A CAM cell is analyzed at the transistor-network, event-sequence and finite-state
machine levels. A fault model is defined: it comprises input stuck-at, transistor and
bridging faults. We show that functional tests can reliably detect all input stuck-at faults,
most transistor faults (including all stuck-open faults), and about 50% of bridging faults.
The remaining faults are detectable by parametric tests. A test, of length Tn + 2[ - 9,
that detects all the reliably testable faults in an n-word by [-bit CAM was designed.
DFT suggestions that reduce the length of this test to 2/ + 11 are proposed. Two CAM
tests, by Giles & Hunter and by Kornachuk et al., are evaluated with respect to the input
stuck-at faults. It is shown that the former test fails to detect certain faults: it can be
modified to achieve full coverage at the cost of increased length.

To demonstrate the general applicability of our framework. an input stuck-at fault
model of a word-oriented. static random-access memory (SRAM) is also given. Several
commonly known tests are evaluated: some fail to detect close to 50%% of faults in this

mode].
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Chapter 1

Introduction

“If vou don’t test it. it won't work! Guaranteed.” [54]

This adage embodies the undisputed necessity of testing. Particularly, in the realm of
VLSI circuits where millions of devices are located in an area of approximately 1 ¢m* and
no fabrication method. no matter how meticulous. can guarantee perfect results. testing
is an essential and integral part of the production process. There are numerous reasons
for VLSI circuit failure. During chip fabrication, defective silicon substrate. improper
doping. mask misalignments or imperfections, contamination with dust particles. or etch-
ing flaws may result in outright faulty devices. or devices which fail soon after being put
into operation. Even correctly operating chips may. in time, fail due to electro-migration.
oxidation. corrosion, or mechanical stress. Moreover. such aging processes can be accel-
erated by extreme environmental conditions. It is. therefore, necessary to test integrated
circuits throughout their life-cycle. from fabrication to in-service maintenance.

Memory circuits constitute a large part of all integrated circuit production. High
bit-densities of modern memory chips render them particularly prone to failure, thus

magnifying the need for thorough testing methods that are efficient enough to be eco-
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nomically justifiable. Not surprisingly. a substantial research effort has been devoted
to testing random-access memories (RAMs). The development and utilization of fault
models for RAMs has led to qualitative comparisons among existing testing methods. It
also facilitated the construction of more efficient testing methods and the establishment
of lower bounds on the lengths of test sequences for various faults.

As technologies and cell designs change and as the circuits become smaller. it is
no longer clear if fault models designed some ten years ago are still applicable to the
memories of today. This is particularly true for special-purpose memories that incorporate
additional. non-standard circuitry. Although new tests for these memories are being
developed [21]. the approach taken is still rather ad-hoc. and results in an ever increasing
number of highly abstract fault models. completely detached from the design and the
technology for which they were developed.

In this thesis we demonstrate the need for establishing simple formal fault models
that are created for specific memory cell designs. As a representative of a special-purpose
memory we chose a CAM. a word-oriented storage device that is being utilized increasingly
often in digital designs for its parallel search abilities. Although C'AMs have been known
since the sixties. their higher complexity and cost effectively excluded them from use by
the digital systems industry. By the same token. research devoted to testing CAMs has
also been limited. Today. due to the never-ending quest for increased processing power
and advancement in VLSI technology, CAMs are usually found embedded in various high
performance application-specific integrated circuits (ASICs).

We have developed a cell-specific fault model based on a transistor circuit of a static
CMOS CAM cell utilized by Nortel Corporation in their telecommunication ASICs. We
have found that only a fraction of the faults that can occur in the CAM cell do, indeed.
correspond to the well-established fault types such as cell stuck-at faults.

Our fault model provides a basis for comparisons among test methods currently used
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for testing C'AMs in terms of coverage of faults that are specific to a particular CAM cell
circuit design. It provides a precise mathematical foundation for determining shortest test
sequences for various faults in the model. Short test sequences are particularly relevant to
embedded memories. where testing is accomplished by built-in self test (BIST) schemes.

By applyving our formal framework for fault modeling, test generation and evaluation
to an SRAM cell we demonstrate that our approach can be easily applied to any type of
memory.

The remainder of this thesis is organized as follows: General issues regarding testing
are discussed in Chapter 2. Chapter 3 is devoted to common methodologies used for
testing random access memories. Formal memory models are described in Section 4.
CAM fundamentals are the topic of Section 5. A survey of existing CAM tests is given
in Chapter 6. Section 7 presents the formal model of the three types of faults contained
in our fault model. The development of an efficient CAM test is described in Chapter 8.
An evaluation of some of the CAM tests of Chapter 6 is presented in Chapter 9. An
application of the framework to an SRAM circuit is given in Chapter 10. Chapter 11

contains concluding remarks and future areas of investigation.



Chapter 2

Testing

The goal of testing is to distinguish good circuits from malfunctioning ones. A more de-
tailed analysis leading to localization of the cause of a malfunction is known as diagnosis:
hence. testing is only a part of a diagnostic process.

Digital electronic circuits may be tested in several ways. The analysis of various
electrical properties. such as voltages. currents. noise. power dissipation. etc. is called
parametric testing. Another approach to testing digital integrated circuits relies on a
comparison of the behavior of the circuit to its functional specification without any regard
for the structural implementation of the circuit. This type of analysis is referred to as
functional testing. The study of how deviations in the structural implementation of a
circuit may affect its logical functionality is called logical testing. Our efforts concentrate

on the last approach.

2.1 Logical Testing

Any time a circuit’s behavior deviates from that prescribed by its specification, we say

that the circuit is malfunctioning, or that an error has occurred. Every error is the
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result of some physical defect or design miscalculation. A variety of different physical
defects may occur in a circuit. Severed connections. shorts to ground or to supply voltage
V. any flaws caused by improper masking, or poor semiconductor doping during the
manufacturing process. even an incorrect design, are all considered defects.

The large number of diverse physical defects renders any circuit analysis in terms of
these defects impractical. It is much easier to analyze circuits in terms of faults. A fault is
a term used to describe a group of physical defects which manifest themselves in the same
way. For example. let us consider a group of defects that cause a node in a circuit to be
permanently connected to a high voltage. Such a node can be referred to as being subject
to a stuck-at-1 fault. Stuck-at-1 and stuck-at-0 faults are the best known and the most
commonly analyzed faults. If under certain input conditions a fault causes an erroneous
output value, the given fault is called detectable. Some faults are not detectable. which
means that there are physical defects that do not cause a circuit to malfunction, but
affect its performance. Other faults manifest themselves only if the circuit is tested at
speeds approaching its design extrema: they are referred to as dynamic faults.

Logical testing of digital circuits is performed by applying a sequence of logical values
to the circuit’s input ports and observing the resulting output. If the output differs from
the expected one. a fault is detected.

The nature of a fault determines the fault model; in case of stuck-at faults, the stuck-
at fault model. In order to reflect faults of a different nature — for example, transistor
stuck-on(open) or bridging faults — appropriate fault models have to be defined. This is
particularly important in the case of CMOS circuits where certain defects may convert a
combinational circuit into a sequential one or may cause the circuit to generate logically
indeterminate output. Sequential behavior of a faulty combinational circuit can be de-
tected by an application of an appropriate sequence of test patterns. Faults that cause

logically indeterminate output, on the other hand, are often detectable by parametric
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tests,

One well known fault model is the external stuck-at fault model. It describes faults that
may cause inputs as well as outputs of a gate to be permanently set to logic 0 or logic 1.
The definition of this fault model has facilitated reasoning about forks as separate entities
within the circuit, with their own respective faults [25]. Figure 2.1 depicts locations of

faults for the external stuck-at fault model.

my X X, outy
: X out mo X *
myy X X outs
(a) (b)

Figure 2.1: External stuck-at fault model for: (a} gate, (b) fork.

A simpler. output stuck-at fault model considers only those faults that occur on outputs
of gates. thus effectively. on inputs of forks. Locations of faults for the output stuck-at

fault model are presented in Fig. 2.2.

iy, . outy
- X out n X *
g : out
(a) (b)

Figure 2.2: Output stuck-at fault model for: (a) gate. (b) fork.

[t is clear that digital circuits need to be tested in terms of an appropriate fault model.
The fact that not all faults (for a given fault model) are detectable in a particular circuit
brings about the issue of testability. A circuit is completely testable if every fault in a
given fault model can be detected. Detection of a fault requires that it be activated and
the resulting error propagated. Consider the circuit in Fig. 2.3. The fault Z= Sa-! is said
~. Z=Sa-1 -

A X . . F

B - e

Figure 2.3: Activation and propagation of faults.
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to be activated when input 4 of the circuit is set to logic 1. Consequently, node Z is set
to logic 0 in a fault-free circuit. This process is often referred to as fault sensitization. In
effect an erroneous input value is presented on the upper input to the AND gate. This
error will be propagated to the output F when input B is set to logic 1. Therefore.
fault Z= Sa-1 is detectable because. for the input vector AB = 11. a fault-free circuit
would produce a 0 on the output. whereas the faulty circuit vields a 1. In this case it
can be said that the node Z can be controlled and observed. Clearly, testability of a
circuit is determined by the observability and controllability of all its internal nodes. A
comprehensive study of these issues can be found in [1].

Let us now look at the testability of circuits under the stuck-at fault model.

Digital circuits are classified as either combinational or sequential. The issue of testing
combinational circuits is a well studied one [1. 17]. The simplest circuits to test are the
fan-out free circuits. such as the one presented in Fig. 2.3. The reason for this simplicity

can be explained by following Theorem [8]:

“In fanout-free circuits (i.e.. circuits where each primary input and each gate
output are inputs to at most one gate), there exists a single stuck fault test

set of minimal cardinality which detects all multiple stuck faults.”

Unfortunately, most combinational circuits contain reconvergent fan-out. which means
that an arbitrary fault could be activated, and the resulting error propagated through
multiple paths. It may also be the case that coherent input values can be determined
for detection of a particular fault only for a subset of possible paths. The selection of
appropriate paths is done algorithmically. Many such algorithms have been developed for
testing for stuck-at faults. These algorithms include the D-algorithm. Podem, Fan. etc.
Testing of sequential circuits is a different matter. Consider the circuit of Fig. 2.4.

The next state of this sequential circuit depends on the present input values and on the
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Figure 2.4: Sequential circuit overview.

current internal state of the circuit. A common way of testing a sequential circuit is to
visualize it as testing a series of combinational circuits which in addition to inputs and
outputs from the sequential circuit, have additional inputs denoting the current state.
and additional outputs denoting the next state of the sequential circuit. Unfortunately,
the internal state is often not observable and its controllability is limited. In order to
determine a sequential circuit’s adherence to its specification. a sequence of input values
has to be applied from a known initial state. This implies that the circuit has to be
somehow initialized. Unless the circuit has a resetting capability. an initializing sequence
of input values has to be applied beforehand. This sequence is also known as a homing
sequence. It has been shown that input sequences for determining the internal state of a
sequential circuit are in the worst case exponential in length {29]. In general. exhaustive
testing of sequential circuits is an NP-hard problem [17].

As stated earlier. the testability of a circuit is determined by its controllability and
observability. By introducing circuit design modifications that improve either of these two
factors. the complexity of necessary tests can be greatly reduced. To date, a substantial
research effort has been dedicated to design for testability (DFT). Scan test design is a

popular method of DFT.
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2.2 Scan Test

Scan design is a method of increasing sequential circuit testability. To illustrate it. we
present the sequential circuit of Fig. 2.5. It consists of five registers interleaved with some

combinational logic. The only inputs that are directly controllable are those attached to

*R1 - CL1 =Rz - CL:2 ~R4 -

Figure 2.5: Arbitrary sequential circuit.

register R1. and the only outputs that are directly observable are those from register R4.

The remaining three registers are internal and. therefore, practically inaccessible.

=R1 = CL1 =-R2 - CL<2 R4 -
- -
— -
R3= CL3 == Ro=
Sin Sont.

Figure 2.6: Scan Test design.

Now, suppose that all the registers are scan registers (which are similar to shift regis-
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ters) and are connected together with a serial line to form a single scan path. as depicted
in Fig. 2.6. Through this path arbitrary values can be scanned in and out of every regis-
ter. In this manner all the registers are made fully controllable and also fully observable.
Since every register can be now loaded with useful test vectors. the hard problem of
testing sequential circuits has been reduced to that of testing combinational circuits.

In the above example every register is made scannable, which constitutes a full scan
test design. Clircuits designed in this manner are fully testable. This ability. however,
comes at a price. Scan registers are slower and more complex than their non-shiftable
counterparts. Additional serial and control lines are also required. Consequently, fully
scannable circuits are larger. more complex, slower. and use more energy than their
non-scannable counterparts. Furthermore, full scan designs entail extensive scan paths
resulting in prohibitively long scan-in/scan-out times.

Limiting the number of registers included in the scan path in order to reduce overhead
constitutes a partial scan test design. These registers must be selected in a way that does
not impede the circuit’s testability. Significant amount of research has been devoted to
establishing optimal partial scan tests [6, 12, 23, 27, 51].

Scan path techniques are not limited to intra-chip testing. At the system level, test
sequences can be provided to individual chips on a circuit board via a serial path line.
This method. called boundary scan, has proven so useful that it has been standardized
by the IEEE! [54].

Scan path techniques. although very useful in improving the testability of a sequential
circuit. have the disadvantage of being serial in nature. This imposes a practical upper
bound on the length of the test vectors. Hence the goal is to obtain maximal fault

coverage with shortest possible tests.

'IEEE 1149 Bowdary Sean architecture,
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2.3 Summary

Fundamental aspects of testing digital circuits have been described using the most com-
mon fault model. the stuck-at fault model, as an example. This fault model is insufficient
to describe all possible faulty behaviors of a digital circuit, particularly one implemented
in CMOS technology. Other fault models are required and appropriate tests have to
be devised. Moreover, due to the existence of non-logical faults, logic tests have to be
complemented with parametric tests.

Logic testing. in itself is a complex issue, particularly when applied to sequential
circuits. Exhaustive testing is an NP-hard problem in general, so fault models have to be
tailored to the circuits under test in order to be accurate, and for the respective tests to
be short enough to be useful.

Although circuits should be designed to include features that improve testability.
such as scan paths (DFT), test lengths should be minimal while providing optimal fault

coverage in the fault model.
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Memory Testing

Memory-based products make up a significant percentage of the total production of inte-
grated circuits. As technologies change and bit densities continue to increase. new causes
of failure emerge: defects that were of no consequence in earlier generations have to be
dealt with now. Consequently. testing methods have to evolve continuously in order to
maintain the expected levels of quality control with efficiency.

Testing of random-access memories {RAMs) has been the topic of extensive research.
The content of this chapter is a summary of fundamental aspects of functional RAM
testing. based on the comprehensive studies on testing RAMs presented in [20. 42]

3.1 RAM Test Classification

RAMs are large sequential circuits used for storing binary information. Their large state
space and regular structure has led to the development of memory-specific testing method-
ologies. Testing methodologies can be divided into two categories: traditional and modern:

the latter is also known as reduced.

Traditional tests such as *Zero-One’, ‘Checkerboard’, ‘GALPAT’, ‘Walking 1/0°. ‘Slid-

12
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ing Diagonal™ and ‘Butterfly’ were not designed on the basis of any fault model. Fault
coverage of these tests could nct be determined and qualitative comparisons between
these tests were difficult. Moreover, these tests were often O(n?) in length, where n is
the number of bits stored in the chip. Since modern memory chip capacities reach the
1Gb range. any tests of such length are unacceptable.

Modern functional memory testing techniques define their coverage in terms of faults.
such as: (cell) stuck-at, toggling. coupling and pattern-sensitivity. Examples of modern
tests are: ‘MATS", ‘MATS+ . *MATS++", ‘March C-’. etc. These tests are also known
as march tests. They derive their name from the fact that memory cells are analyzed one
by one in ascending or descending order. The sequence of operations that are performed
on each consecutive cell is referred to as the march element. March tests can be easily
generated and thus are often used in built-in self-test designs.

Van de Goor presents a study of several march tests in terms of their fault coverage
and complexity, followed by a qualitative comparison to traditional ones [20]. These
results are summarized in Table 3.1. This table contains the fault coverages of several
tests. The listed faults include both those of the memory array (i.e.. cell stuck-at faults.
transition faults and coupling faults) and those of the peripheral circuitry (i.e.. address
decoder faults. refresh faults, sense amplifier recovery faults and write recovery faults).
The latter three faults are dynamic. as they occur when the memory is operated at speeds
approaching its design extrema. For instance. a slow sense amplifier may fail to read a 0
after reading several consecutive 1s, or a slow address decoder may fail to access a correct
memory location in time for a subsequent operation. It should be noted that traditional
tests not only detect faults, but also locate them within the memory array; however, this
diagnostic ability comes at a substantial increase in test time and is usually not required.
since a faulty chip will often be discarded.

Two types of storage mechanisms are used in current RAMs. When data is stored
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Table 3.1: Comparison of memory tests for n-bit RAMs [20].

14
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as a charge on a capacitor the RAM is called a dynamic RAM (DRAM). This charge
dissipates in time due to leakage currents. and has to be dynamically refreshed: hence
the name. In fact DRAMSs are largely analog devices. On the other hand, data can also
be stored in a latch - a digital device. In this case. as long as power is supplied to the
chip. the data is retained indefinitely. For this reason such a RAM is called a static RAM
(SRAM).

Defects in memory circuits can be partitioned into two categories: global and local.
Global defects are often related to the manufacturing process. They include incorrect
thickness of polysilicon or gate oxide that may result from variations of oven tempera-
ture, and affect a large area of a wafer. These defects are readily detectable by various
parametric tests. Local or spot defects, such as dust particles on the chip or gate oxide

pinholes, manifest themselves mostly as functional faults. They are interpreted at the
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layout level as broken wires, shorts between wires, missing contacts. extra contacts and

newly created transistors. Spot defects are mapped into the following functional classes:

A stuck-at fault in a cell.

e A stuck-open fault in a cell. i.e. the cell cannot be accessed by read or write

operations.
e A muitiple cell access fault.
e A data retention fault. where a cell changes its state spontaneously.,
e A coupling fault,

— staie coupling (SRAMs only)., where the coupled cell is driven to some state

only when the coupling cell is in a particular state,

- idempotent coupling, where the coupled cell is driven to some state due to a

change of state in a coupling cell,

- dynamic coupling (DRAMs only). where the coupled cell is driven to some

state when the coupling cell is being accessed.

e A transition fault (SRAMs only), where a cell’s state can change only in one direc-

tion (e.g.. from 0 to 1. but not from 1 to 0),

e A pattern-sensitivity fault (DRAMs only), where a cell’s state is influenced by the
state, or change of state of the neighboring cells. The cell's neighborhood may be

defined by physical adjacency. a common row or column.

It is clear that due to the fundamental differences in the data storage mechanism.
different fault models apply to DRAMs and SRAMs. A comprehensive survey of defect-
based fault models for DRAMs and SRAMs is given in [5, 42].
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Experimental studies have indicated that traditional and pattern-sensitivity fault tests
are ill-suited for testing SRAMSs. as the fault coverage of these tests falls in the 50 - 70%
range [20]. An inductive fault analysis method. described in [20. 43], revealed that stuck-
at faults constitute about 50% of faults occurring in SRAMs and data retention faults
constitute up to 18%.

On the basis of these observations special SRAM tests. such as [FA-9 and [FA-13.
have been designed [20]. The IFA-9 test is an extension of the March C- test, allowing it
to detect data retention faults. [FA-13 (a further extension of IFA-9) has been designed to
deal with the sequential behavior of sense amplifiers in the presence of stuck-open faults.
These tests are more efficient and yield higher fault coverage than general functional tests

that detect coupling faults, such as MARCH A, B, or C.

3.2 Design-Oriented Fault Modeling

Defect-oriented fault modeling and inductive fault analysis techniques allow for the gener-
ation of tests that are more efficient than traditional tests. However. with the development
of special-purpose memories. such as multi-port-RAMs. CAMs and FLASH memories. the
number of fault models is growing at an alarming rate [4. 20, 21, 33]. making them in-
creasingly difficult to track. Unfortunately, many fault models also fail to specify the
design details and the underlying technology (Bipolar. NMOS. CMOS, BiCMOS) of the
circuit for which they were designed. As a result, tests designed to detect faults for a given
fault model may inadvertently be used to test functionally similar memories for which
that fault model may not apply. This confusing situation often forces industrial test en-
gineers to use the old, well known fault models and tests, regardless of how inefficient or
unreliable they may be.

In order to remedy this situation. we postulate the following guidelines for design-
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oriented fault modeling:
e The circuit and the underlying technology should be specified to avoid confusion.

e Faults should be labeled in terms of defective circuit components, not in terms of

functional behavior (e.g. transistor stuck-on fault. not transition fault).
e Particular attention should be paid to application-specific aspects of the design.

These guidelines are in agreement with the concept of logical testing, described in the
previous chapter. However, in this thesis we will show that by following these guidelines

simpler and more accurate fault models and logical tests can be developed.

3.3 Summary

An overview of memory testing topics has been presented. Traditional and modern tests
have been described and compared in terms of their lengths and fault coverage. Faults
indigenous to static and dynamic memories have been described. This characterization
is a result of defect-based fault modeling techniques. We have also listed tests designed
exclusively for SRAMs. These tests are more efficient and yield higher fault coverage than
general functional tests. A design-oriented approach to fault modeling has been proposed.
Its purpose is to categorize faults in terms of defects in the cell circuit and not in the cell’s
functional behavior. This approach should result in more accurate fault models that take
into account the cell design, implementation technology, and design-specific functionality

of a memory.
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Formal Models

[n order to reason about memory faults a proper formalism is required. We adopt a
formalism developed by Brzozowski and Jiirgensen [11] for sequential circuit testing and
diagnosis.

Finite-state automata are used to describe possible behaviors of a sequential cir-
cuit. The correct behavior of the circuit is modeled by a Mealy automaton 4" =
(Q". X.Y".8".A") called the good machine type. Here. Q" is the set of states. .X is the
input alphabet. Y is the output alphabet, §" : Q" - X — Q" is the transition function.
and A" : Q" - X — Y is the output function. A good machine type initialized to some
state ¢'' = Q" is referred to as a good machine (A", ¢"). Similarly, any incorrect behavior,
referred to as a fault type is also a Mealy automaton A’ = (Q'. X.Y" . A'). Fault types
have the same input alphabet as 4", but differ from it in the set of states. the output
alphabet, transition and output functions. By the same token, a fault type initialized
to some state is called a fault. The good machine type A". together with a finite family
of fault types A', ..., A" and a set of potential initial states P' Z Q' for i = 0....,m
constitute a fault model for A" denoted as F ;u.

Since random-access memories are in fact sequential circuits (i.e., the output depends

18
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on the input and the internal state of the circuit), we shall use a sample RAM to illustrate

a summary of the above formalism.

4.1 Memory Models

We define a model of a bit-addressable RAM of size n. A fault-free n-cell RAAM type is a

Mealy automaton {11}

M =(Q.X.Y.4,1N).

where Q = {0.1}". X = |Ji, X; with X; = {r', w), wi}. Y = {0.1.%}, and the transition

=1

function § and the output function A are defined by

S((qre---Giveang)P) = (qiv--igiv. ... qu).
5((q1.---. Qivon.. ). w) = (qi..... 0..... qu).
3((q1.---. Giv--- g.).wy) = (q..-.. L.... q4u)-
A((qr, - Giv-- .. ¢.).r) = g,
A(gre---Giveongn) wl) = 8,
Allgr. - - - Givoooqu) wy) = 8.

Inputs r'. u!,, w} denote a ‘read’. ‘write 0’ and ‘write 1" operations on cell i. respectively.
Output $ is merely a formal symbol denoting lack of output during ‘write’ operations.
Similarly. a model for an n-word by [-bit memory has been developed [13]. It is

specified as an n-tuple automaton

-I“IM.I = (Qu,[v 4\’11.1’ }’l' 5”.1' AH.[)*
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where
Q..={0.1..... 21y
Xoo={rl wh w} . wé,_l, rlow L wt ..o wai_, }
and
Y, ={0.1..... 2l _ 1.8},

The transition function 4,,; and the output function \,,; are defined by

(g*.....¢'..... q"). if £ =r',
(¢" L0, q") if r = w},
(¢*. ..., 1..... q"). if r = wj
Sualqgh. ... q..... q").z) =14 (¢t 2 q") if r = uwh
(¢* 3..... q"). if £ = wi,
{ (g'..... L R q"). ifr= w;,_l

and
[ ¢. ifr=r'

Anallghe. ... q.....q").r) =
l $§. otherwise.

Inputs r'. and w denote a ‘read’ and ‘write ;" operations on word i, respectively, where

J={0.1.2.3...., 2!~ 1}. Symbol $ is used as before to denote lack of output.

4.2 Classic Fault Models

Classic memory faults, described in the previous chapter, can be formalized as follows [11]:
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o A stuck-at-a fault type is denoted as:
A= = (Q7=*, XL Y. 8= \'=y,
where the set of states is

Q™ ={qlqg=(q1.....qic1.a.giz1.. ... q.)}.

the input alphabet X' and the output alphabet ¥ remain unchanged. and the tran-
sition function §'=" is a restriction of 6 to Q'=* . X, except for the transitions under
input w/, where a is the complement of a. In this case the next state function takes

the form:

&= (qu - - - Qo1 @ Gipre @) W) = (q1, .o Gic1 @ Giere - - - q.)-

e A transition fault type is denoted as:

M7 = (Q.X.Y.87\).

1o

In this Mealy automaton 4’7 is identical to § with the exception of the transition

resulting from the input w/,, when cell 7 is in the state a:

6i:"((ql""'qi—l'&vql‘"lv--'vqu)~u-y,i‘) = (qlv'"'qf—lv&vqi-{—l""'q")'

e A coupling fault type involves two separate cells i and j, respectively. Cell 7 is

referred to as the coupling cell, and cell j is the coupled cell. This fault is also
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defined as a Mealy automaton:

."[l.u:_ﬂ; — (Q ‘\r' }—. Jill_—"jll. A),
where §"*=7" differs from § in the transition resulting from the input w’ . when cell

i is in the state @ and cell j is in the state b:

i (C VRN TR 1 SRR TR TRRY " IR SO B B

= (qi.....qi—1.a.Gix1,---.gj—1.b.qje1. ... q.)-

4.3 Observer

The goal of testing is to determine whether a circuit A’ under test can be classified as
a good machine type A" or some other fault type A’ (1 < { < m). on the basis of its
input and output sequences. Initially A’ is in some unknown state p. This is denoted by
a machine (A’. p). One step in the process of this classification consists of applying a test
input to A’, obtaining its response. and then comparing both input and output to possible
behaviors of A" through A"™. This comparison will divide the set of machine types into
two sets: one with outputs identical to that of 4’, and one with outputs different from
that of A’. Machine types belonging to the latter set may be discarded as A’ does not
belong to them. Successive and successful repetition of this step will result in the first
set to become a singleton (A’ = A‘), or an empty set. which means that A’ belongs to
some other, unspecified fault type. This process of fault detection can be accomplished by
means of a (deterministic) observer, which is an initialized deterministic semi-automaton
A=AA".F)y=(D.X - Y. b.d)). defined as follows [10. 11].

Fori = 0.1,...,m.let A" = (Q', X, Y".& X\) and let Q' = Q' U {«} where w is a
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new state symbol denoting the discarded machine types. Furthermore. for ¢ = Q' and

(r.y) = X - Y7 let the transition function be defined as
Yy

. §(q.z). ifN(q.z)=y.
8 (q.(z.y)) = ,
< if Mg, z)=y.
and let '(w.(r.y)) = w. Each state of the observer’s state set d = D is a tuple with
components dfl for i =0.1.....m and ¢ < P’ (set of potential initial states). Therefore
the set D is defined as

D={d{d =Q'. i=0.1.....m, ¢ P}.

d

The observer’s initial state d,, is denoted by [d.,],"l = ¢ which includes all possible initial
states of all fault models and the good machine. Its transition function §(d. (z.y)) equals
¢ if and only if each component of € is e,"l = 3"(d,"l. (r.y)) for all { and q.

The maximum amount of information about an arbitrary sequential circuit 4’ obtain-
able from a test is: the initial state g, the current state ¢’, and the value of the index i
indicating the machine type. All possible outcomes of such identification can be described

by the set

K={iqgq¢)i=01l...m qg=P, ¢=0Q}

A complete deterministic observer can easily become unmanageably large as demon-
strated in [10]. However. since we are only interested in establishing whether 4’ is a
good machine or not, the observer can be substantially reduced. This is accomplished
by extracting, out of the set of observer’s states D, a partition B where the affiliation

to either the good machine type or to the faulty machine types, but not both. has been

established.
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The partition Bp = (B,. B=zy) called a fault partition consists of two disjoint sets
of states B, = {(0.9.9') | ¢ = P". ¢ = Q"} and B., = {(i.q.¢) | i=1..... m. ¢ =
P'. ¢’ = Q'} which uniquely determine whether the circuit under test is modeled by the
good machine type or not. In other words, these states are Bg-decided.

The fault partition Bg is one of a number of other useful partitions. referred to in
general as B-partitions. An input word which results in a transition to a B-partition,

consisting of sets of B-decided states. is said to B-diagnose the circuit A’ {10, 11}.

4.4 Diagnosing Languages
An observer A can be modified in the following manner:

1. The output part Y from the input alphabet X - Y is removed. thereby introducing

nondeterminism.
2. A set F of B-decided states is introduced as a set of final or accepting states.

As a result a nondeterministic B-acceptor A (A,,. F... B) = (D. X.4. {d.}. F) is obtained.

where

dd.z)={d" |3y=Y : é(d(z.y))=4d'}.

Any word w is said to B-diagnose if and only if it always results in A ending up in
an accepting state. The set of all B-diagnosing words for the fault model F constitute a

regular language Lg(F) {11]. This observation has led to several useful properties:

o If Lg(F,) = Lg(F-) then a fault model F; is said to B-cover a fault model F- for
a diagnosis goal B. This is particularly useful in determining whether tests for one
type of fault are applicable to testing for another type of fault. i.e. establishing the

fault coverage of a particular test [55].
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e Given several sets of B-diagnosing words for different fault models that constitute
a family F. a single set of B-diagnosing words can be obtained for the entire set of
these fault models by the following formula [55]:

Ls|{ U 7| =N Ls(F).
F=F F

Fa

4.5 Lower Bounds

One of the early papers on lower bounds for the detection of coupling faults in RAMs
was presented by Brzozowski and Cockburn [9]. Due to the recent rapid increase in
memory sizes. efficient detection of faults is the subject of extensive research. Cockburn
and Brzozowski [14] have presented a summary of known lower bounds and test sequence

lengths for detecting various faults in RAMs. These bounds have been established using

language theoretic tools and are shown in Table 4.1.

Table 4.1: Lower bounds and known test lengths for faults in n-bit RAMs.

Frnle Mool ] Best Lewer Beand | Best Known Test Lenzeh | Connenta T
wenernl tossling [[ 20 + 1 2 + o optitnal for o - 2,
2linieed toglinge ; " “n;;_.(u - liJ' + Sn 4n fl-;:_, 111 + 1 nptilll-’tl foor 1 = 2;

shortest known for o > G

sittles tongeline Sn -2 S =2 optimal for n - 2,

2eneral conplins

d-hmited conpling

S-limieed conpling

1C. for n = 2:
207 + 3. forn > 2
u“-.-_'_.(n - IDJ + Tn

On -2

217 + 4n

4n “"’-'»'_' nl + 17n
14 - 12

optimnal for o= 2:
conjectured apeimal for o > 3.
shortest kuown for 1 > 15,
optinal for n = 2;

shoreest known for v > 70

2-limited conplines O =2 1210 — 8 cptial for = 2:
' congectnred aptimad for 0 > 3.
‘ stnzle conpline On -2 1the — 4 optitnal for n = 2
1’ congectnred apeanad for o > 30
i toedeofrec conpling O -2 150 — 14 optimal foa n = 2:

shorveese known for o 2 4.
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4.6 Summary

We have presented an overview of a formalism developed by Brzozowski and Jiirgensen for
sequential circuit testing and diagnosis [11]. We utilize this formalism in our behavioral
analysis of memory cells. It provides the means to distinguish faulty behaviors from the
fault free ones and to derive shortest input sequences with which that distinction can be

made.
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CAM Fundamentals

In a typical random-access memory (RAM) stored data is accessed by specifying the
address of the location in memory where data resides. On the other hand. a content-
addressable memory (CAM), as the name suggests, allows access to stored data on the
basis of a simultaneous comparison of the content of all memory locations with a particu-
lar datum, called the search key. This ability lends itself naturally to applications where
simultaneous comparison is a principal operation. Chisvin and Duckworth [13] provide an
extensive list of such applications: “file maintenance, pattern recognition. symbolic repre-
sentation of information. data retrieval. parallel arithmetic algorithms. data correlation,
speech recognition, radar analysis. connectivity testing, spelling checking, list and string
processing, air traffic control, relaxation problems, language translations and inteliigent
network routing systems.”

Some authors [7, 13. 26. 41] use the terms content-addressable memory and associa-
tive memory interchangeably. However. as pointed out in [30], the proper meaning of
associativity applies to the more abstract concept of links between the meanings of data
items — for example, associating the word “fire” with the word “hot” — as opposed to

a particular organization of storage elements that facilitate a simultaneous bit-pattern
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matching operation: consequently, we will use only the term content-addressable.
The potential utility of CAMs has been recognized by the computer industry at least
since the late sixties [30. 40]; however. the implementation of such memories has been

hindered by the following factors reported by Chisvin and Duckworth in 1989 [13]:

e functional and design complexity,

e relatively high cost of storage capacity.

e poor storage density compared to conventional memory,
e slow access time,

e lack of software to properly utilize CAM’'s capabilities.

Since then. implementation methods have improved dramatically, but because of the
inherent higher complexity of a CAM cell (exceeding that of static RAM). CAMs are
unlikely to replace RAMs as general purpose memories. although general purpose CAM
designs have been investigated [2].

Most CAMs manufactured today can be found in custom designs. and are often em-
bedded in larger circuits. Many application-specific CAM configurations have been re-
ported {3. 7. 18, 24, 26, 28. 31. 32. 36. 41. 45, 50]. The most significant functional differ-
ences between these configurations include the accessibility by address as well as content,
match-and-update, resolution of multiple hits, synchronous or asynchronous operation,
etc.. resulting in diverse implementations of CAM’s peripheral circuitry. However, the
design of the storage element of a core cell. in most cases, is similar and consists of a cross-
coupled inverter circuit, such as those found in static RAMs [2, 3. 7, 18, 26. 31. 40, 41. 45].
Different designs of the core cell’s comparison circuitry represent attempts to address var-

ious electrical pitfalls such as data-dependent bit line loads, or charge sharing problems

[44].
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Figure 5.1: CAM: a block diagram.

Notable exceptions to the static CAM schema are dynamic implementations of the
core cell {35. 38, 53. 56]. They are more complex than those of a typical high-density
dynamic RAM. due to the necessity of charge retention during the simultaneous data
comparison process. Like all dynamic memory implementations, these CAMs have to
incorporate additional refresh circuitry.

Embedded memories of ASICs are usually static. as they are considered to be less
troublesome {54]. easier to build. and are generally faster than dynamic configurations.

Hence. the analysis in this thesis is limited to static memories.

5.1 Overview of CAM Architecture

As mentioned earlier. most of the CAMs manufactured today are designed with a specific
application in mind. Before analyzing some of these various implementations. we take
a brief look at general components of a CAM. A generic architecture of a CAM and its
basic cell are depicted in Fig. 5.1.

All CAM implementations consist of the following functional blocks:
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e data and mask register, which stores a particular word according to which mem-

5.2

ory is to be accessed. Since it is possible that a part of data word may be irrelevant
to the search criteria. the ability to mask irrelevant parts is usually provided. The
search key is. therefore, composed of the parts of the word stored in the data register

that have not been masked out.

response processing and word access unit, which determines the functionality
of the CAM. The implementation of this functional block is the main source of
differences between various CAM designs. This block handles resolution of multiple
hits. keeps track of unused locations for use during write operations. and with other
application specific operations. The unit also often contains an address register for

reading and writing in RAM mode.

output data register, which incorporates sensing circuitry that retrieves and

holds words picked up from bit lines during a read operation.

CAM array, which stores the data. It consists of a homogeneous matrix of core

cells. A number of existing designs will be considered in the next section.

Control unit, which is used to coordinate the operation of the aforementioned

blocks.

Static CAM Cell Circuits

A common C'MOS implementation of a CAM cell is depicted in Fig. 5.2 (a). It is composed

of a typical six-transistor SRAM cell (storage section) and a three-transistor matching

circuitry ( comparison section), which brings the transistor count of this CAM cell to nine.

Various special-purpose CAM circuits have been developed using this design {4. 18, 22, 26].
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Figure 5.2: CMOS implementations of a single-port static CAM cell.

‘Read’ and *write” operations are identical to to those in a SRAM cell. During a ‘write’
operation. the bit and bit lines are driven to complementary logic values representing the
bit to be stored. Next, by raising and then lowering the word line WL the bit is stored
by forcing the inverter outputs to coincide with the values on the bit and bif lines. Unlike
SRAMSs. CAMs have one more "write’ operation - “write - . which preserves the previous
state of the cell. It is used for bit-masking purposes. where only a part of the word is to
be overwritten. During a ‘write - " both bit and bit are driven to high voltage.

A ‘read’ operation is performed by pre-charging both bit and bit lines. and then raising
the word line WL, thus causing one of the bit lines to discharge. The resultant voltage
differential between the bit and bit lines is detected by sense amplifiers that recreate the
content of the accessed word.

The process of searching is unique to the CAM, and is performed in the comparison
section of the cell. In Fig. 5.2 (a). this section consists of the bottom three transistors of
the cell’s circuit. The match line A/L together with the bottom-most transistor constitute

a wired-AND for all the cells in the memory word. This means that the AL line will
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remain isolated from ground as long as all the transistors connecting it to ground are
not conducting. The remaining two transistors implement an XOR function between the
bit and bit lines and values stored on the outputs of the inverters. Note that only one
of these transistors conducts at any given time. The compare operation is a two-step
process. Initially. both bit lines are grounded and the AfL line in the CAM cell is pre-
charged. Next. bit lines are driven according to the search key. If a mismatch occurs,
the bottom-most transistor will be forced to conduct, thus discharging the AL line. Note
that if a particular bit in the search word is masked out. both corresponding bit and bit
lines remain grounded. thus preventing any influence on the AL line. Such masking is
called a ‘compare - " operation.

This design has a few shortcomings. In order to discharge the AL line. a logical
1 has to appear on the gate of the bottom-most transistor. This value is supplied by
one of the bit bit lines via a conducting n-MOS transistor. which causes a voltage drop
of approximately 0.7V". A ‘weak’ 1 appears on the gate of the bottom-most transistor.
effectively excluding this design from low power applications. Moreover, these n-MOS
pass transistors constitute variable loads for the differential bit lines. This results in
unpredictable delays during ‘read’ and "write’ operations and. in effect. slower worst-case
operation [44].

Another problem with this implementation is the fact that the state of the match line
is affected by non-compare operations. Therefore. both bit/bit lines have to be discharged.
and the match line has te be pre-charged before an actual compare operation, causing
additional delays.

A ten-transistor CAM cell design has been reported in [28. 34]. It differs slightly from
the previous cell in its implementation of the matching section, as shown in Fig. 5.2 (b).
As before. it contains two transistors controlled by the storage section: however, here. each

of the bit bit lines drives the gate of a dedicated transistor. Since the loads on b7t/bit lines
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Figure 5.3: Dual-port static CAM cell.

are no longer data-dependent and the discharge path is gated directly by the bit,bit lines,
this design could vield itself to low power, high speed applications. Unfortunately. this
design. as well as the one proposed by McAuley and Cotton [36], are prone to accidental
match-line discharge due to charge-sharing across stray capacitances on the dedicated
transistors as described in {44]. This problem has been addressed by reversing the order
of the transistors between the match line and ground [44. 52].

Although also ill-suited for low power. a dual-port implementation of a CAM cell
presented in Fig. 5.3. is free from the shortcomings of the previous cells [7. 31. 44, 45].
Separate pairs of differential lines are used: bit bit lines for reading and writing data. and
compare bit lines (cbl/cbl) for performing matching operations. Constant loads on the
bit bit lines precisely define delays during reads and writes. The match line is not affected
by non-compare operations and. therefore, can be kept pre-charged by default. resulting
in faster ‘compare” operations. The separation of differential lines also facilitates effi-
cient match-and-update operations required, for example. in real-time image processing

applications [45].
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Figure 5.4: Dynamic CAM cell designs. (a) Wade. (b} Yamagata.
5.3 Dynamic CAM Cell Circuits

The CAM cell implementations presented so far were all static. For applications where
speed and robustness are not as critical as high storage capacity, a dvnamic CAM cell
implementation has been considered [35. 38. 533. 56]. The increase of bit density has been
accomplished by reduction of the number of transistors in each cell. Two such designs:
by Wade and Sodini [53], and Yamagata et al. [56]. are shown in Fig. 5.4 (a) and (b),
respectively.

The ability to compare the entire cell array contents against a search key requires
that DCAM cells retain their charge even in an event of a mismatch. This constraint
precludes the use of destructive ‘read’ techniques. dominant in DRAM designs.

In the circuit presented by in Fig. 5.4 (a), data is stored as an electric charge on
the gate capacitance of a storage transistor. Cross-coupling of the bit lines facilitates
higher storage charges due to the presence of an inversion layer caused by a substantial

gate-to-source voltage V.. thus overcoming problems encountered in earlier designs [38].
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This cross-coupling scheme requires inverted values on the bit and bit lines during a write
operation.

A “write -~ operation involves driving both bit lines to 0 during a write operation:
this action results in no charge being stored on either transistor. In effect. such a cell
stores no value and the AfL line is truly isolated at that location. The ability of storing
no value is indigenous solely to dyvnamic cells. in contrast to static ones which always
hold some value.

Compare operations are performed by first pre-charging both bit/bit lines then the
match line /L. and finally driving the bit/bit lines to values reflecting the search key in a
non-inverted manner. A mismatch will discharge ML through the bit line set to 0. Unlike
in their static counterparts, ‘compare -’ operations in dynamic CAM cells entail keeping
the bit lines at 1. thus preventing AL from discharging.

The above-mentioned design is limited by the physical dimensions of the storage tran-
sistors in the circuit, since charge stored on the gate of a transistor is directly proportional
to its size. A minimum storage capacitance of 30 fF is required in order to preserve data
integrity from alpha-particle-induced soft errors. Capacitances of this magnitude are
difficult to obtain in transistors developed using sub-micron processes. In the circuit
presented in Fig. 5.4 (b} this issue has been addressed by augmenting the gate capac-
itances of the storage transistors with stacked capacitors, thus facilitating a successful
utilization of a 0.8n process. The capacitors are configured differentially to a reference
voltage 17, equal to half of the supply voltage. The utilization of stacked capacitors as
a means of increasing storage charge is superior to the cross-coupling schema presented
above. Moreover, the absence of cross-coupling makes this design closely related to that
presented by Mundy [38]. The ‘write' and "‘compare’ operations of this dynamic CAM cell
are performed identically to those presented above for Wade’s CAM design, Fig. 5.4 (a),

except that the bit line values need not be inverted during the write operation. The
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approach taken by Yamagata, Fig. 5.4 (b). has the potential to achieve the highest bit

packing density. akin to that of DRAMs. though at the expense of performance.

5.4 Summary

In this chapter we have given an overview of a CAM architecture. We have presented
several different CAM cell designs. both static and dynamic. and commented on their
strengths and weaknesses. It is important to note that although all CAMs will perform
the same operations, the way these operations are implemented varies among cell designs.
For this reason it is reasonable to expect that these cells will exhibit different faulty

behaviors in the presence of similar faults (e.g.. bit-line stuck-at 0).



Chapter 6

Survey of CAM Tests

All memory circuits require extensive testing and CAMs are no exception. Unfortunately.
the literature concerning testing of CAMs is very sparse. Giles and Hunter {19] present
a simple methodology for testing for (cell) stuck-at-faults. A scheme for the detection
of pattern-sensitivity faults along with stuck-at faults has been presented by Mazumder
et al. [34. 33]. A built-in self test (BIST) algorithm called SMARCH [39]. originally
designed for testing embedded RAMs. has been extended by Kornachuk et al. [31] to
testing embedded CAMs. Al-Assadi et al. {4] have proposed a functional fault model for
a CAM architecture: this model is based on a fault model developed for a single cell. This
fault model has been expanded and an appropriate test has been developed by Lin and
Wu [33].

Algorithms reported in {19, 31. 33], are applicable to C AM designs which incorporate
an explicit word addressing scheme of the tvpe found in conventional RAMs. They are
not applicable to designs with implicit entry addressing, such as the design presented by
McAuley and Cotton [36]. The algorithm in [34] uses a special addressing mode which
requires additional design for testability circuitry. The following sections describe these

algorithms.

37
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6.1 Giles and Hunter (1985)

One of the first tests for CAMs was presented by Giles and Hunter [19]: we refer to this
test as T e gy The following eight steps of this test are quoted from [19]; we have re-
labeled the array dimension symbols to be consistent with our notation. where n is the

number of words (rows) and [ is the number of bits per word (columns):

1. Proceeding from top to bottom of the array, write the entry’s position number into

each entry.

[

Then from the bottom up. compare for each number and observe each entry hit.

At this point, the CAM is in a known initial state.
3. Repeat steps (1) and (2) but with the entry numbers complemented.
4. From bottom up. write the entry number into each entry.
5. From top down. compare for each entry number and observe each entry hit.
6. Fill the entire CAM array with 0’s.

. Dol compares walking a 1 through a field of 0’s. Each of these [ compares should

miss.

8. Repeat steps (6) and (7) except fill with 1's. and compare walking a 0 through a

field of 1's.

To illustrate this algorithm we consider a CAM array of four 2-bit words: thus n = 4.
[ = 2. CAM array’s contents and test sequences for each steps is presented in Table G.1.

The authors claim that this test detects all single stuck-at-faults in the CAM array
found in the Motorola MC68851 Paged Memory Management Unit, but give no proof

that this indeed is the case. The transistor circuit for this CAM cell was not provided.
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Table 6.1: Example of test algorithm by Giles and Hunter.
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06 11
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The CAM array described in [19] has a single primary output called HIT 'MISS. which
is a distributed OR of all the match lines. The complexity of this algorithm is 8n + 2.
Certain hardware enhancements aimed at decreasing this complexity have also been

proposed [19]:

e Augmenting the address decoder hardware with a “bulk load™ ability can reduce

the complexity of this algorithm to 6n + 2[ + 2.

e An “all-hit” detector (an AND operation on all match lines) will allow for algorithm

modifications resulting in reduction of its complexity to 2{ + 6.

A detailed analysis of this test is presented in Chapter 9.

6.2 Mazumder et al. (1987)

Mazumder et al. {34] propose a test that can detect pattern-sensitivity faults as well

i
as stuck-at faults. In general. faults are considered to be ‘pattern-sensitive’ if a faulty

behavior of a cell is manifested only when the remaining cells hold specific values. In their
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Figure 6.1: Cell number assignment [34].

analysis. the authors make assumptions about the effect of certain operations on the state

of the accessed memory cells, and define a restricted pattern-sensitive fault model (PSF):

e ‘Write  operations which cause a cell to change state are called ‘transition write’

operations.
e Only "write’ operations may be pattern-sensitive.
e ‘Read’ operations do not alter a cell’s state.

e A base cell together with four additional cells immediately to the ‘north’. “south’.

‘east” and “west’ of it constitute a ‘von Neumann’ neighborhood.

e A PSF occurs when a “transition write  operation to the base cell fails due to a fixed

pattern in the neighborhood.

The testing scheme presented in [34] requires incorporation of special circuitry in the
match sensing periphery that allows simultaneous comparisons of every fifth match line.
This requirement is imposed by partitioning the CCAM array into a "mosaic” of adjacent
von Neumann neighborhoods, which repeats itself every fifth row as shown in Fig. 6.1.
Binary sequences are repeatedly written to the CAM array. in a manner that only one
cell per neighborhood changes state. These binary patterns are established on the basis

of a graph-theoretic analysis and are presented in Table 6.2.
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Table 6.2: Test patterns used in the algorithm by Mazumder et al. {34].
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The algorithm presented by Mazumder et al. [34] is described below: we have re-
labeled the array dimension variables to be consistent with our notation. where n is the

number of words (rows) and [ is the number of bits per word (columns):
L. WTrite O into every cell of CAM.

2. Do [ compares walking a 1 through a field of 0's. (This is identical to steps 6 and

7 in the Giles and Hunter algorithm.)

Load the first of 32 patterns into the array!.

[V

4. A search for the loaded pattern should result in n mod 3 matches.

5. If the 21st pattern has been loaded (all 1's), do ! compares walking a 0 through a

field of 1's.

6. Load the next pattern. Repeat the previous two steps until all 32 patterns have

been used.

This algorithm has a computational complexity of 33n + 2/ + 160. As stated in {34],

this complexity of this algorithm can be reduced to 2!/ + 325 by implementing changes

"Thi~ i~ actually done five times, every tifth hne. See [34] for details.
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proposed by Giles and Hunter [19] to the decoder circuitry.

This test imposes extra requirements on the addressing scheme which are not available
in most C'AMs. Also. the test’s correctness is based on the assumption that ‘read’ oper-
ations do not affect the state of a cell: in the next chapter we show that this assumption
is violated by some possible faults in our circuit-based fault model. For these reasons we

exclude this test from further consideration.

6.3 Kornachuk et al. (1994)

The test presented by Kornachuk et al. [31] is a built-in self test (BIST) for embedded
CAMs that use the cell of Fig. 5.3. We refer to this test as T¢_gys It is an adaptation
of the SMARCH test. of length 24nl, originally developed for testing embedded SRAMs
{39]. SMARCH has been shown to detect stuck-at and coupling faults. In fact, SMARCH
is a serialized version of the *March C-’ test {20]. The serialization was done in order to
utilize a scan-path circuit of the embedded SRAM.

The SMARCH test consists of six steps (elements) [39]. We have re-labeled the array
dimension symbols to be consistent with the notation used in this thesis. where i and
J are row and column indices, respectively. The memory array consists of n rows and [

columns. An r),”' denotes a ‘read’ of the cell (i.) expecting a 0 as output. An u'”'

denotes a "write 0" to the cell (7, j). Operations r‘li"i’ and w‘li‘j' are similarly defined. The
superscript ( )'/=1"~" indicates [ column-wise repetitions, starting from left to right. The
reader should be familiar with [31. 39].

The ‘compare’ operations are implied. and performed simultaneously with every ‘read’
and “write’ operation. Since multiple matches can be expected, a priority encoder is used

to produce the highest address where a match was obtained.

. VE ) A d by (l~1 )= —1)—
1. FOR address i = 1 to n: (r_'”w‘,” yU-b ”(r",""w,(,"")” 1)—0
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{this step initializes the CAM with 0’s }

to

- ) gy (=1 — (i (1) ~—
. FOR address i = 1 to n: (r,” w"y-01—" (p]"7 ey yi-11—0

{ read 0's and replace with 1’s}

3. FOR address i = 1 to n: ("‘1'.1’u"(".j))‘l-l"_’" r‘t.x.J)w:'l.Jl)(l—lt—-u
{ read 1's and replace with 0's}
4. FOR address i = n to 1: (r\"” ’w(l""')”‘”“'” (ri" |- n=0

{ read 0’s and replace with 1's}

5. FOR address i = n to 1:

I SR N RNy S SURRTRDEN E I S £ 1 Rl S Ry
(rl w,, ) (I‘” w,, )¢

{ read 1's and replace with 0s}

. ; P G (=1 — (i), G —1)—
6. FOR address i = n to 1: (r) 7 w!/")yU=-11—0 (pli2hy,(1ohyd—1)—0
{only the first read is important. Final state is selectable.}
The subscript *~" indicates an arbitrary binary value read during the initialization

step of the test. (Note that these ‘read’ and "write’ operations are applied to individual
cells.)

The adaptation of the SMARCH test to the CAM circuit was possible due to the dual-
port nature of this particular CAM design. where one set of differential lines (bit/ bit)
is used only for the ‘read’ and ‘write’ operations, and a second set of differential lines
{cbl cbl) is dedicated solely to the *compare’ operations. Table 6.3 illustrates the execution
of the second march element for the CAM BIST for a 3 - 3 sample CAM; after the first
march element. all cells are 0. During T(_gys. "compare’ operations occur in the same

clock cycle as the ‘read’ and ‘write’ operations and thus are perceived to be executed
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i

Table 6.3: CAM BIST March Element {31].

i SNkewn CADM Inpnes Coe- Contents Serial Data | Compare Resules

I Operation Do D1 D2 Wordo | Wod 1| Werd 2 Oue | Du D1 D2t Courer

CWord o Addressed

I Resul aa 0 00 oo " | Miss

f Write- 100 100 N (K " Hie Word 0

Resd 110 100 () | O 0 Mis=

1 Write 110 110 (M) T 0 Hit Word ©

E Rezned 111 110 [ T 0 Miss

i Write: 111 111 (0 Q00 0 Hie Word o

| Reanel 111 111 ) O 1 Hit Word 0

f Write 111 111 000 UL 1 Hice Worel 00

P Word T Adldressed

i Rendd 100 111 OO N o Miss

E Write- 1o0 111 100 Q6 i Hit Wil 1

| Read 110 111 100 T " Miss

| Write 110 111 110 000 O Hit Word |

| Re-nd 111 111 110 000 0 | Hit Word 0
Write 111 111 111 O 0 Hit Word 0.1

i Reed 111 111 111 Oy 1 Hit Word 0.1

U Wrice 111 111 111 Oy 1 Hit Wol 0.1

P Ward 2 Addressed

I Read 100 11t 111 oo " Miss

| Wriee 1o 111 111 100 T Hit Wordd 2

P Rend 110 111 111 100 0 ! Miss

! Wrire ! 110 11 111 110 o Hit Wil 2

I Read ! 111 111 111 110 0 Hit Word 0.1

| Write 111 11 111 111 0 Hit Word 012 |

. Read 111 111 111 111 1 Hit Word 0.1.2

I Wriee 111 111 111 11| 1 | Hit Wonlo12 |

in parallel. To be precise. ‘compare’ operations are indeed performed concurrently with
the ‘read’ operations. but they occur immediately after the completion of the ‘write’
operations: thus the newly stored value is the subject of the comparison. Since these
operations are performed in parallel. the length of T _g s remains 24nl. although twice

as many operations are actually executed. A detailed analysis of this test is presented in

Chapter 9.
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6.4 Al-Assadi et al. (1994)

So far. the fault coverage of testing algorithms has been established on the basis of fault

models originally created for random-access memories. Al-Assadi et al. (4] produced a

fault model of a CAM cell by performing a study of possible faults that may occur in the

static, nine-transistor CMOS CAM cell circuit depicted in Fig. 5.2(a).

The behavior of a faulty CAM cell, under a single fault assumption, has been defined

as follows [4}:

[\

. The cell’s state is determined by the logic value of the node S.

The cell is always matched if the match operation always yields Bl = 0 regardless

of the cell’s state.

The cell is always mismatched if the match operation always vields B = 1 regard-

less of the cell’s state.

. The cell is partly matched if the match operation always yields BAf = 1 when S = .

and BA = 0 when S = T regardless of the search key.

The cell is conditionally matched if the match operation yields proper result when

S = r. but not for S =7F.

Some faults may cause spontaneous changes of the cell’s state, resulting in improper

match results. Such behavior is referred to as compler indeterminate.

A summary of faults and corresponding behaviors is listed in Table 6.4 and Table 6.5.

The impact of all possible faults has been mapped onto the state of the match line

resulting in a description of a functional fault model of a CAM cell. This fault model is

presented in Table 6.6. It was also established that many faults in the peripheral circuitry
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Table 6.4: Behavior of the CAM cell under storage cell faults [4].
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TS stueck-open N N K N conditional mateh-1
TC ~tuck-an N N b ” cell always minteled
TG =tuck-open N " N conditienal mateh-1

\ IOperRatlon IS proper

UDope ration IS ipreper
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Table 6.5: Faults in the comparison logic of a CAM cell [4]

1.

r

U Frule in stornse ol Write [ Matel Etfet oou CAM
0 ] 1 0 1 (elarinsg o maeeh operstieon)

Shoct:int — BA N v B coteditional niateli- 1
Short:bit — BAT N N coneditional mateh-0
Short:S — it ! - e complex/inde-terinate
Shuat:S — bit nho H ! complex;/ indeteninat.-
Shore:5 — BAf v \ s = partiad match-1
Shore:S — BM N v s s partinl match-0

; Shore:bit — ML N Vv ¥ complex/indeteminate
Shore: V. — ML ! v ” 7 coll always mismateled
Shure:V,. - BAI * N2 N cell nlways matehied
T7 sevck-on NG Vv T cotditicnnl mateh-1
T7 stuck-apen v v s ] o= conditional matel-o

i T8 stuck-cn v v v conditional natel-0

i TS stuck-open N v = < eonditional mateh-1
T stueck-on v NG * K eell alwnys mismatelred
TO stick-opren v N A cell always matehed

=: CAM state Jdependene

can be mapped to equivalent faults in the CAM array.

The study presented by Al-Assadi et al. {4] is not without flaws. In Table 6.4. for
example. a ‘match 0’ operation in the presence of the ‘T1 stuck-on” fault is reported as
proper. We will show that this is not the case.

Suppose that the initial state of the cell is S = 1. When transistor T'l is ‘stuck-on’ the
cell is always affected by the state of the bit line. At the beginning of a *‘match 0" operation
both bit lines must be grounded to allow for a match line pre-charge. As a result of a
arounded bit line. § becomes 0 and transistor T8 stops conducting. Although bit line
is raised high to represent a 0 during the comparison process, the B line remains low
and. consequently, AL is not discharged. In effect, the operation produces an erroneous
result. To further support this argument, the listing for the symmetric *T6 stuck-on’ fault

in Table 6.4 correctly states that both ‘match 0" and ‘match 1’ are improper.
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Table 6.6: Functional fault model for the CAM cell [4].

!l Funetional faanle in storsose ool “ Etfoet oon CAM J
contpled it & eonpled it eell always matehed
<hort between Voo amd it o bt coll alwnys matehed
conpling tuvelving word line wieh
bLit line o with node § condittonn] mnteh-1
conphing involving word line with
Iat linee or with mode § conditionad match-o0
word unaecessible CAM sun-x
wotd always aecessible eell always mntefed
conpling involving bt & it coll always misimatehed
sn-l conditional mateh-1
sa=t) conditional nateh-o
stirck-on open in XOR Loagie conditionad mateh
bit-tuaeeh transistor stuck-open cell slwnys mncelied
bBit-mateh tranststor stuck-on cell always misinntelied
shorts between bit. bt and BM conditional wateh
shorts between modes § & 5 and BAM partial macch

More flaws can be found in Table 6.5. For example. in the presence of the fault
‘Short:1.. — BAI a ‘match 0’ operation is reported as proper. However, when the state of
the cell is $ = 1 this operation will result in an erroneous match. This fact is confirmed
by a comment in [4].

The results presented in [4] are the first systematic fault analysis of a single-port
CAMI. They indicate that the effects of defects found in a CAM cell can be detected by

improper ‘compare’ operations. Unfortunately. this work is plagued with typographical

errors. hence the detailed results require careful re-evaluation.

6.5 Lin and Wu (1998)

Lin and Wu [33] continue the work of Al-Assadi et al. [4] described in the previous section.

They expand the fault model for the cell in Fig. 5.2(a) to include faults that affect valid
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bits. set by the "write’ operations and reset by special ‘erase’ operations. These bits
indicate which words should be included in ‘compare” operations. and are used in many

CAM designs. The additional CAM-specific faults are:

1. The stuck-valid fault. caused when a word’s valid bit is always set.

(1M

. The stuck-invalid fault, caused when a word’s valid bit can never be set.

3. The cross-match fault, caused by a short between bit and bit which belong to two

neighboring cells of the same word.

The always matched and always mismatched faults have been renamed as stuck matched
and stuck mismatched faults. respectively.

Lin and Wu also introduce the T¢ y5r test. of length 9n + 5/, that detects all faults in
their model. The T 4ar test consists of five steps (march elements). We have re-labeled

the array dimension symbols to be consistent with the notation used in this thesis.

_ 1 1l 1—1 11—t
Tcanr = (u"u.,_n) [C-J"'I-"I.I lclu_'~“"l} [CHJ—'U)"JJ

.
1

(U-"l,_,lcl...l u\',._.‘,) °

y + -
(w! )He =g 0=t

(6{)1[0 LW 1—/}1—1

' ' 1
(w:;.._ncﬂ...ﬂwll...1 )=

where (w}, )} denotes the writing of all-0 words in order either from n to 1 or from 1
ton. -7710 /=7 is the l-bit word with 0 in position j and - in every other position, the
SV [ )t fi- ) i ds of ti

svmbol [¢ . ;-1 .-, represents a sequence of ! ‘compare’ operations to words of the

4

form 4710 .!~/, where j varies from 1 to [, and e is the ‘erase’ operation. The remaining
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symbols are similarly defined.

This work has several shortcomings.

e Faults associated with the transistors that comprise the cross-coupled inverters in

Fig. 5.2(a) are not considered.

e Shorts between bit and GND or between s and bit do not constitute a stuck-matched
fault. By definition of a stuck-matched fault. the resuit of a ‘compare’ operation is

an unconditional match regardless of the state of the cell.

When a short between bit and GND exists. a 6-transistor CMOS storage element
can be in either of the two stable states at power-up. A ‘write 0’ works correctly.
However, a ‘write 1° operation causes the cell to become metastable: hence the out-
put is not reliable. Since the resolution of the metastable state is non-deterministic.
there is no guarantee that the cell will not end up in state 1 again. When the faulty
cell is in state 1, a ‘compare 0’ results in a mismatch. and a ‘compare 1" results in
a match. Only in state 0. all ‘compare’ operations result in a match. Analogous

argument applies to the bit-GND fault and the “write 0" operation.

If a short between s and b1t exists and the cell is in state 0, then 5 = 1 and T3 is on.
During a ‘compare 1. after the match line is floated-high, the bit line becomes high.
causing T; to conduct. This event will also cause the cell to change its state to 1.
However. this change of state will be slower than that during a "write 1’ operation.
Since not until § becomes 0. will T3 stop conducting. there is no guarantee that the

match line will not discharge sufficiently to be interpreted as a mismatch,

In view of these inconsistencies. the validity of the fault model presented requires re-

examination.
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6.6 Summary

We have described three tests developed explicitly for CAMs. The fault models used
for these tests are often not sufficient to describe various faults indigenous to CAMs.
Al-Assadi et al. [4] were first to develop a fault model specifically for a CAM. Lin and
Wu {33} expanded on that work, defined additional faults and designed a test for their
fault model. Yet their fault model is still inadequate. and some of the fault analysis is
flawed. Moreover. this fault model pertains only to single-port CAMs. Due to the variety
of CAM cell designs a more general approach is necessary, one that can establish fault

models that reflect defects that occur in a given CAM cell design.
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CAM Model

In this chapter we present behavioral models for a fault-free CAM cell. input stuck-at.
state stuck-at. transistor stuck-{on/open) and bridging faults. These fault models have
been developed under the single fault assumption. The first four fault models have been
previously reported [47. 48]. We have developed these cell-specific fault models based on a
transistor circuit of a static CMOS CAMI cell. shown in Fig. 7.1. that is utilized by Nortel
Corporation in their telecommunication ASICs and previously described in Chapter 5.

The circuit of this cell can be divided on the basis of its functionality into a storage
section and a comparison section.

The storage section has two cross-coupled CMOS inverters (T} - T,), differential bit
lines (bit:bit) used for reading and writing data into a column of cells, and a word select
line (1W°L) that enables these operations in a row of cells via transistors T; and Tg. In
a quiescent state WL is driven low. the bit/bit lines are driven high and the cell stores
either 0 or 1. During a ‘write 1’ or a "write 0" operation. the bit/bit lines are driven to
a true; complementary representation of the desired bit value. Raising and then lowering
II'L stores the bit in the cell. Changes of the cell’s state (e.g. during a ‘write 1° when

s = 0) are a result of the dominant influence of stronger pull-down transistors. Weaker

52
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Figure 7.1: Dual-port static CAM cell with dedicated compare lines.

pull-up transistors maintain quiescent states of the cell. The ‘write -~ operation preserves
the state of the cell. This operation can be implemented in two ways. One implementation
requires both of the bit/bit lines to be driven high: proper margining of transistors T
- T, assures the preservation of the cell’s state. The other implementation is exactly
like a ‘read’ operation described below. except that any output is disregarded. We have
analyzed the former implementation. and drawn conclusions on the latter by studying
the ‘read’ operation itself.

A ‘read’ operation is done by isolating both bit/bit lines, and then raising I¥L. thus
causing one of the bit, bit lines to discharge. The voltage differential between the bit/ bit
lines is detected giving the cell’s content.

The comparison section consists of transistors T5, Ts and Ty, the differential compare
bit lines (cbl cbl) for matching operations, and the match line (ML). In a quiescent state
cbl cbl are driven low. AL is driven high and either T; or Tg conducts. depending on the
state of the cell. During a ‘compare’ operation ML is first isolated. Next. cbl/cbl are
driven according to the desired search key. If a mismatch occurs. transistor T5 is forced

to conduct. thus discharging AfL. In the case of a ‘compare - operation. both of cbl, cbl
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Figure 7.2: Two neighboring CAM cells.

remain low. resulting in an unconditional match.

Altogether seven operations can be performed on this cell: ‘read’. ‘write 0°. "write 1",
‘write - ', ‘compare 0'. ‘compare 1° and ‘compare

In this chapter we also consider two adjacent CAM cells, that comprise a part of a
single memory word. as depicted in Fig. 7.2. Since the two neighboring cells share the
WL and ML lines. only the same type of operation can be performed on both cells at
any time. i.e. ‘read’. *write’, or ‘compare’. Hence nineteen operations are possible on two

cells: a ‘read’ operation. which returns a 00. 01. 10 or 11. ‘write 00", “write 01", *write 0 - ",

‘write 107, "write 11°, *‘write 1 - ’, ‘write - 0’, *write - 1’ ‘write - -’, ‘compare 00’. ‘com-
pare 01", ‘compare 0 - . ‘compare 10°'. ‘compare 11°, ‘compare 1 - ’. ‘compare -0’. ‘com-
pare -1, ‘compare - -’. The output generated by ‘compare’ operations, i.e.. the ML,

will indicate a match only if both cells store values that are compatible with the search

kev.
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7.1 Fault-free Cell

Since no clock signal is supplied to individual cells. a single CAM cell can be viewed as
an asynchronous sequential circuit. whose behavior can be modeled by the block diagram

of Fig. 7.3.

-~
~
<

(S

-~
ur - . -

- - i
m rn

-
>
>~
-

Figure 7.3: Model of the CAM cell of Fig. 7.1.

7.1.1 Event-Sequence Model

Since bit bit lines and ML are used for both input and output in the circuit. they are
represented by separate variables in the model. For brevity we use b. b. w. etc.. for bit/bit.
IW'L. etc. Now. b. b and m are inputs, and b. 5. and 7 are outputs. Although WL and
cbl, ¢bl are not usually meant to provide any output, monitoring the state of these lines. if
possible. might improve the CAM’s testability. For this reason. we generalize our model
to include these lines; w, c. & for input, and &@. €. € for output.

The total state of the cell is defined by the values present on the input and output

lines of the cell. and by its internal state s. It is represented by the 13-tuple:

o)

Cr = (w,b,b.c.é&.m.s.@w.b b2 .m).

However, it turns out that in the correct cell, as well as in the presence of the considered
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faults. the output values are identical to those of the inputs: hence. we omit them for

simplicity. The “reduced” total state is symbolically represented by
C =whbbcém-s.

where the input variables have been separated by spaces to show their functional separa-
tion and the symbol - has been inserted to separate the input variables from the internal
state.

The domain of each variable in state C is the set ¥ = {0.1,0.1}. The values 0 and
| represent lines driven to the logic values 0 and 1 respectively. while 0 and 1 denote
lines that were first discharged and then isolated (floated low) or pre-charged and then
isolated (floated high). The CAM cell has two possible initial states: ¢ =011 00 1-0
and " =011001-1.

The behavior of a cell is represented by sequences of events that take place during the
seven operations. Table 7.1 lists events that occur during these operations. By events
we mean changes in the value of the total state C'. The occurrences of these events are
ordered from top to bottom. Note that. for every operation. the top and bottom entries

in each column are initial states.

Example: "Write 0" operation from state 1.
Initial state of the cell: 011 00 1-1. First, b is lowered: 0 01 00 1 -1. Then w
is raised: 1 01 00 1 -1. As a result, the state s changes: 1 01 00 0-0. Next, w is

lowered: 0 01 00 0 - 0. Finally. both b and b are raised: 0 11 00 0 - 0.

It should be noted that the analyses presented in Table 7.1 are done under the as-
sumption that operations occur one at a time. However, ‘compare’ operations utilize a

separate set of differential lines and thus some concurrent executions are feasible. For
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Table 7.1: Read. write and compare operations in a fault-free C AM cell.

Rend --[»v'l’.'l.tit BTN
(= = O} ta =1}
D¢'>-'l'i|,ti- ' | e W oo - e Iy e 1=
intenl state G 11 i 1.0 11l o0 1-1
Honst b/h o 11 00 10 a1l oo t-1
raise ur 111 oo 1.0 11ioot-1
Lo b dischnrses! 1 0L 0o to 1 looo 11
read b/b & lower w | 00l oo 1o | oidoo -]
rase b/D O 11 00 1.0 0110011
i Write operations }
! : {= = U} te= 11 }
- 1, 1y LI 1wy "y ",
! Deseription 1w b s gni-e rr By e 1n1-2 1w Wy oo tpp-a wr by vves 1ny -2 re By oo qpom w bl e pp-a
M initial state 011 00 1.0 011 00y 1-00 911 00 14 01160 1-1 Hi1toul-1 o1l on 1-1
! set b1 O 01 a6 1.0 O 1000 1-0 [ERSEIIE ] 0Ol o0 1-1 100011 0llonl-1
radse e 1 01 0010 1 1000 1-0 11lun .0 1 0vioo1-1 1 1011 1 1lool-1
11w ~tigte- 1 05 0y 1.0 11lono1-1 1110010 1 ol o 1. 1 10rimr 1-1 111001-1
lower w 00l 0o 10 01000 1-1 (1l a0 10 Ol o 1.0 0100011 0110011
roase hib 01100140 011 a0 1-1 O11001.0 tr 1l oo 1o ll1ool-1 7 ollool-l ;
X Coanpare operations !
; fe =10 ix=1)
| - - - . = ,._
Deseription IO I O T 1w b e tnex wr D e - w bl e 1002 ter by o1 1a- = w by e ppren
mtinl stk 0110010 011 vo 1.0 TR IR ED 011 00 1-1 011 0011 Ollonl-1
Hount 1 01100 1-0 011 00 1-0 il oo 1.0 0110011 01100 1-1 il oo 1-1
et olltorio| olllolo | olltvoio | o11o11i-1 OIl10i-1 ] ollooia
Coan diseharges TSRS 011 10 0.0 O 110010 0110l ol W1l 1001 il oo 1-1
Uopend mo& meamd oo 01100 1.0 011000 | oltuoio b o1 o001 1100 1-1 TRSRTIR NI
} riaise i ll ool | G 1L v 10 i o111 0010 | 01l ool-1 1l o0n]-1 Ol oo 1-1

example, a ‘compare’ operation can be performed in parallel with a ‘read’ operation.
but it cannot be performed until a “write’ operation is completed. Modeling concurrent
operations is an open research topic.

For bridging faults, we create a model for the two neighboring cells. We represent
two neighboring cells of Fig. 7.2 as the block diagram of Fig. 7.4. where. for notational
simplicity. input lines &', &', ¢’. & denote input lines of cell j + 1. and b. b, c. ¢ denote

those of cell j. Output lines are similarly represented. The total state of the two cells is

'"There is s connection from b to Vi when < = 0 aud from b ro Vi when = 1. Bur thi~ counection
i~ throusl a weak petransistor and an n-trapsistor, and drivers for the bib are noe ssed. Henee, we still

represeut these cases as Hoating vidues.
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formally represented by the 22-tuple:

)

Sl
Sl
o)
an
3

Cr=(w.b.b.c..b.bcécm.s.s.¢.b.b.2 7.
but for notational simplicity. we represent it symbolically as
plicity p \
C=wbb & b.bcém-S.

where the input variables have been separated by spaces for readability. and the - has

been inserted to separate the input variables from the internal state S = s'.s .

l', ,I’ II’ l‘l o ’l ’I «
r v vy r v vy

ur - , . - l‘l:

5 = X .~ _~

m " =
TY v Y v v
AR A T hob 7

Figure 7.4: Model of two neighboring CAM cells.

A fault-free pair of cells has four possible initial states: 0 11 00 11 00 1 - Q0.
01100 11001-01.01100 11001-10.0 1100 1100 1-11. The behavior of
these cells is also represented by sequences of events that take place during the nineteen
operations.

We recognize that at this level of detail, where any input can be controlled and any
output observed. testing is a trivial process. It would suffice to compare the state of
each line with its expected value: any disagreement would signify a presence of a fault.
Unfortunately. this detail of monitoring is not feasible in any real circuit and. thus. a

more abstract CAM cell model is necessary.
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7.1.2 FSM Model

Most testing algorithms utilize sequences of ‘read’, ‘write’ and ‘compare’ operations as
input. and observe the resulting output. Accordingly. we introduce an FSM model of a
CAM cell. This model is derived from the event-sequence model of Section 7.1.1.

\We represent the behavior of a fault-free CAM cell as a simplified block diagram.

which is shown in Figure 7.5(a).

co/loeg /001 ISTEL LTI SE AR |

TN -~

Y uy A

r/0° — il

I - ~ - gy . ‘ HYy ‘

N S -

ZETITAN wy L,
(a) (b)

Figure 7.5: (a) Simplified behavioral model (b) Behavior of a fault-free cell.

The input = of this FSM comprises all seven operations of a CAM cell. and the output
y comprises the responses to these operations without regard to the output’s origin. i.e..
the bit./bit lines or ML. State s represents the value stored by the cell. Formally. a

fault-free C'AM cell is a Mealy automaton

M =(Q.X.Y.8.)).

where Q = {0.1} is the set of states, X = {r.w,. wy.w..cy.cy.c.} is the set of input
symbols. ¥ = {0, 1, $} is the set of output symbols, where $ is a formal symbol denoting
lack of output during "write’ operations. and the transition function é and the output

function A\ are defined by

0, ifr = w,,.
8(q.z) = 1, if r = wy.

gq. otherwise
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and

g. ifr=r.
1. ifr=c,and g =p.
Alg.z) =1 0. ifr = ¢, and ¢ = p.

l. ife=c..

$, otherwise.

\

This automaton is depicted in Figure 7.5(b), where the symbol $ has been omitted for

clarity.

Example: For "write 17 in state 0. §(0.w;) = 1 and A(0.w;) = $. For ‘compare L’ in

state 0, §(0.c;) = 0 and X(0.¢;) = 0.

In a faulty CAM cell FSM. the faulty set of states Q' is Q U {/} and the faulty
set of vutput symbols ¥’ is Y 1 {I}. State I can be interpreted in two ways. From
an “asynchronous” point of view it represents a temporary, metastable state, where the
cell holds some indeterminate logic value. This interpretation is important due to the
possibility of simultaneous operations in this type of CAM. From the “synchronous™
perspective it represents the loss of information regarding the current state of the cell
due to the non-deterministic resolution of a metastable state. In either case. state [ is not
considered as an initial state. Output symbol [ stands for an intermediate logic value,
which is caused in a faulty CMOS circuit when both pull-up and pull-down transistors

simultaneously conduct.

7.2 Input Stuck-at Faults

Input stuck-at faults are all stuck-at-0 and stuck-at-1 faults that appear on input lines
of a memory cell. Accordingly, we define the input stuck-at fault model to comprise

these faults. under the single fault assumption. In order to model input stuck-at faults,
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their effect on the internal operation of the cell had to be determined. An event-sequence
behavioral analysis has been performed for every input stuck-at fault: these analyses have
been reported in [48] are presented in Appendix A.1.1. Subsequently. FSM models for
each of these faults have been developed. The resulting faulty ("4l cells are presented

in Figs. 7.6 and 7.7. where incorrect operations and outputs are in boldface.

Table 7.2: A "write 0" operation in a correct and faulty CAM cell.

Write O operation s = 1)
Curreet Desug-02
Deseripption e bl oo - w by e qrien
mnttial stite G 11 iy 1.1 010t 1-1
seit b/l 0ol (1.1 000 0o 1-1
raadse ur 1 01 00 1-1 100 00 1-1
oW Stihate 101 0utl0 100 vo 1.1
lower O] 00 1-0 000 oo 11
raise b 011 o010 N 10 v 1.0|1

Example: “WTite 0’ from state 1 in a correct cell and in the presence of the b-sa-0 fault.
Initial state: 0 11 00 1 -1 (correct). 0 10 00 1 -1 (faulty). First. b is lowered:
001001-1(correct), 0 00 00 1-1 (faulty). Then w is raised: 1 01 00 1-1 (correct).
1 00 00 1 -1 (faulty). In the correct cell s changes: 1 01 00 1 - 0. Since in the
faulty cell both b and b are low. s becomes indeterminate: 1 00 00 1 - I. Next, w is
lowered: 0 01 00 1-0 (correct). 0 00 00 1-I (faulty). Finally, both b and b are raised:
011 00 1-0 (correct), 0 10 00 1 -0{1 (faulty), and in the faulty cell s eventually

becomes either 0 or 1. This sequence is summarized in Table 7.2.

From the event-sequence model we construct an FSM. In the presence of this fault.
only operations w,, w. and r are incorrect, all others are correct: hence we get

Fig. 7.6(c).

As the example indicates the b-sa-0 and b-sa-0 faults increase the state set Q by the

“indeterminate” state /.
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Figure 7.6: FSM models for faults: (a) b-sa-0. (b) b-sa-1. (c) b-sa-0. (d) b-sa-1. (&) w-sa-0.

For the two implementations of the "write -’ operation. described at the beginning
of this chapter, the reader may verify that in the presence of input stuck-at faults both
‘read’ and ‘write - " operations affect the cell in a similar manner (when the output is
ignored). The FSM model presented here is, therefore, appropriate regardless of how the
‘write - ' operation has been implemented.

The comparison of each of the faulty machines to the fault-free CAM cell has led to
the derivation of simple tests for each fault. We refer to the shortest tests that detect a
particular fault in a single cell as elementary tests: these tests are essential to the detection

of the associated faults. Table 7.3 lists all the shortest tests that end in either a ‘compare’
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Figure 7.7: FSM models for faults: (a) c-sa-0, (b) c-sa-1. (c) é-sa-0. (d) é-sa-1. (e) m-sa-0.
(f) m-sa-1.

or a ‘read’ operation. These tests have been generated by the OBSERVER® program for all
input stuck-at faults except the w-sa-I fault. We refer to the faults that are detectable
in a single cell as independently testable. The use of w. and ‘compare’ operations rather
than ‘read” operations for the purpose of propagating faulty responses is dictated by the
unreliable output of the ‘read’ operation for four faults related to the storage section of
the cell: b-sa-1. b-sa-1, w-sa-0 and w-sa-1. In the last example a ww. forces the faulty
cell to state 1, whereas a good cell would be in state 0. A w,, alone is not enough to force
the faulty cell to the erroneous state.

The w-se-1I fault automaton is identical to that of the fault-free CAM cell: therefore.

FOpsERVER Is a progan for diagnosing and testing sequential machines. It is based on the theory
developed in [10] aud wies wiitten ar the University of Waterloo by C.-J. Shi: additional featiwes were
later added by P. Kwiatkow=ki and P. R. Sidorowicz.
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Table 7.3: Summary of input stuck-at faults.
[ Fault i Test Sequenee | Fanlty Response | Fande-Froe Response |
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no test exists for a single cell. Consequently. this is the only input stuck-at fault that is
not independently testable. However. this fault is detectable in conjunction with other

words. and will be considered in Chapter 8.

7.3 State Stuck-at Faults

State stuck-at faults are stuck-at-0 and stuck-at-1 faults of nodes s and § in Fig. 7.1.
Accordingly. we define the state stuck-at fault model to comprise these faults. under
the single fault assumption. State stuck-at faults are often referred to in the literature

as cell stuck-at faults. An event-sequence behavioral analysis has been performed for
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every state stuck-at fault; these analyses have been reported in [48] and are presented in

Appendix A.1.2.

Example: ‘Write 1’ from state 0 in a correct cell and in the presence of the s-sa-0 fault.
Initial state: 0 11 00 1 - 0. First. b is lowered: 0 10 00 1 -0. Then w is raised:
1 1000 1-0. In the correct cell s changes: 1 10 00 1 - 1. In the faulty cell. this
transition does not occur: 1 10 00 1-0. Next. w is lowered: 0 10 00 1 - 1 (correct).
0 10 00 1 -0 (faulty). Finally, both b and b are raised: 0 11 00 1 -1 (correct).

011001 -0 (faulty).

FSM models for all the state stuck-at faults have been constructed. as shown in Fig. 7.9.

The model associated with this example is shown in Fig. 7.8.

“uil "’24 /1 "'/),f_'\’l “./1 Lo (O ]
q ury § ‘ :
e — T o~
ri - ril rin @
= R (:2: Ry
R Y a N
Vo -

LT TN ey ey Wy L1

(a) (b)

Figure 7.8: Cell behavior: (a) correct. (b) s-sa-0.

IS GRETIVA T IRERA § o /O e e
8 -
RN
r/ua '® @: r/1
TN N
ey . Wy . Wo.nyg.u.
(a) (b)

Figure 7.9: FSM models for faults: (a) s-sa-0 and §-sa-1, (b} s-sa-1 and $-sa-0.

One important characteristic of state stuck-at faults is that. although the cell can only
be in one state, ‘compare’ and ‘read’ operations in that state generate determinate and

correct output. We have generated elementary tests for every state stuck-at fault, using
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the OBSERVER program. We have determined that. in a single cell. every state stuck-at
fault can be detected by tests of length 2. Examples of elementary tests for these faults

in our fault model are shown in Table 7.4

Table 7.4: Summary of state stuck-at faults.
{ Faule || Test Sequence | Fanlty Respeonse | Fanlt-Free Response |
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7.4 Transistor On/Open Faults

Transistor faults constitute an important class of faults that occur in static memory cells.
They are a result of defects that render transistors inoperable. in the sense that these
transistors either always conduct or never conduct. These two types of transistor faults
are known as stuck-on and stuck-open faults. respectively. Depending on the location of
the faulty transistor. such faults may cause spontaneous changes of the cell’s state that
are slow enough not to be detected by typical testing algorithms and thus are classified
as data retention faults. Transistor stuck-on faults are more readily testable. as they
result in an increase in the quiescent supply current Ipp(,; hence they are detectable by
parametric tests. This is not the case with transistor stuck-open faults: several testing
methods for transistor stuck-open faults in SRAMs have been proposed [20, 37]. The
transistor fault model comprises all the transistor stuck-on and stuck-open faults of the
CAM cell. under the single fault assumption. An event-sequence behavioral analysis has
been performed for every transistor fault; these analyses have been reported in [47] and

are presented in Appendix A.1.3.
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Table 7.5: A ‘compare 1’ operation in a correct and faulty CAM cell.

Compare 1 operation (« = 1)
‘ C--rr---'t T.’"'“
Deseription | o B e rnes e bl eve gni-e
titinl state Pty 114w 1-1 11 o011
Houret o 11 oul-1 Il ool
st e ENIRS B UBE oIl 1011
i disehinrges i 01110 i-1 1l 100-1
rend m & ogroamed o/ | nirool-l 11 0001
Cistse 1 P otiooi 0110011

Example: "Compare 1’ from state 1 in a correct cell (Fig. 7.1) and in the presence of
the T--on fault. Initial state: 0 11 00 1 - 1. First. m is floated: 0 11 00 1 - 1.
Note that both transistors T- and Tg in the faulty cell are on. Then c¢ is raised:
011 10 1-1. Since in the correct cell T- is off. Ty does not conduct and m remains
floating: 0 11 10 i-1. In the faulty cell, the conducting transistors I; and Tg act
like a voltage divider. and hence, the voltage on the gate of T, will rise high enough
to discharge m: 0 11 10 - 1. Next. c is lowered: 0 11 00 1-1 (correct). 0 11000 -1
(faulty). Finally. m is raised: 0 11 00 1 - 1. These sequences are summarized in

Table 7.5.

FSM inodels for all transistor faults have been constructed. as shown in Figs. 7.11 and 7.12.

The model associated with this example is shown in Fig. 7.10.

coloeg 00001 cofOiey;Loe /1 co/0.¢¢/.c. /0 o /0.y /000,71
o~ L~ L o~
; "y ) . "y ’
W ‘\‘br 1 0 /\2 D ol 1
re0 ®’ r/ r/ \‘®’ oy
e ~—— T ~ : .\ ——— i ~.
B ‘ try J ‘ ; \ uny ‘
- - ~_ ~
we. e, wry L, wry. 1, wy .,
(a) (b)

Figure 7.10: Cell behavior: (a) correct, (b} ITs-on.
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As expected. faults affecting transistors T1-T;. cause data-retention failures. modeled
but the indeterminate state I. Also. stuck-open faults of pass transistors T; and T result
in indeterminate output from ‘read’ operations.

In a single cell, every fault. except T3-on and T;-on. can be detected by tests of length
at most 3. Examples of elementary tests for the reliably testable faults in our fault model
are shown in Table 7.6. The results presented in this table indicate that transistor-open
faults affect a cell’s data retention capabilities are easily detectable by functional tests,
due to the availability of the ‘write -’ operation. However. in order to obtain full fault

coverage with respect to this fault model, parametric tests are necessary.

Table 7.6: Summary of transistor faults.
F:ude !! Terst Seeequregree i Faulty Resproase g Fanlt-Free Reespoootnse !

|

Ty-on l ey ey | ] 1
Ty -open : Uy 1Y, oy (] 1
Ta-on L ey ] 1
To-open uy ey 3] 1
T:.-on Not testabile velinbly, Parnaetvie tese vequired.
| Ti-apen wype e | " i 1
Ti-on Not testable velinbly, Parameerie test vequived.
! Ty-upen Wiyt ey o | 1
; T--on [T 1] 1
U Taevpen ey ety " 1
T o o 1
i T -open UITRTOIRIN o 1
L T:-on wy ey " 1
i Ts-open ey 1 o
Teu-0n Mgy ey o 1
Ta-open ey ey 1 0
' Ta-on ey ey 1} 1
E Toy-apen RN TV AT 11 1o ool
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Figure 7.11: FSM models for faults: (a) T)-on, T-»-open and T3-open. (b) T\-open. T--on

and T3-on. (¢) T3-on, (d) T4-on, (e) T;-on. (f) T;-

n. (g) Ts-open. (h) Ts-open.
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Figure 7.12:
T5-on. {f) To-open.

7.5 Bridging Faults

FSM models for faults: (a) T7-on, (b) Tg-on. (c) T--open. (d) Te-open, (e)

Unintentional shorts between lines or nodes within modern VLSI circuits are a common
occurrence. Such defects are of particular concern because depending on the resistance of
a given short. its presence may or may not manifest itself as a logical fault. We consider
two types of bridging faults: those that occur between input lines of a CAM cell, i.e.,
intra-cell bridging faults and those that occur between adjacent input lines of neighboring

cells. i.e., inter-cell bridging faults. These faults can be further categorized into those that

are a result of non-resistive (hard) shorts, and those due to resistive shorts. We define
the bridging fault model for the CAM in order to establish which faults within the model

are detectable reliably by functional tests. The bridging fault model comprises all the
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bridging faults between input lines of the CAM cell, as well as between adjacent lines of
twc neighboring cells. under the single fault assumption. An event-sequence behavioral
analysis has been performed for every bridging fault: these analyses are presented in

Appendix A.1.4.

7.5.1 Intra-cell Bridging Faults
Here we consider bridging faults that occur within a single cell.

Example: ‘Compare 1’ from state 0 in a correct cell and in the presence of the c-é-hArd
fault. Initial state: 0 11 00 1 - 0. First, m is floated: 0 11 00 1-0. Then c is raised:
01110 1-0 (correct). Since in the faulty celi ¢ and ¢ are shorted together. ¢ remains
grounded®: 0 11 00 1 -0 (faulty). In the correct cell ¢ = 1 which switches on Ty
(T7 conducts). This causes m to discharge: 0 11 10 0 - 0 (correct). In the faulty
cell ¢ = 0. and hence. m will not discharge: 0 11 00 1 -0 (faulty). Next. m is read
and c is lowered: 0 11 00 0 - 0 (correct), 0 11 00 1 -0 (faulty). Finally. m is raised:
011 00 1-0. Table 7.7 lists events that occur during a ‘compare 1’ operation in a

correct and a faulty cell when s = 0.

Table 7.7: A ‘compare 1’ operation in a correct and faulty CAM cell.

Corupare 1 operation (= = 0)
Corret cemhrd
De-=eription e by cver r1e - wr by e g -n
initial =tute 011 0010 01100 1-0
Hont m 0110010 01l 0010
seb e 0111010 0110010
o diselisrges @11 10 -0 01100 10
Dorenel o & oroanand e 011 0o -0 IRSRUIR EL
| raise m 0110010 i RSN R

The FSM model associated with this example is shown in Fig. 7.13.

‘Pull-down cirenitry dowiuates prll-up cirenitry.
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Figure 7.13: Cell behavior: (a) correct. (b) c-¢-hrd.

7.5.2 Inter-cell Bridging Faults

We now consider bridging faults between adjacent lines of two neighboring cells. i.e., the
b'-b-hrd. b'-b-res. &-c-hrd and &-c-res faults. Since, in this CAM circuit layout. b5 are
implemented on a different layer of metal than c/¢ lines. faults &-b-hrd. &-b-res b’'-c-hrd

and b'-c-res are unlikely to occur. and hence these faults are not being considered here.

Example: ‘Compare - 1° from state 00 in a correct cell pair and in the presence of the
¢'-c-hrd fault. Initial state of the cell pair: 0 11 00 11 00 1-00. First. m is floated:
0 1100 1100 1-00. Then cis raised: 0 11 00 1110 1-00 (correct). In a faulty
cell pair ¢ remains at 0 as it is grounded by &: 0 1100 11 00 1-00 (faulty). In
the correct cell pair m to discharges: 0 11 00 11 10 0-00 (correct). and in the
faulty one it does not: 0 11 00 11 00 1 -00 (faulty). Next. m is read and c is
lowered: 0 1100 11 00 0-00 (correct). 0 11 00 1100 1-00 (faulty). Finally, m is
raised: 0 11 00 11 00 1-00. Table 7.8 lists events that occur during a “compare 1’

operation in a correct and a faulty cell when s = 0.

The FSM model associated with this example is shown in Fig. 7.14.
FSM models for the remaining intra- and inter-cell bridging faults are shown in

Figs. 7.15 and 7.16, respectively. In Fig. 7.16 all compare operations have been omit-

ted for clarity, as their output from states 00. 01, 10 and 11 is correct (see Fig. 7.14(a}).
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Figure 7.14: Behavior of two adjacent CAM cells: (a) correct. (b) &-c-hrd.
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Table 7.8: A “compare - 1" operation in a correct and faulty CAM cell pair.

f Compare o 1 operation S = 00)

! Caorreect i o evhrd

! Dt'.\-'l’ipti- o1 ' we BB W e S we BL O W i S

| iuitial stat.e | 0 11 00 11 o6y L 0 11 oo L1 o0 .00

! Howant 1 { O 11 00 11 00 i.nn o1l o 11 on i-(m
<ot e i O 11oo 1110 [ao o1l ue 11 00 -i-nn
m diseharges ! 01100 11 10 000 v o1lo0 11 00 %00
read m & cronnd o ‘ 0 1100 11 a0 000 0 1100 11 00 100

! ridse 1 | 01100 1100 L o 11 oo 11 00 100

The output of ‘compare’ and ‘read’ operations from the indeterminate states /0. 0/. L/
and /1 is indeterminate.

In a single cell. every hard bridging fault. except b-b-hrd. ¢-w-hrd and c-w-hrd can
be detected by tests of length at most 3. In an adjacent cell pair, both inter-cell hard
bridging faults can also be detected by tests of length at most 3.

Resistive bridging faults, on the other hand. are not as easily testable. Only c-m-res.
¢-m-res and m-w-res are detectable by functional tests. The remaining faults do not alter
the functional behavior of the cell. however they do increase Ipp or Ippy and. hence.
are readily detectable by parametric tests.

Examples of elementary tests for the reliably testable faults in our fault model are

shown in Table 7.9.

7.6 Summary

Using a particular static CMOS CAM as an example. we have developed a fault mod-
eling methodology. The modeling steps include circuit analysis. asynchronous behavior
analysis. and FSM representation of the fault-free and faulty circuits. Four fault models
for an n-word by [-bit static CMOS CAM have been defined: input stuck-at, state stuck-

at. transistor stuck-(on/open). and bridging. It has been found that some of the faults
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Figure 7.16: FSM model: inter-cell ’-b-hrd bridging fault.

described resemble well known fault categories: cell stuck-at, transition. coupling, etc.
However. many of the faults presented here have a distinct behavior and do not cleanly

fit these categories. A systematic behavioral analysis produced the following results:

e All input and state stuck-at faults are reliably detectable by functional tests. al-
though some faults are not independently testable and have to be considered in

conjunction with other cells. as shown in Chapter 8.

° 21'_51 - 100% (approx. 11%) of transistor faults are not detectable by functional CAM
tests: however all transistor-open faults that compromise data retention in static
memory cells can be reliably detected. due to the enhanced functionality of this

tvpe of memory.

Dl +T1-2

TS sicao—g - 100% (approx. 50%) of faults in the bridging model are not reliably

detectable by functional tests.
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Table 7.9: Summary of intra- and inter-cell bridging faults.
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e Faults that are not detectable by functional tests cause an increase of Ipp or Ippg:

hence they are detectable through parametric testing.

e 'Read’ operations are inadequate sources of output for testing static CMOS CAMs;

‘compare’ operations are a more reliable choice.

e Elementary tests, of length at most 3, have been determined: these tests are neces-

sary to detect reliably testable faults in an arbitrary CAM cell.



Chapter 8

Development of a CAM Test

In the previous chapter we have developed four fault models under the single fault as-
sumption. We have found that not all faults are reliably detectable by functional tests:
however. for those that are. elementary tests have been generated. We have also found
faults that can only be detected in conjunction with tests on other cells. Table 8.1 lists
all the necessary elementary tests to detect the reliably testable faults. In this chapter
we develop an overall test that will detect these faults in an n-word by [-bit CAM array.

This process consists of four steps:

p—

. A test for a single cell is developed.
2. This test is extended to an n-word by 1-bit CAM (bit-oriented memory}),
3. It then is extended to a l-word by I-bit CAM (single [-bit word).

4. On the basis of the two extensions. a test for an n-word by [-bit CAM is generated.
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Table 8.1: Summary of elementary tests for a CAM.

U Elene ntary Tese | Fanlts Deteeted
LA S A | [RNTEUN T| -0, T_--H[" n. T',-”Iu n
ARINT hesa-1. 7‘4,-01:1-!1. hewrabisdld
LIATR /AN T} [:-uz-ll, Tl —erpre i, T»_--nn, T| -espreni
H eyt hesa-1. Toeopen, bew-hpd, comn-res
e ety ureseg=-(}
g ey vonaelh. Treopen, bonched bem-bhrd, cechrd
ety renege 1, sesael, sesaetd, T-con. Ta-on. vom-brd. vosn-res J
ury ey cenet=t). T. ~open.
' ey oy vreneted. sesigeth, wena-l . Ticon. Tocon, Tu-on. cem-bhed, mew-bhrd, m-u-res
: e tesea-i, m-sa-1I. Tu-ulu-n_ sex-bhrd
i [TRTITR IZTRA T b bhebrd
i Wy ew . R Y2

8.1 Test for a Single Cell

Partly with the aid of the OBSERVER program, we have found tests

T

cell = W . 1 CoWwnW . CnCy,
and

T’ = U WL . CnhCrW W . C1C

cell Ol Gy W) 1C

of length 9 that detect all independently testable faults. It has been shown that for every
independently testable fault. there exists a test that is included in Ty (Téell)' The
details are presented in Appendix A.2. Moreover, these two tests are irredundant, since
the removal of any of the input symbols in the test will result in some fault becoming
undetectable. Tests for individual faults that are included in T ;; are indicated in Ta-
ble 8.1. With the exception of tests w)c, and w,c;. these tests have been chosen because
their response in a fault-free cell is a match, and in a faulty cell, a mismatch. Thus, the

CAM's implicit-AND match property, i.e.. that a match line discharges in the presence

of even a single bit mismatch, can be efficiently utilized to test cells in parallel.
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8.2 Extension to n-word by 1-bit CAM

We now consider an n-bit CAM where each word consists of a single cell. At this point.
some assumptions must be made about the functionality of the peripheral circuitry in a

fault-free CAM.

1. The address decoder can raise at most a single write line. Consequently. only one

word can be written to or read from at any given time.

2. Match detection is done through a hit line (high when at least one match is de-
tected). a multi-hit line (high when multiple matches are detected). and an encoder

that returns the address & of the highest priority match line!.

We model the correct behavior of an n-word by 1-bit word CCAM as an FSM
M =(Q.X.Y,8. A7),

where Q = {0.1}". X = (U2, 4;) i C with 4; = {r' /. wi. v’ }. C = {cy.cr.c. }.
Y = {0.1.%. 4}, where 0 < k < n. and the transition function é and the output function A

are defined by

(¢'. ... 0,....¢"). ifr=uw).
5((q'....nq'. .. q")2) = (¢'....,L..... g"). ifr=uwj.
(¢*..... q'.....q"), otherwise.

'By convention. address 1 lis the hishest. and address o the lowest prioricy.
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and

g'. ifzr=r".
min(k). if £ =c, and ¢* = p.
A(q'. ... qi-----Q“)-l‘)z : 0, ifr=c,and -3k - ¢* = p.

1. ifr=c..

$. otherwise.

The inputs r', w,. w}. w' denote the ‘read’, "write 0". "write 1" and "write - ~operations on
word i. respectively. The inputs c,,.c;.c. denote compare operations with the contents of
every cell in the CAM. The output $ is merely a formal symbol denoting lack of output
during “write’ operations.

The test T .. is modified into a march test

nll ul,lcl

Tn-bit = (w‘,)"(u"lu:, 1) co(wiw', co)

for the n-word by 1-bit CAM. The symbol ( j*‘! denotes the direction of the march
elements: from n to 1. This direction is dictated by the priority scheme used in the
match line encoder and always follows from the lowest to the highest priority. First. all
the words are initialized to 0. Then. in the fault-free CAM, for each u"i w’ in a march
element. the subsequent c; input should produce a value of k&: k = i. Multiple hits
during this test are expected: thus the status of the multi-hit line must be ignored. The
mismatching ¢, is performed once per march element. on a CAM uniformly filled with 1s.
and should produce a value k = 0. indicating a global mismatch. Any hit. i.e.. any k& > 0,

indicates a fault. The rest of the test sequence is similar. with 0 and 1 interchanged.
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8.2.1 Testing the w-sa-1 fault

As indicated in Section 7.2, w-sa-! is not independently testable and affects all the cells
along the faulty w. However. this fault is detectable in the following manner:

Assume w’-sa-1. Since word i is always accessed, a ‘read’ or ‘write’ operation may
be applied to two words simultaneously. Note that if the two accessed words contain

opposing values, ‘read’ operations will vield unreliable results. A possible test is:
T _ Jylo noon
w-sa-] = (w) w)qqw,w, cy,

where 1 ©~ i " nand 1 € u < n. The symbol ( )* denotes n operations. These can be
done in order either from n to 1 or from 1 to n: hence the ;. Initially. Os are written into
every word. If word u is the faulty word. v = n. then w} will write Is to both u and
n. The first ¢; will generate a multiple hit and the returned value of & will indicate the
address of the faulty word. as the faulty word has a higher priority than word n. If word
n is the faulty word, then word u is not, so w|, restores the initial state of the CAM,
wi will write 1 to words u and n. and the second ¢, will generate a multiple hit. Here
the value of k is ignored. as the location of the faulty word is known to be n. Thus. the

occurrence of a multiple hit indicates the w-sa-I fault.

8.2.2 Complete Test for n-word by 1-bit CAM

To achieve 100 fault coverage under our fault model, we combine T, pit With Ty g e

T (wnil)l(wi wi- 1 )::‘,lcn(w(:|wi. Cll)nucl ( u”l'clu'(’: wlllcl ).

n-bit-compl =

We remind the reader that we are using the single-fault assumption. Note that the

initial (u/,)! of the T-sq-1 test has been dropped, as the CAM is expected to hold only
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Os at the end of T, ;4. Note also that w. is not needed in the last part of the test.
because the faults which require w. would have been detected by the first part of the
test.

The Tn-bit-compl test has of 5n+ 3 ‘write’ operations and 2n +4 "‘compare’ operations

and has an overall length of 7Tn + 7.

8.3 Extension to a l-word by [-bit CAM

We now consider a single row of cells comprising a CAM word. Recall that a match line
is a ‘wired AND’ of match responses of all cells in a word.
Let B = {0.1} and T = {0,1. - }. To handle masking of selected bits we define a

function - : T - B — B, where

1 0=1, 1 1=1
0=0. 1=1
In this manner. for r = 7 and y = B. r y returns the value of y if £ = - . or the value

of r otherwise.

We extend this function to [-bit words as a bit-by-bit operation. Let V = B’ and
P=T'andlett =P andt' = V. Thent = (t),....t;) and t' = (t}..... t;). where t; = T,
t:=Bforl<i-<l and

t =t ...t 4.

The behavior of a 1-word by [-bit CAM can be specified by the automaton

M= (Q.X.Y.5,))



CHAPTER 8. DEVELOPMENT OF A CAM TEST 84

where Q = V. X = {r} 2 (U,zp w) " (U,zpcp).and Y =V {0.1.5}. Forg= V. zr = X

the transition function é and the output function )\ are defined by

q. fz=rorz=c,. p=P,
5((1--1'):I !

l P q. if.r:w,,. p=P.

and
)
q. ifr=r,

1, ifz=c,forsomep=Pand p ¢qg=gq,
AMg.xz) =
0. ifr=c,forsomep=Pand p q=gq,

§. otherwise.

All faults. except for c¢’-sa-0, & -sa-0. T-f—open. Tg-open. b/ -m-hrd, b -m-hrd, c/-&-
hrd and &/*!'.c/-hrd are detectable by performing the respective tests on all cells in
parallel since these faults manifest themselves with a mismatch. Detection of each of
the remaining faults. where 1 < j - [, is more complex. Their respective tests have
a mismatch as a fault-free response and a match as a faulty one: thus. they cannot be
applied to all the cells in parallel. as no faulty response would ever be propagated along
n. To propagate a faulty response along m. a mismatch must be attempted on each
cell j individually. while simultaneously applying a c¢. to the remaining ! — | cells. Let
4710 . 1=J be the [-bit word with 0 in position j and - in every other position. The
word -7~!'1.!7J is similarly defined. The symbol {c ,_,.:-,]” represents a sequence of /
‘compare’ operations to words of the form ./7!0./~/, where j varies from 1 to [ or from
[ to 1. In this manner one ¢, and [ — 1 ¢. are performed on each cell. Also. each pair of
cells undergoes a ¢, . . necessary for the detection of the é/*!'-¢’/-hrd faults.

The inter-cell fault &*!).c/-hrd requires a special pattern to be used during a ‘write’

operation. We address this issue by inserting a w..._ .nc,. . followed by a w,. . ¢, 0
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to detect all possible &/ *!)-c/-hrd faults.

The extension of the T .., test to the 1-word by [-bit CAM takes the form

— p f N iand
Tword = Wy pwy JW. . C 1€ =ty 1=
r Y —
Wy oW, . .Ch uC. -1y, 1-/J
(lL' L0 - 0Ch.  oWa. . Cu_,.ﬂ)~
where wy, ,, denotes the writing of an all-0 word. w..,__ . denotes writing Os to odd bits

within a word and masking the even bits, etc.

The T,,,.q test consists of T ‘write’ operations and 2/ + 4 ‘compare’ operations and

has an overall length of 2/ + 11.

8.4 Extension to n-word by [-bit CAM

The combination of both extensions described above yields the specification for the be-
havior of a n-word by [-bit CAM.
Let V. P and - be defined as before. The correct behavior of a n-word by [-bit CAM

is denoted by an FSM
M=(Q.X.Y.4\).

where Q = V", X = (UL, A) U C with 4; = {r} U (Upzpwi). C = Upzpep ¥ =

vie{o..... n.$}. For 1 < i< nand for ¢ =V.r = X.p = P, the transition function ¢

.....

(¢*..--.¢ ¢g"), ifr=rorzr=c,.

WP g g, Tz =,
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and

i

. ifr=r_1-1

min(k). ifz=c.and p ¢ =q".

0. ifr=c,and -k :p ¢" = q~.

I

$, otherwise.

\

The following test detects all reliably detectable faults under the input stuck-at, state

stuck-at. transistor stuck-(on /open) and bridging fault models:

Tgpp = (w), o)}

(w'll UJ'_ . Cl_._l)“ll[c.,—“, . l—,]—
(wl‘t_.nw'. s C('..»“)“U[c Rl D U ] ]—.
(W' uCo.o®h. 4. Cu.n)

(wy jcraw) ,wy jera).

This test consists of two parts, analogous to those of the Tn-bit-compl test. The first part
consists of an initialization which sets all words to 0...0. and two march elements. For
a fault-free CAM, each of the march elements should result in n hits with & = ¢, followed
by { mismatches at £ = 0. Any other response indicates a fault. In the second part (last
two lines). two hits are expected with & = 1. after which multiple hits are monitored.
since they indicate faults.

The T gz: g test consists of 5n+5 ‘write operations and 2n+2/+4 ‘compare’ operations.
Therefore. the length of our test for all the reliably detectable faults in an n-word by /-bit

CAM is Tn + 21+ 9.
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Figure 8.1: DFT suggestions.

8.5 DFT Suggestions

87

The length of the Tgu: g test is linear in the number of bits in the CAM. Certain DFT

hardware enhancements. if implementable®. can substantially reduce this test length.

Depicted as logic gates in Figure 8.1 they target faults that contribute most to the length

of the test: these enhancements are described below.

e An all-hit output, indicating that a match has not been detected on every word in

the CAM simultaneously. Note that this output directly detects the m-sa-0 fault.

Given this additional output. test Tce: g can be modified to

Tseigp =

“The cost. of DFT st be aceeptal el 1

(w:-’__.“)t

(wi w'  )"*eyp ale oy -]
(u'(;;,,,uwi. L )““C‘v..il{C R BT .1—11—'
(w'.lu__, LuCo oWy . 0. Cu._u)
(u"f_,,lcl...l wn’:.__nu"ll.,_lclv,.l ).

caadditionad arca. complexity, performance desradation.

ot
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the length of which is reduced to 3n + 21 + 11.

e A w-high output. indicating that at least one write line is active. This output can
directly detect any w-sa-I fault, as well as w-sa-0 faults during ‘write’ operations:
hence. the suffix of the test TééfB. (wy a1 aw), ,wi jcy.1). can be omitted. If,
however. the w-high output is unavailable. the w-sa-/ fault can still be detected
by reducing the above-mentioned suffix to ([§' = 0...0]c; ;). where [ = 0...0]
represents setting all the bt lines to ground — like the first step in the “write 0’
operation — without actually raising any of the W'Ls. This will result in the word

affected by the u-sa-I fault having 1...1 written into it. A match resulting from a

subsequent c¢; | operation indicates a presence of this fault.

e The ability to perform a bulk-umite operation to all words in the memory simuitane-
ously. together with the all-hit output. will result in a test length that is independent
of the number of words in the CAM. For example. the length of T¢p. p would be
reduced to 2/ + 16. If used with the w-high output. the length of the test would be

further reduced to 21 -~ 11

8.6 Summary

We have presented the construction of the Tgg: g test which detects all reliably testable
faults under the input stuck-at, state stuck-at. transistor stuck-(on;open) and bridging
fault models. The construction process consists of the development of a test for a single
cell. extension of that test first to an n-word by L-bit CAM (bit-oriented memory). then
to a 1-word by [-bit CAM (single [-bit word). and by combining the two, the generation
of a linear-time test for an n-word by /-bit CAM. In addition, some DFT enhancements

that reduce the test length have been suggested.



Chapter 9

Evaluation of CAM Tests

Several algorithms for testing CAMs have been reported [19. 31. 33. 34. 48]. The tests
in {19. 31, 33. 48] are applicable to CCAM designs which incorporate an explicit word
addressing scheme of the type found in conventional RAMs. The test of [34] imposes
extra requirements on the addressing scheme which are not available in most CAMs. It
also assumes that ‘read’ operations do not affect the state of a cell: this assumption is
violated by some faults in our fault model. For these reasons we exclude this test from
further consideration.

[n this chapter we show how our framework can be used to determine fault coverage
with respect to a particular fault model. We will illustrate this by establishing the fault
coverage of the tests reported in [19] and [31] with respect to the input stuck-at fault
model of the C'AM circuit of Fig. 7.1. under the single-fault assumption. The process of

establishing the fault coverage. previously reported in [49]. consists of three steps:

1. representation of the test from the perspective of an arbitrary single cell in the

array.

2. verification of the existence of elementary tests in the above representation,

89
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3. determination of detection of non-independently testable faults.

9.1 Giles and Hunter Test

We represent this test using our notation. Since we index the words in our CAM from 1
to n. (the former being the top. and the latter the bottom of the CAM array) the value

of k written into each word i is equal to i — 1; k denotes the 1's complement of k.

Tgey = (wp)'*"(e)"!!
(i) ()"
(u';;,)"Tl(CL-)lL“

(IL’:—,_.“)I[C.U—Iu,l—z}—-
(wi...l)z[cu—'nl’-l]ﬁ

The T4y test is limited to CAM arrays where n - 2" in order to ensure that a distinct
bit pattern is written into every word of the array. In arrays where n - 2!, duplicate
bit patterns would be unavoidable. These duplicates would cause multiple hits. thus
precluding the verification of individual match lines, and also precluding the detection of
the w-sa-I faults.

For the sake of simplicity we assume an n-word by [-bit CAM where n = 2!. In this
manner. the address of word (row index}) is used as the unique bit-pattern. Whenever
necessary, we comment on CAMs where n - 2/. as the unique bit-pattern constraint is
also satisfied in this case.

We can represent T ;¢ gy from the perspective of an arbitrary cell located at coordi-

nates (z,j) in the array where 1 <= ¢ < nand 0 < j < [ — 1. Variable p is a row index
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(and. coincidently. the decimal representation of the word content}.

Tg&-f[{ = u’:;{'—l)«liv 2) el 2 {C{ptli\".’.l) wond 2lp= =1 (9.1)
“’;imi—u.nv 20 ) wmed 2) [C{—H[nli\'QJl tend :.]'1::"—1 (9.2
w('(Jr— Lyediv 2/ ) el 2 {C{l» div27) med Z-I;:;'l‘ (93)
wii? [, b (9.4)
wi? o]y, i (9.5)

where /{]is a n - [ identity matrix.

We have shown in Section 7.2 that ‘compare’ operations. even when faulty, do not
affect the state of the cell, so interleaving ‘write’ operations with arbitrary number of
‘compare’ operations will not influence any state transitions resulting from ‘write’ op-
erations. Each cell (i.j). therefore. is subject to one of the following two sequences of
write operations: w,w,w,w,w; or wyw,w;w,w;. In the case of n = 2! each of the initial
three "write” operations are followed by n/2 ‘compare 0’ operations and n,/2 ‘compare
1" operations. The order of ‘compare’ operations depends on the column j in which the
given cell is located. but can be treated as arbitrary. If n < 2!, in the worst case. each
of the initial three ‘write’ operations will only be followed by a sequence of “matching”

iJ

“ would precede a sequence of ¢;)’s or a w;” would precede

‘compare’ operations, i.e., a w,,
a sequence of c{’s. The last two ‘write’ operations are always followed by [ — 1 “mis-
matching” ‘compare’ operations, where a w,, precedes a c; and vice-versa. and a single
“matching™ ‘compare’ operation. for all possible values of n and /. The order of occur-
rence of the single “matching” ‘compare’ operation depends on the column j in which

the given cell is located.

We now verify the presence of elementary tests for input stuck-at faults:
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b-sa-0 According to Table 7.3. a test that detects this fault is w;w.c;. The sequence

w;?w’” does not occur in T'(.?Jé'-'fH‘ Since after the initial w]” the cell finds itself in
an indeterminate state. none of the subsequent ‘compare’ operations can result in

a dependable output.

The reader can verify that a similar reasoning holds for the svmmetric fault b-sa-0.

b-sa-1 According to Table 7.3. a test that detects this fault is wjwic,. The sequence

uv'i‘iu',i,"' occurs during the execution of (9.1} and (9.2), or (9.2) and (9.3) in TiG‘jé,;H.

Each w,,” is guaranteed to be followed by at least one C,J,

A similar reasoning holds for the symmetric fault b-sa-1.

w-sa-0 According to Table 7.3, a test that detects this fault is w;c;wic,. The sequence
wi?w,;” occurs during the execution of (9.2) and (9.3). or (9.3) and (9.4) in T'GJE-fH'
Each w}” is guaranteed to be followed by at least one ch each w,,” is guaranteed to

be followed by at least one .

c-sa-0 According to Table 7.3, a test that detects this fault is w,.c;. This test occurs in

(9.4) of THE’-’H' as the u',i,'J is guaranteed to be followed by a c’{

A similar reasoning holds for the symmetric fault ¢-sa-0.

c-sa-1 According to Table 7.3. a test that detects this fault is wyc,- A w,,” occurs in
either (9.1) or (9.2) of TiG’jé,-H. Each w,;” is guaranteed to be followed by at least

one cj.

A similar reasoning holds for the symmetric fault é-sa-1.

m-sa-0 and m-sa-1 Assume that there are no duplicate words in the array. According

to Table 7.3. tests that detect these faults are c;c, or c,c;. Either ¢|¢, or ¢c]

occurs in {(9.4) or (9.5) of TiéjE{H after wf,"j or w', respectively. In the presence of
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a duplicate word. however. any m-sa-0 fault would be masked by a match on the

fault-free duplicate.
We now focus on the non-independently testable faults:

w-sa-1 Assume that there are no duplicate words in the array. Then there exists a
column j where two distinct cells (', j) and (”. j) will have complementary values
written to them. Suppose that cell (. j) is written to first. If row i’ is faulty,
then during the ‘write’ operation to cell (i, j), the cell (7', j) will be overwritten
to a complementary and erroneous value. The erroneous value will be detected by
subsequent “compare’ operations. This reasoning is symmetric, as ‘write’ operations

in T ;g are performed in both descending and ascending order.

The above analysis of the T ;i test shows that. in the cell of Fig. 7.1. T ;g:yy does
not reliably detect the b-sa-0 and b-sa-0 faults. There are 2! b-sa-0 and b-sa-0 faults in
an n-word by /-bit CAM. Since there are 4n + 8/ possible single faults in our fault model.
T ey detects only (1 - ._,—,ﬁ) - 100% of faults in the input stuck-at fault model. For
example {31]. for n = 32. | = 29 only 83.89% of faults are detected.

We can modify the T ¢¢: g test to achieve 100% fault coverage. under the assumption
that n = 2/, Since in the presence of the b-sa-0 and b-sa-0 faults. a w. forces the cell
to a determinate but erroneous state. judicious insertion of w. into TGE-"'H will assure

detection of these faults. This augmented test, presented below. has length 11n + 2/.

(u';;_u'i. )Ilu(ck)ufl
(w;;_w': )11“((,'[.-)“11
(u'l‘l.,.u)'I {C«u—' 1n’—1]~

(wi,.‘l)t[cu—'nl‘—l]
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9.2 Kornachuk et al. Test

T.gyypresented in [31] can be represented using our notation. In this case. ‘read’. “write’
and ‘compare’ operations are performed on entire words. The subscripts of "write’ and
‘compare’ operations represent the decimal equivalent of an [-bit binary number. The
subscripts of ‘read” operations represent the expected output of the operation. In this
case, the subscript " - indicates an arbitrary decimal value read or used as a comparison
key during the initialization step of the test. The concurrent ‘compare’ operations are

listed directly below the ‘read’ and ‘write’ operations.

- 0 Lin
P 2.
T r_w, riwy,
C-SM =
c_cC_ ) CuCuy
- J=I-1
- () 1ln
: R i !
Piat_ousny Wiai_ay) Flato) Wint_y,
Ciat_2sy Cuatoog, : Ciat_yCratoy)
L Jg=i-1
o (U] l,n
7 o )
r‘glloll_“ ui:/-l' f'”ll.”
Ciar—1y C2r-1 : CnCy
L J:I—l
( - 1 nil
; i ; i
Piat _ausiny Wiat_ayy Plat 1\ Wiat_y,
Crato2sy C2f-21) . Ciaf-1) Ciaio1y
L J=l-1
- 0 nil
i ' I
Tiausti_y; Wias_y rwy,
Ciar—1y Cos-1y .t €t
L g=i-1
- 0 ntl
i, )
Wy r,uy,
\ CiCoy . C\Cy)
L J:—‘[-l
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Since multiple matches can be expected. a priority encoder is used to produce the

highest address where a match was obtained. We can represent T gy from the per-

spective of an arbitrary cell located at coordinates (i.j) in the array where 1 -~

1 n

and 0 -_ j <~ [ — 1. The subscripts of ‘write” and ‘compare’ operations represent single bit

values. where "—" stands for an arbitrary value used during initialization. The subscripts

of ‘read’ operations denote the expected output of the operation.

Tesay =

rl' u"l'

c <
ri‘j wi'j
a <

L B )
r,ow,

o <
i i
riluy
o o

i
(]

1.
0

< <

r, o w

We now verify the presence of elementary tests for input
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rll
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w
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stuck-at faults:

(9-6)

(9.7)

(9.8)

(9-9)

(9.10)

(9.11)

b-sa-0 According to Table 7.3, a test that detects this fault is w; r. The w”’r|” sequence

occurs in (9.7) of Ti('{-S:‘l[ . Although after the initial wi‘j the cell’s state is indeter-

minate, the subsequent r'l" forces the cell to a determinate, erroneous state 0 and
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returns this erroneous value.

The reader can verify that a similar reasoning holds for the symmetric fault b-sa-0.

b-sa-1 According to Table 7.3. a test that detects this fault is w,w,r. In the presence

7

of this fault, ‘read’ operations do not affect the cell’s state. The sequence w,”w,’

occurs during the execution of (9.7) and (9.8) in Ti('.{-SM' Each wf,‘j is guaranteed

to be followed by at least one r)’.

A similar reasoning holds for the symmetric fault b-sa-1.

w-sa-0 In the presence of this fault ‘read’ operations do not provide a reliable output:
they do not. however. affect the cell’s state. According to Table 7.3. a test that
detects this fault is w;c;wc,. The sequence wi‘jur,i,"i occurs during the execution of
(9.7) and (9.8) in T"('{_SM. Although c'{c,’, is performed *in parallel™. these ‘compare’

operations actually occur after the ‘write’ is completed, and thus they are applied

to the newly written value: hence the required test occurs in T’(.{-S'U'

c-sa-0 According to Table 7.3. a test that detects this fault is w,c;. This test occurs
during the execution of (9.6) and (9.7) in T'(.{-SU' before the first w”. During (9.6)
the cell is subject to a w,”’. During (9.7), a ¢} occurs concurrently with the r/”’.

that precedes the first w;”. Since in the presence of this fault ‘read’ operations do
P 1 P

not affect the state of the cell, the required test occurs in T'('_‘.’_S/U.
A similar reasoning holds for the symmetric fault &-sa-0.

c-sa-1 According to Table 7.3. a test that detects this fault is uvc,. A w,” is certain

to occur in (9.6), (9.8). (9.10) and (9.11) of Té{&”. Each w{,‘j is guaranteed to be

followed by one c,’, during the same clock cycle.

A similar reasoning holds for the symmetric fault ¢-sa-1.
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m-sa-0 and m-sa-1 Since the array is “filled” serially. each of the rows in the array
holds a unique value some point during the execution of a march element. A com-
parison with an identical key-word that results a single match is performed (See
Table 6.3). According to Table 7.3. tests that detect these faults are ¢ ¢, or c,c;
while the state of the cell remains unchanged. The sequence C,J,c'{ occurs during the
execution of (9.6) and (9.7), and during the execution of (9.8) and (9.9) in T?-S.“l[
concurrently with u',‘,'jr,i,"i that immediately precedes a u'i‘j. Symmetrically, the se-
quence c‘{c;', occurs during the execution of (9.7) and (9.8) and during the execution
of (9) and (10) in T gz concurrently with wi‘jri'j that immediately precedes a

)

w,-.

We now focus on the non-independently testable faults:

w-sa-1 Since the array is “filled” serially. there exists a column j where two distinct
cells (. j)} and ({”.j) will hold complementary values at some point during each
march element. Suppose that i’ < {” and a march element is being executed in the
ascending order. The cell (7'.j) is written to first. If row i’ is faulty, then during
the “write’ operation to cell (7’. j). the cell (", j) will be overwritten prematurely
to a complementary and erroneous value. Since all march elements begin with a
‘read” operation, the value obtained from cell (i”,j) during that initial ‘read’ will
differ from the expected value. This reasoning is symmetric. as march elements in

T'¢_gyy are performed in both descending and ascending order.

The analysis of the T ~_gyy test in our FSM model of input stuck-at faults shows that

T r_gyr detects all the faults in the model.
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9.3 Summary

We have shown how evaluation or verification of tests can be conducted within our frame-
work. by evaluating two C'AM tests with respect to the input stuck-at fault model of a
CAM cell of Fig. 7.1. as examples. We have demonstrated that the Tz g test originally
developed for a different CAM cell {19], does not reliably detect the b-sa-0 and b-sa-0
faults and requires a modest restriction on the size of the CAM. This test can be modi-
fied to achieve 100% fault coverage at the cost of increased length. We have also shown
that the T g3y test [31] provides 100% fault coverage with no restrictions on the size of
the CAM: however. it is significantly longer. This length is dictated by the requirements
of BIST.

Although not all fauit models were considered, this exercise clearly indicates the
necessity of creating custom fault mode!s that reflect the idiosyncrasies of a particular

cell design.



Chapter 10

SRAM Testing

Word-oriented static random-access memories are well-known storage devices. Though
their bit densities are not nearly as great as those of DRAMs, their speed and reliability
makes them currently the most common choice for embedding in larger ASICs. One
application of this type of memory is the implementation of the data field in caches.

In this chapter we investigate the testability properties of a word-oriented SRAMs
based on the cell shown in Figure 10.1(a). In Chapter 7 we introduced the input stuck-at
fault model which consists of any stuck-at fault which affects the input lines of a memory
cell: here this model has been developed for the SRAM cell. The focus of this chapter
is the evaluation of well-known tests. MaTs+, MATs++, MARCH Y and MarcH C-,
with respect to the input stuck-at fault model of an n-word by [-bit SRAM. Here, we
demonstrate that any test that uses ‘read’ and ‘write’ operations can reliably detect at
most 50% of the faults in our fault model. We also show that MaTs+ has even worse

fault coverage. These results have been previously reported in [46]

99
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10.1 Analysis of an SRAM Cell

The following behavioral analysis has been applied to a CAM in Chapter 7. Since an
SRAMI cell constitutes only the storage section of a CAM cell, a simplified analysis is

presented here.
10.1.1 SRAM Cell Circuit

4 h

— L v
st bt
w - « -
v v
Loob
(a) (b)

Figure 10.1: (a) SRAM cell, (b) its model.

The circuit of the cell is shown in Figure 10.1(a). It consists of two cross-coupled CMOS
inverters. differential bit lines (b:t/bit) used for reading and writing data into a column
of cells. and a word select line ( I¥'L) that enables these operations in a row of cells. In
a quiescent state WL is driven low, the bit/bit lines are driven high and the cell stores
either 0 or 1. During a ‘write 1 or a ‘write 0" operation, the bit/bit lines are driven to
a true complementary representation of the desired bit value. Raising and then lowering
I1"L stores the bit in the cell. Changes of the cell’s state. when writing a 1 to a cell
containing a 0, for example, are a result of the dominant influence of stronger pull-down
transistors. (Weaker pull-up transistors maintain quiescent states of the cell.) A ‘read’
operation is performed by isolating both bit/bit lines, and then raising WL. thus causing

one of the bit/bit lines to discharge. The resultant voltage differential between the bit;bit
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lines is detected by sense amplifiers that re-create the contents of the accessed word.
Altogether. three operations can be performed on a SRAM cell: “write 0, “write 1°

and ‘read’.

10.1.2 Event-Sequence Model

To model input stuck-at faults. we have to understand how they affect the internal opera-
tion of the cell. A single SRAM cell is an asynchronous sequential circuit whose behavior
can be modeled by the block diagram of Figure 10.1(b). Since bit/bit lines are used for
both input and output in the circuit. they are represented by separate variables in the
model. For brevity we use b. b. w for bit;/bit. WL. Now. b and b are inputs and b and 3
are outputs. Although WL is not usually meant to provide any output. monitoring the
state of this line. if possible. might improve the SRAM’'s testability (potential source of
DFT suggestions). For this reason. we generalize our model to include this line: w for
input. and & for output.

The total state of the cell is defined by the values present on the input and output

lines of the cell. and by its internal state s. [t is represented by the 7-tuple:
Cr = (w.b.b.s.@w.b.b).

However. it turns out that in the correct cell, as well as in the presence of input stuck-at
faults. the output values are identical to those of the inputs: hence. we omit them for
simplicity. The simplified total state is symbolically represented by C' = w bb -s. where
the input variables have been separated by a space for readability and the symbol - has
been inserted to separate the input variables from the internal state.

The domain of each variable in state C is the set Y = {0,1.0,1}. The values 0 and

1 represent lines driven to the logic values 0 and 1 respectively, while 0 and I denote
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lines that were first discharged and then isolated (floated low) or pre-charged and then
isolated (floated high). The SRAM cell has two possible initial states: ' = 0 11 -0 and
C=011-1.

Table 10.1: Read and write operations in a fault-free SRAM cell.

[ Rend operations Write operations o
! (2= 0) (= =1} 1= t1) o= 1} !
| Yy nuny 1wy, "y E
i D"N'l‘ipti- 113 1w bdsex ter b« D--sn'l’ipti--u tr M- w b« 1w Pl ne bres H
U nitind state- 0110 @G 11-1 initinl state (S SSUTRRENTIN DRTNEENTIS § §51 TR
P Hont bob o1l | oiia set bl voto !l otow | oot | oo |
I rriise w tife o1t rhise ur Fol0 | 110w | 1ol-1 | 11k ’
E boor b odisehiarges! 1 ulay 1101 [1e°W SEote: 1 0to 1101 1 Ol 1101
vend hob & lower w | 0010 0161 lower ur 0010 (1.1 0 o0l.0 6 10.1 g
ornise b1 110 0111 vaise h/ib wilo | utl-1 0110 | 0111 J‘

The behavior of a cell is represented by sequences of events that take place during the
three operations. Table 10.1 lists events that occur during these operations. By events
we mean changes in the value of the total state C'. The occurrences of these events are
ordered from top to bottom. Note that each operation starts in (top entry) and returns

to (hottom entry) an initial state.

Example: “Write 0’ operation from state 1.
Initial state of the cell: 0 11 -1. First, b is lowered: 0 01 -1. Then w is raised:
1 01 - 1. As a result, the state s changes: 1 01 - 0. Next, w is lowered: 0 01 -0.

Finally, both b and b are raised: 0 11 - 0.

If it were possible to control any input and observe any output, testing would be
a trivial process: if a simple comparison of the state of each line to its expected value

were made. detection of any disagreement would indicate a fault. Unfortunately, it is

"There is o connection from bt to Vg when < = 0 and from #f to Vg when < = 1. But this couneetion
i~ thronglt o weitk p-transistor ad an p-trusistor, and drivers for the bt /hit aae not nseld. Henee, we

still represent these cases as Hoatinge vidies.
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not possible to monitor any real circuit at this level of detail and, thus, a more abstract

model of an SRAM cell is needed.

10.1.3 FSM Model

Most testing algorithins utilize sequences of ‘read’ and "write’ operations as input. and
observe the resulting output. Accordingly. we introduce an FSM model of an SRAM cell.
This model is derived from the event-sequence model of Section 10.1.2.

We represent the behavior of a fault-free SRAM cell as a simplified block diagram.

which is shown in Figure 10.2(a). The input r of this FSM comprises all three operations

(a) (b)

Figure 10.2: (a) Simplified behavioral model (b) Behavior of a fault-free SRAM cell.

of a SRAM cell. and the output y comprises the responses to these operations. State
s represents the value stored by the cell. Formally. a fault-free SRAM cell is a Mealy
automaton A = (Q, X.Y.4, A), where Q = {0, 1} is the set of states, \' = {r w,. w,} is
the set of input symbols. ¥ = {0. 1.8} is the set of output symbols, where $ is a formal
symbol denoting lack of output during ‘write’ operations, and the transition function §

and the output function A are defined by

J 0. if.l‘ = w,.
g, ifr=r,
‘5((1~1'): 1. ifzx = wn, and /\(qu)z
$, otherwise.
l g. otherwise,

This FSM is depicted in Figure 10.2(b). where the symbol $ has been omitted for clarity.
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Example: For ‘write 17 in state 0. 6(0.w;) = 1 and A0, w;) = $.

In an faulty SRAM cell FSM, the faulty set of states Q" is Q 2 {/} and the faulty set

-7

of output symbols Y’ is Y 1. {I}. where [ represents an “indeterminate” logic value, as

defined in Chapter 7.

10.2 Input Stuck-at Faults in an SRAM Cell

A event-sequence analysis has been performed for all six input stuck-at fauits under a
single-fault assumption; these analyses are presented in Appendix B.1. Subsequently.
FSM models for each of these faults have been developed. The resulting faulty SRAM
cells are presented in Figure 10.3, where incorrect operations and outputs are in bold

type.

Example: ‘Write 0" operation from state 1 in the presence of the b-sa-0 fault. Initial
state: 0 10-1. First. b is lowered: 0 00 -1. Then w is raised: 1 00 - 1. Since both
b and b are low. s becomes indeterminate: 1 00 - I. Next. w is lowered: 0 00 - I.

Finally. both b and b are raised: 0 10-0/1. and eventually s becomes either 0 or 1.

From the event-sequence model we construct an FSM. In this example, operations

w, and r are incorrect. but w; is correct: hence we get Figure 10.3(c).

Just as for the CAM cell of Chapter 7, the b-sa-0 and b-sa-0 faults increase the state
set Q by the “indeterminate™ state [.

The comparison of each of the faulty machines to the fault-free SRAM cell has led to
the derivation of simple tests for four out of six possible faults. We refer to the shortest
test that detects a particular fault in a single cell as an elementary test: these tests are
essential to the detection of the associated faults. Table 10.2 lists all the elementary tests

for an SRAM cell.
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Figure 10.3: Faulty behaviors of an SRAM cell: (a) b-sa-0. (b) b-sa-1. (c) b-sa-0. (d) b-

sa-1. (e} w-sa-0.

These tests have been generated by the OBSERVER program for all input stuck-at
faults except the w-sa-/ and the w-sa-0 faults. We refer to the faults that are detectable
in a single cell as independently testable.

The reader should note that in the presence of b-sa-I, b-sa-1 and w-sa-0 faults the
‘read’ operation produces an unreliable output. and also that in the presence of the b-sa-0
and b-sa-0 faults this operation changes the state of the cell. For instance. in the last
example a faulty w:, forces the cell to an indeterminate state /. whereas a good cell would
remain in state 0. This means that a faulty w, does not necessarily sensitize this fault.

Fortunately. the faulty r forces the cell to state 1 and provides a reliable faulty output 1.



CHAPTER 10. SRAM TESTING 106

Table 10.2: Summary of input stuck-at faults and elementary tests.

Fault lrElvlm-utury Test. | Fanlty Response | Fault-Fre Rc-s[mus;J

!

: h-sa-0) wyr 1} 1
b-sa- ] wyw,r L 0
hesa-0) wr 1 0
b-sa- 1 gy r 0 1
w-sa-0 1| not testable reliably
t-sa-1 seve Section 10.2.1

The w-sa-0 fault is an instance of an address decoder fault A [20] or a stuck-open fault
'16]. Also. when started in state 0 (state 1) the w-sa-0 fault is superficially similar to a cell
stuck-at-0 (stuck-at-1) fault, however, the key difference between these faults is that in
the case of the w-sa-0 fault the ‘read’ operations produce an indeterminate faulty output
[. Memory designers often claim that this indeterminate output is resolved preferentially
due to inherently unequal bias of sense amplifiers. and that this fault should manifest
itself as one of the cell stuck-at faults: we. nevertheless. regard this input stuck-at fault
as generally not testable. Detectability of this fault by parametric tests depends on the
associated physical defect and how it affects the peripheral circuitry, which is outside the
scope of this thesis.

The w-sa-! fault FSM, is identical to that of the fault-free SRAM cell: therefore. no
test exists for a single cell. This fault, however. is a generalization of an address decoder
fault D [20] (a multiple coupling fault), where operations on any other word in the memory
will affect the faulty word. Therefore. this fault is detectable in conjunction with other

words [20i: this will be considered later. Consequently, the w-sa-/ fault is the only input

stuck-at fault that is not independently testable.
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The b-sa-1 (b-sa-1) fault is similar to a cell unable to undergo the 1 — 0 (0 — 1)

transition. This fault is detected by w,w,r (w,w;r).

10.2.1 Extension to n-word by 1-bit SRAM

We now consider an n-bit SRAM where each word consists of a single cell (a bit-oriented
memory). At this point. an assumption must be made about the functionality of the

peripheral circuitry in a fault-free SRAM.

e The address decoder can raise at most a single word line. Consequently, only one

word can be written to or read from at any time.

We model the correct behavior of an n-word by 1-bit SRAM as a Mealy sequential
machine M/ = (Q.X.Y.8.1), where Q = {0.1}", X = (U, 4;) with 4; = {r'. w/. wi}.

}" = {0.1.%} and the transition function § and the output function A are defined by

J (q..... 0..... q"). ifr = uw)
(gt . ... q..... q").r) = (g*. ... I..... q")., ifr=uw.
l (¢*.--.. q..... q"). otherwise,

and

q. ifz=r".

$, otherwise.

As before, the inputs r'. w!,, w} denote the ‘read’, ‘write 0’ and “write 1’ operations on
word i. respectively. and the output $ is merely a formal symbol denoting lack of output.
The w'-sa-0 Fault

As stated before. in the presence of a w’-sa-0 fault none of the cells along the faulty word

line can be written to, or reliably read. Moreover, no operation on any of the remaining
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n — 1 fault-free words can sensitize the cells along the faulty word line such that this
fault could be detected. Therefore. in an n-word by 1-bit SRAM. there are n possible
w'-sa-0 faults that cannot be reliably detected by any combination of ‘read’ and *write’

operations.

Testing the w'-sa-1 fault

As indicated earlier. w'-sa-! is not independently testable and affects all the cells along
the faulty WL. However. this fault is detectable in conjunction with another memory
word in the following manner:

Assume w'-sa-1. Since word i is always accessed. a ‘read’ or “write’ operation may be
applied to two words simultaneously. In this case, a ‘write operation is always successful
for both words. On the other hand, the result of a ‘read’ operation will be unreliable
if the two accessed words contain opposing values; this will not. however, disrupt the
contents of either word.

A possible test is:

Pyt =Dyl

Tw-sa-l = (u.'(',)"w’l'( w,r

where 1 = i - n. The symbol ( }* denotes n operations. These can be done in order
either from n to 1 or from 1 to n: hence the 1. The symbol ¢ )" ~!''! denotes the direction
of the march element: from n — 1 to 1. Initially, Os are written into every word. If word
u, where 1 < u < n is the faulty word. then w{ will write 1s to both u and n. Thus r'.
when 7/ = u. will generate a 1. Now, let u = 1. If word n is the faulty word. then word 1 is
not. so wl will write 0 to words 1 and n. and the subsequent r” will generate a 0. Thus.
the occurrence of a 1 during any of the first n — 1 ‘read” operations and an occurrence of

a 0 due to the last ‘read’. indicates the w-sa-1 fault.



CHAPTER 10. SRAM TESTING 109

10.2.2 Extension to a l-word by /-bit SRAM

We now consider a single row of cells comprising an SRANM word.

Let B = {0.1}. and to extend this set to represent [-bit words, let V = B'. The
behavior of a 1-word by [/-bit SRAM can be specified by a Mealy sequential machine
M =(Q.X.Y.6.A) where Q = V. X = {r} (U ,zpw,). and Y = V1 {$}. For ¢ = V.
r <= X the transition function § and the output function A are defined by

i g. ifr=r, Jq. ifz=r.
d(q.r) = and A(g.r) =

p. fr=w, p=V, 1 $. otherwise.
Faults affecting the bit bit lines of each of the [ cells are detectable by performing
the respective tests on all cells in parallel since these faults manifest themselves with
an erroneous [-bit output of the ‘read’ operation. Detection of the w-sa-0 fault is not

possible. as this fault affects the entire word the same manner.

10.2.3 Extension to n-word by [-bit SRAM

The combination of both extensions described above vields the specification for the be-
havior of a n-word by [-bit SRAM.

Let V be defined as before. The correct behavior of a n-word by [-bit SRAM! is denoted
by a Mealy sequential machine A/ = (Q..X.Y.4d.A), where Q = V", X = (Ui, 4,) with
A ={r'} i (Upzyuwl), Y =Vii{$}. For1 Zi- nandforq =V.r < X.p <V, the

transition function § and the output function A are defined by

8((¢" .o g ) =
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and

¢. fr=r'.1<i n.

$. otherwise.

From the combined fault analysis we conclude that, for the input stuck-at fault model.
only the w’-sa-0 faults cannot be tested reliably. Since in a n-word by /-bit SRAM. n
such faults may exist. the best possible fault coverage of any test under our fault model
is .:,’“%:’l - 100%. which for an 8k-word by 8-bit SRAM [16] is 50.1%%. but for a 32-word by

73-bit SRAM [31] is 91.01%.

10.3 Evaluation of Tests

In this section we analyze well-known tests with respect to the input stuck-at fault model.
A complete evaluation of the MATs+ test is given here. The same approach has been
applied to MaTs++, MARCH Y and MaARCH C- and the summaries of these evaluations

are given. The complete analyses of the latter three tests can be found in Appendix B.2.

10.3.1 Evaluation of the MATs+ test

The MaTs+ test [20] for a n-word by 1-bit SRAM. is of length 5n, and is presented below:

Mats+ = (w))} (r'wi) " (v wl) ™.

First. all the words are initialized to 0. Then. in the fault-free SRAM. each w} in the
second march element is preceded by an r’ which should produce a 0. This march element
is performed in the direction from n to 1. The rest of the test sequence is similar. with 0

and | interchanged and the march element direction reversed.
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Evaluation of the MATs+ test for a single cell

First. we restrict the above test to a single cell. Each cell in this test is subject to the
following sequence of operations: w,,rw;ruy,. Table 10.3 provides the comparison of the
fault-free response with the faulty responses of all independently testable faults. The
deviations from the fault-free response are indicated in boldface. Tests for individual

faults that are included in MATs-+ are also given. From this table it is clear that the b-

Table 10.3: Evaluation of the MATsS+ test for a single cell.

MaTs+ Elementary tests tor input stuck-ar.
Fault Wy, fanles withinn MATS +
| fault-free cell || —0—1 — i
h-sa-() - -0 - Uy Wbty I
h-sa-1 -I1-1- IIssing tests wrg g, r
b-sa-() -1-1- WPy 'y,
besa-| H—-0—-0 — wgWw L,

sa- 1 fault will not be detected reliably. as the elementary test for this fault is not present in
the MATs + sequence for a single cell. The reader can verify that for an inverted MaTs+
test wyrw.ruwy. where each cell undergoes the complementary sequence of operations. it

is the b-sa-I fault that will not be reliably detected.

Evaluation of the MaTs+ test for n-word by 1-bit SRAM

We verify that MATs+ detects w'-sa-/ faults by showing that it contains the T, ..
A 3 w-sa-1

test. Given

I\IATS"' — (w:’)t (rlwi)nll (r'.u,"",)”“,

We expand the latter two march elements and get

KEY o e 7o ia{n—1)]01 1 Lo v i\2Tu=1) ¢ '
(u-'u)I rwy(r'wy)t” rw,(r'w) ri'w.
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We can disregard the (w})t"=!"!, («})*""~1 and w!; operations as. for any given word.
they occur after a ‘read’. and they are not required to sensitize the faulty word. The
sensitization is accomplished first by the w{ and then by the w!. We can also disregard
the r*. r! and (r')?7"~1 operations. as they do not corrupt the contents of the cells®
and thus we get

Tp-sa-1 = (w(',)g'u."l'(r'-)‘"_”“w,l,r".

which completes our proof.
We have shown that MATs + is unable to detect b-sa-! and w’-sa-0® faults. We thus
conclude that in a n-word by 1-bit SRAM. under the single-fault assumption. this test

n+3

can reliably detect ;=57

-100% possible input stuck-at faults, which is roughly 507 of

faults (for large n) in the input stuck-at model.

Evaluation of the MaTs+ test for n-word by /-bit SRAM

The word-oriented extension of the MATs+ test for a n-word by [-bit SRAM takes the
form:

MATs+ = (w,",““)i(r-'-u"i.__1 )""l(r'-w"-,._v,,)”".

where w,_,, denotes the writing of an all-0 word. etc. This is often referred to as a data
background {16]. The reader should note that. for input stuck-at fauits, this extended
test detects the same faults per cell as the test for a single cell. Changing the data
background does not affect the relative number of faults that may be undetected; it
does. however, affect the type of the undetectable faults. There are [ possible b/-sa-1
faults, where 1 -~ j < [ in a 1-word by [-bit SRAM, and therefore, under the single-

fault assumption, this word-oriented extension of the NlATs+ test will reliably detect

“Sinule fanlt assumption.

'See Section 10.2.1
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<3

s - 100% of faults under the input stuck-at fault model. Thus. for the previously

mentioned (8k - 8)-bit SRAM. the coverage is 50.05 - a decrease of 0.05"c from the
optimal coverage of Section 10.2.3. However. for memories with long words. such as the

(32 - 73)-bit SRAM the coverage is only 70.5% - a decrease of 20.51%.

10.3.2 Evaluation of the MATS+ + test

The MATs++ test [20] is a well-known. bit-oriented test. of length 6n. One possibie

word-oriented extension of this test for an n-word by [-bit SRAM is:
It

MaTs++ = (w".,_'_(,) t(r'.w'i__1 )""1 (riw,i,._',,ri)

As shown in Appendix B.2. this word-oriented extension of the MaTs+ + test will

reliably detect all the detectable input stuck-at faults. which constitute ,_,’::if, - 100% of

all the faults in the fault model; hence for large n the fault coverage is roughly 50%.

10.3.3 Evaluation of the MARCH Y test

Another well-known. bit-oriented test is the MARCH Y test [20. of length 8n. A word-

oriented extension of this test is presented below:

MARCH Y = (w('.,.__‘,)I(r'-u"imlri)"il(riur{,.__(,ri)lT"(ri)*.

This extension of the MARCH Y test will also reliably detect all the detectable input

stuck-at faults. i.e. ._,'::'41, - 100% of all the faults in the fault miodel. This coverage is

identical to that of the MaTs++. yet the MARCH Y is longer. as it contains redundant

elements with respect to the detection of input stuck-at faults.
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Figure 10.4: DFT suggestions.

10.3.4 Ewvaluation of the MarcH C- test

The MaRrcH C- test [20]. of length 10n. is also a well-known. bit-oriented test. A word-

oriented extension of this test is presented below:
2 T ro i ) n r o tn rood T 2%
MarcH C- = (w), ) (r'wy )" rtw) )" (e ) ) )

This extension of the MARCH C- test will also reliably detect all the detectable input
stuck-at faults. This coverage of input stuck-at faults is identical to that of the MATs+ +

and MARCH Y. yet the MARCH C- is longer than either of these two tests.

10.4 DFT Suggestions

Earlier we have shown that the w'-sae-0 faults cannot be tested reliably by any combination

of ‘read’ and ‘write’ operations. These faults constitute - - 100% of faults in our fault

model. In Section 10.1.2 we mentioned that considering word select lines as a source

of output @' could improve the SRAM’s testability. By providing an additional output
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w-low = NOR(w!. .. .. w"). depicted as a logic gate in Figure 10.4. the fault coverage can
be improved significantly. This simple DFT enhancement, by indicating that none of the
word lines is active. can directly detect any w'-sa-0 fault. increasing the fault coverage
of the MaTs++. MaRCH Y and MARCH (- tests to 100% with respect to the input

stuck-at fault model.

10.5 Summary

Using a n-word by [-bit static CMOS SRAM as a basis. we have evaluated some commonly
known tests with respect to a simple class of faults: the input stuck-at faults. We have
demonstrated that these tests may fail to detect close to 50% of faults (for large n) in our
fault model. This poor performance is attributed to the fact that ‘read’ operations are
insufficient for the detection of all the input stuck-at faults in this type of static CMOS
SRAM. In order to provide 100% fault coverage some DFT enhancement, such as the one
that has been suggested. is necessary. We have shown that tests MATS++, MARCH Y
and MNARCH C- have the same fault coverage despite their different lengths. and that the
MATsS + test has an inferior fault coverage in comparison to the previous three. We have
also demonstrated that if a column-wise fault (e.g. a bit line fault) is not detectable by
a particular bit-oriented test. then complementing the data values in the test will result
in a complementary fault not being detected. This property is magnified when such a
test is modified to word-oriented memories, because different data backgrounds will have

a different combination of complementary types of faults being undetected.
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Conclusions

In this thesis we have presented a formal framework for modeling and testing memories.
Our goal was to standardize fault models and to associate them with the specific design,
functionality and the underlying technology of memories. This is particularly important in
view of the increasing number of application-specific memories that are being developed.
We strove to systematize the process of fault modeling. test development. evaluation and
verification.

Our framework expands on the concept of defect-based fault modeling and inductive
fault analysis. We present it using a CAM cell as an example. A brief review of the

obtained results are given below.

11.1 Review

In Chapter 2 fundamental aspects of testing digital circuits have been described using
the most common fault model, the stuck-at fault model, as an example. This fault model
is insufficient to describe all possible faulty behaviors of a digital circuit, particularly one

implemented in CMOS technology. Other fault models are required and appropriate tests

116
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have to be devised. Moreover. due to the existence of non-logical faults. logic tests have
to be complemented with parametric tests.

Logic testing in itself is a complex issue, particularly when applied to sequential
circuits. Exhaustive testing. in general, is an NP-hard problem. so fault models have to
he tailored to the circuits under test in order to be accurate, and for the respective tests
to be short enough to be useful.

Although circuits should be designed to include features that improve testability.
such as scan paths (DFT), test lengths should be minimal while providing optimal fault
coverage in the fault model.

In Chapter 3 an overview of memory testing topics has been presented. Traditional
and modern tests have been described and compared in terms of their lengths and fault
coverage. Faults indigenous to static and dynamic memories have been described. This
characterization is a result of defect-based fault modeling techniques. We have also listed
tests designed exclusively for SRAMs. These tests are more efficient and yield higher fault
coverage than general functional tests. A design-oriented approach to fault modeling has
been proposed. Its purpose is to categorize faults in terms of defects in the cell circuit and
not in the cell's functional behavior. This approach should result in more accurate fault
models that take into account the cell design, implementation technology. and design-
specific functionality of a memory.

In Chapter 4 we have presented an overview of a formalism developed by Brzozowski
and Jiirgensen for sequential circuit testing and diagnosis {11]. We utilize this formalism
in our behavioral analysis of memory cells. It provides the means to distinguish faulty
behaviors from the fault free ones and to derive shortest input sequences with which that
distinction can be made.

In Chapter 5 we have given an overview of a CAM architecture. We have presented

several different CAM cell designs, both static and dynamic. and commented on their
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strengths and weaknesses. It is important to note that although all CAMs will perform
the same operations. the way these operations are implemented varies among cell designs.
For this reason it is reasonable to expect that these cells will exhibit different faulty
behaviors in the presence of similar faults.

In Chapter 6 we have described several tests developed explicitly for CAMs. The fault
models used for these tests are often not sufficient to describe various faults indigenous
to CAMs. Al-Assadi et al. were first to develop a fault model specifically for a CAM. Lin
and Wu expanded on that work. defined additional faults and designed a test for their
fault model. Yet their fault model is still inadequate. ad dome of the fault analysis is
flawed. Moreover. this fault model pertains only to single-port CAMs. Due to the variety
of CAM cell designs a more general approach is necessary: one that can establish fault
models that reflect defects that occur in a given CAM cell design.

In Chapter 7 we have developed a fault modeling methodology. using a particular
static CMOS CAM as an example. The modeling steps included circuit analysis. asyn-
chronous behavior analysis. and a FSM representation of the fault-free and faulty circuits.
Four fault models for an n-word by [-bit static CMOS CAM have been defined: input
stuck-at. state stuck-at, transistor stuck-(on:open). and bridging. It has been found that
some of the described faults resemble well known fault categories: cell stuck-at. transi-
tion. coupling. etc. However. many of the faults presented here have a distinct behavior
and do not cleanly fit these categories. A systematic behavioral analysis produced the

following results:

e All input and state stuck-at faults are reliably detectable by functional tests, al-
though some faults are not independently testable and have to be considered in

conjunction with other cells, as shown in Chapter 8.

° "'I’—él - 100% (approx. 11%) of transistor faults are not detectable by functional CAM
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tests: however all transistor-open faults that compromise data retention in static
memory cells can be reliably detected. due to the enhanced functionality of this

type of memory.

Dl +~7TI=2

Tolsi=a.—7  100% (approx. 50%) of faults in the bridging medel are not reliably

detectable by functional tests.

e Faults that are not detectable by functional tests cause an increase of Ipp or Ippg:

hence they are detectable through parametric testing.

e "Read’ operations are inadequate sources of output for testing static CMOS CAMs:

‘compare’ operations are a more reliable choice.

e Elementary tests, of length at most 3, have been determined; these tests are neces-

sary to detect reliably testable faults in an arbitrary CAM cell.

In Chapter 8 we have presented the construction of the TSE-‘-'B test which detects all
reliably testable faults under the input stuck-at, state stuck-at, transistor stuck-(on  open)
and bridging fault models. The construction process consists of the development of a test
for a single cell, extension of that test first to an n-word by l-bit CAM (bit-oriented
memory). then to a 1-word by [-bit CAM (single /-bit word), and by combining the two.
the generation of a linear-time test for an n-word by [-bit CAM. In addition, some DFT
enhancements that reduce the test length have been suggested. With a bulk-write the
test will be linear in the word length.

In Chapter 9 we have shown how evaluation or verification of tests can be conducted
within our framework. by evaluating two CAM tests with respect to the input stuck-at
fault model of a CAM cell of Fig. 7.1, as examples. We have demonstrated that the TGE-"H
test originally developed for a different CAM cell [19], does not reliably detect the b-sa-0

and b-sa-0 faults and requires a modest restriction on the size of the CAM. This test
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can be modified to achieve 100% fault coverage at the cost of increased length. We have
also shown that the T gy test [31] provides 100% fault coverage with no restrictions
on the size of the CAM: however. it is significantly longer. This length is dictated by the
requirements of BIST.

Although not all fault models were considered. this exercise clearly indicates the
necessity of creating custom fault models that reflect the idiosyncrasies of a particular
cell design.

In Chapter 10 we have evaluated some commonly known tests with respect to the
input stuck-at fault model. using a n-word by [-bit static CMOS SRAM as a basis. We
have demonstrated that these tests may fail to detect close to 50% of faults (for large n)
in our fault model. This poor performance is attributed to the fact that ‘read’ operations
are insufficient for the detection of all the input stuck-at faults in this type of static CMOS
SRAMs. In order to provide 100% fault coverage some DFT enhancement. such as the
one that has been suggested. is necessary. We have shown that tests NaTs++. MARCH
Y and MarcH C- have the same fault coverage despite their different lengths. and that
the MaTs—+ test has an inferior fault coverage in comparison to the previous three. We
have also demonstrated that if a column-wise fault (e.g. a bit line fault) is not detectable
by a particular bit-oriented test. then complementing the data values in the test will
result in a complementary fault not being detected. This property is magnified when
such a test is modified to word-oriented memories. because different data backgrounds

will have a different combination of complementary types of faults being undetected.

11.2 Contributions

The two major contributions of this research are:
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e The systematization of the fault modeling, test generation and test evaluation pro-
cesses. Our approach has led to the identification of cell behaviors that are not
covered by the traditional fault models. It has simplified and organized tasks that

have previously been done mostly in an ad hoc manner.

e The design-oriented fault modeling postulate. Our guidelines help prevent the mis-
application of tests to functionally similar, but technologically different circuits.
Also. if fault models are representative of the architecture and technology of a cir-
cuit. fault coverage will be easier to ascertain. which may result in more efficient

tests.

11.3 Future Work

The research presented in this thesis has opened numerous venues for future study. The

most obvious ones are listed below:

o C'AM tests evaluated with respect to the input stuck-at fault model should also be

evaluated in terms of the transistor and bridging fault models.
e Transistor and bridging fault models have to he developed for the SRAM cell.

e Fault models should be developed for other type of memories: single-port static and

dynamic CAMs, multi-port SRAMS, DRAMs. and FLASH memories.
e Commonly used tests should be evaluated with respect to these fault models.
e A more efficient version of the OBSERVER program should be developed.

e The feasibility of automatic fault extraction from circuit simulations should be

investigated.
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CAM Fault Analysis and Test

Verification

A.1 CAM Fault Analysis

Here. we discuss operations observably affected by input stuck-at, state stuck-at. transis-
tor stuck-(on ‘open) and bridging faults. ‘The behaviors of operations not listed here may
differ slightly from their fault-free counterparts in the event-sequence model: however in
the FSM model these differences cannot be observed. We also assume that any output
from state [ is unreliable. Such operations are also omitted for clarity. unless they affect

the state of the cell. Deviations from the fault-free behavior are indicaated by bold type.
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b-sa-

123

Input Stuck-at Faults

0 fault. This fault does not affect operations where the bit lines are not used.
or those where b is normally driven to 0, i.e.. ¢\, ¢y, ¢.. wy. and r when s = 0.

Table A.l describes the faulty behaviors. During an r when s = 1. the grounded

Table A.1: Faulty CAM cell behavior due to the b-sa-0 fault.

' R el coperations Write: wperations i

: f==1) wy (e =0) | wy («=1) w. (s« =1)

! Deseription w by e prn A Deseription | e b e mes we by e s w by e tes
tnteiad seate €001 iy 1-1 tnitinl stace 001 60 10 001 Mr1-1 001 i 1-1

:l Howet 401 00l 00 1-1 set b/b 000t 1 0 00 o 1-1 001 o 1-1
rhise 101 1.1 rhise 1 00t 10 1 00 oo 11 101 00 1-1
oo b isehiarzes 1010010 YW SEiste 10000 11 1 00 a0 -1 101 00 1-0
vend bl & loower w 001l o010 lower e 0onoul-g 0 00 oo 11 0oL 10
toase b b ¢ 01 00 1.0 [ ridse b/ 0 01 0v 101 0 01 0o 1.0]1 nolL o t-0

b-sa-

b drives s to ground. causing s to change before b has a chance to discharge. As
a result. a 0 is always detected. During a w;. when w is asserted. both 4.:b are
0 causing both T; and T; to conduct which. results in a metastable state. Once
w is de-asserted either T, or T- dominates over the other and the cell eventually
reverts back to one of the two quiescent states. Since the state of the cell cannot be
predicted after a w,, this operation must be followed immediately by a w:. or an r
which forces the cell into a determinate faulty state. The w. changes s to 0, thus
resembling the behavior of a w,,. Analogous behavior is exhibited in the presence

of the b-sa-0 fault.

1 fault. Only r when s = 0 and w, when s = 1 are affected by this fault, as they
rely on b being 0 for proper operation. Table A.2 describes these faulty behaviors.

An r when s = 0 is misinterpreted by the sense amplifiers because both b/b remain
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Table A.2: Faulty CAM cell behavior due to the b-sa-I fault.

Rezel wperntiom I! Wrire wperation i

! 1= = O} u:..q‘.-:m“[
i Deseription {ore bl e e Deseription | o o oo 1
initial state O 11 00 Lo || initial state | 0 110011
Heunst bih 0100 10 Y| set bl O11 0011
ridse 111 00 10 piines 1 1110011
boor b diselhiarges 111 00 1.0 Hew state 111 001-1
oread B2 & Lwer we | 0 1L o0 1o Lower w TR NI
| vaise b/h 01l oo 1. raatses b/h 0110011

high: hence. r is not a reliable source of output. (Since ¢,. ¢; and c¢. are not
affected by this fault. they are more suitable for fault detection.) When s = 1, w,,
fails. because the state transition does not occur. Analogous behavior is exhibited

in the presence of the b-sa-1I fault.

w-sa-0 fault. This fault alters the behavior of r. w,, when s = 1, and w; when s = 0.

Table A.3 describes the faulty behaviors. Since w is not asserted. r results in an

Table A.3: Faulty CAM cell behavior due to the w-sa-0 fault.

Rened ciperntions Write aperations

is=1j)

we b s s

De-seription

nryp (< = ())

wr Wy o e

wy (== 11

w by o 1n-s

(== 1)
Deseription ur bbs vt
nneil state 01l o010
Hownt /0 9110010
visise 1 0ilu1n
U b o b disehisrges 0ilnnl0
Cpend BB & dower e |0 11 oo L
: vatse bh a1 o010

O 11 o 1-
011001
011001
oii
o i1
01t

0o 1-

— e e =
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17141

Oal

1L

unreliable output. as neither b/b is aliowed to discharge. Operations w; when s =0

and w,, when s = 1 also fail. as a state transition does not occur.
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w-sa-1 fault. The reader can verify using Table 7.1, that despite minor differences in
the event-sequence model for this fault. all operations are correct in the FSM model

of a single cell.
c-sa-0 fault. Again. this fault has no effect on r. w,,. w; and w.. As indicated in Ta-

Table A.4: Faulty C'AM cell behavior due to the c-sa-0 fault.
Coutitpaates vperations (= = 0) “

e (e =

D"R’l'l'il stion

e Dl oee

-

isitinl state
ﬂ' il oen
Sert oo

i disehnrses

radse

venned v & wronnd o

01l o010
IRSNTIB D)
G111 0010
01100 1.0
011 a0 1.0

01110 ]

ble A .4. this fault affects only ¢, when s = 0. The fault prevents m from discharging
resulting in an erroneous match. Analogous behavior is exhibited in the presence

of the ¢-sa-0 fault.

c-sa-1 fault. As shown in Table A5, this fault only affects ¢, and ¢. when s = 0. In

Faulty CAM cell behavior due to the c-sa-! fault.

Cornpare operations

Table A.5:

Du-sn'ripti- "

ey L =)

1w bl oo

-

e e = 0}
1w by oo

i

el state
Heosst 100
st e/

tn cdiseharses

read i & sronned o/

Uigser

011 10 Lo
011 1004
0111100
01111 00
1Hwil 10 Q-0
011 10 [0

11 10 10
011 160 0-0
il 1o Q-
011 10 Q-0
011 10 00
oll 10 1o

this state the initial value of the m is 7 due to a conducting T, when m is driven
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high by the peripheral circuitry. This fault also causes an increase in Ippy. Once
m is floated. it is immediately discharged by the faulty line. Analogous behavior is

exhibited in the presence of the é-sa-/ fault.

m-sa-0 fault. Table A.6 describes the faulty behaviors of a CAM cell in the presence

of a m-sa-0 fault. This fault only affects ¢,, when s = 0, ¢c; when s = 1. and ¢. by

Table A.6: Faulty CAM cell behavior due to the m-se-0 fault.

C“lll[n-':l" operntions

ot = 0) e, e = 1) oy (e = 1) L == 1)
De=eription we by e tn-x e by e grp- e by s anes e by oves e
el statse 011 00 0-0 11 Ho Q-0 0110001 0110001
Hewnt 01l o0 011 00 0-0) 011001 0110001
Set or, ot 11 01 0-0 U011 00 Q-0 011 100-1 011 u00-1
1 odisehiarges 011 01 0.0 011 00 Q-0 0111001 il v 0-1
vened 1o & mround oo 011 00 0-0 011 00 0-0 0110001 011 9 0-1
radse o 0110000 011 00 00 TRININK Bt il o0 Q-1

returning an unconditional mismatch.

m-sa-1 fault. Table A.7 describes the faulty behaviors of a CAM cell in the presence
of a m-sa-1 fault. As expected. this fault only affects ¢; when s = 0 and ¢, when

s = 1 by returning an unconditional match.

Table A.7: Faulty CAM cell behavior due to the m-sa-! fault.

Conpare operations

el (e = 1) g e =1)
De-seription wbd e e o b e e
tnitinal state ullogl.o 0110011
Hont Ol on 10 01100 1-1
Set o i 0L 10 ) o llol i1
e disecharges 011 1010 0110111
vened o & ozronnd o/ G 1L on 1.0 01100 1-1
ranise 1 0110010 011 a0 ll
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9

4

A.l. State Stuck-at Faults

s-sa-0 fault. Table A.8 describes the faulty behavior. Since s is permanently grounded.

the cell can only only be in state. 0. As the voltages on s'5 are fixed. r. c.. ¢

Table A.8: Faulty CAM cell behavior due to the s-sa-0 fault.

Write operntions

nyy {(« = 1)
Deseriptionn wr Iy e te2-m
mitinl <tiate 0 11 0uto
se-t I.,.'I—, O 1000 1.0
radses u 1 1o 10
1te'w stoater I 101y 1.0
Lower (10 a0 1.0
radse bt il 0o 1.0 |

and c. provide determinate, correct output. The only operation that fails is w;.

Identical behavior is exhibited by the §-sa-! fault.

s-sa-1 fault. Analogously to the previous fault. the cell has only one state. 1. and the
only operation that fails is w,. Since the voltages on s's are also fixed. r. c,. ¢
and c. provide determinate and correct output. Table A.9 describes the faulty

behavior. Identical behavior is exhibited by the s-sa-0 fault.

Table A.9: Faulty CAM cell behavior due to the s-sa-7 fault.

Write operations

ey (2= 1)
Deseription w bl ot
inttinal seate TR RIIR B!
set I,,'I_, (ol 1-1
radse 1 0L 1-1
1w sthtes 1 01 06 1-1
lower w 0010011
raise h/b 0110 1.1
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A.1.3 Transistor Faults

Ti-on fault. Although similar to the s-sa-0 fault. the cell may temporarily remain in
state /. and switch to state 0 after some time. In state [ both T; and T3 conduct:
hence this fault is also detectable by Ipp tests. Table A.10 describes the fauity

During w;. when s =

behaviors. 0. T, stays on after w has been asserted and

Table A.10: Faulty CAM cell behavior due to the T}-on fault.

ltﬁ Write wperations
wy (e = 0) uy (s = 1) u. <=1
Deseription | w bb oo s 1w bl o rie Vone bl e pnes
initial stace 01l o016 o1l ou 10 w1l oo 10
set b 01000 10 o 1000 1-1 011 o0t
ralse 1w 1 1or o L0 1 tooo 0 111001
1new state 11000 1k 1 1000 1.0 11100510
lower w o 10 an 1-1 o 1000 10 0110010
| wosise bl vitoo 1o | o1l oo 110 011 40 1-0

§ driven to 0. Since T3 is on and b is high at the same time. the voltage at s
is intermediate. Once w is de-asserted the voltage at node s eventually becomes
0 again. as T dominates T;. The w. accelerates this transition. by temporarily
disabling T3 and T, therefore allowing the faulty T} to discharge s. Analogous

behavior is exhibited by the T»-on fault.

T,-open fault. In the presence of this fault. the cell cannot maintain state 0 and will flip
to state 1. It may. however, remain in state I for a long time: hence this fault is a
data retention fault. During u,, s is pulled down solely by the bit-line driver. After
w has been de-asserted, s floats: thus the T»-T inverter acts like a voltage divider.
In effect. both s/5 are in state /. A w. forces both nodes to 1. which activates only

T. (T, is open); hence § becomes 0 as soon as w is de-asserted. Table A.11 describes
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Table A.11: Faulty CAM cell behavior due to the T|-open fault.

Write operntions

Hyy (= = 1)) w. (= 1} ury (== I
Do seription 1w Dy oo gna-e PO X w by e ppos
initinl state 0110011 o1l ool 01l ool
~th b OOl oo -1 011 a0 1§ IEDEITE B
riise 1w 1ol ool d 111 o0t 1op -1
Hew S<Eike Lol ool g 111 0011 1ol oo 1§
Foower 10 ool oo 1.1 011 o0 1-1 0 o1 o0 1-1 :
caise bob L O ILOO BT | 0110011 | 91160 111

the faulty behaviors. Analogous behavior is exhibited by the T»-open fault.

T3-on fault. In this case the cell exhibits anomalous behavior in what should be state
0. i.e.. when T3 does not normally conduct. Since T3 is always on. the resulting
state is /. which is detectable by I, p¢ tests. Because T3 is usually weaker than T},
the voltage on node s may be close to 0 immediately following a u,. We assume,
that the resistance of the faulty transistor is too large for this fault to be modeled
by the s-sa-! fault. and the voltage on s will rise and remain at /. Since r in state
I is unreliable. this fault is also a data retention fault. Table A.12 describes the

faulty behaviors of a CAM cell in the presence of a T3-on fault. During r, when

Table A.12: Faulty CAM cell behavior due to the T;-on fault.

Write aperntions

v = 0} wy (== 1)

Deseription w by e s 1w bl s tri-x

tattind ~tate o011 o i-f 110011

!
] 0l
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s = [. the differential voltages on the b/b lines will be smaller in magnitude: hence.
depending on the sensitivity of the sense circuitry, r may yield an unpredictable

response. Analogous behavior is exhibited by the T;-on fault.

Ts-open fault. In the presence of this fault. the cell cannot maintain state 1 and will
change to state 0. Since it may remain in state [ for a long time, this is also a

data retention fault. During w;. s is pulled up by the bit-line driver. Since T3 is

Table A.13: Faulty CAM cell behavior due to the T3-open fault.

Write: perntions

ny (= = 0) i wy (== 1) w. (== 1)
Deseription | e b o s e By e gpa-a 1w by s anom
nitind state 011 0010 01t oo1-1 011 00 1k
set h/h R ORI ST 0100 1-1 il oo 1-k
raadse ne 1 10010 1 looo1-1 1110011
1w State 1100011 1 1o o0 1-1 1itvo -0
Lower o oloos -1 0 1lo oo 1-1 0wil oo l-0
radse b'h a1l o110 011 00 110 01100 1-0

open. T; acts like a DRAM cell: the charge stored at node s is dissipated due to
leakage currents. Once the voltage on s drops below a certain threshold T; begins
to conduct. raising the potential on §. In turn. T begins to conduct. and grounds s.
A w. forces both nodes to 1. After w is de-asserted, s will discharge more readily
0. Table A.13 describes the faulty behaviors.

than § due to the fault: hence s =

Analogous behavior is exhibited by the T;-open fault.

T;-on fault. This fault is similar to a s-sa-/ fault. In a quiescent state b is driven high.
Since T is on. b is always connected to s: hence the cell always reverts to state 1.
as indicated in Table A.14. However, the cell can temporarily find itself in state 0.

which may affect any concurrent ¢, or c;. This fault may also affect r of other cells
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Table A.14: Faulty CAM cell behavior due to the T5-on fault.

! Write opperintions ]

ury (=1} I

Deseription 1w bl ovs -4

tntial <tate TRINTIRS!

st b b 001 oo l-1

=

0l o 141

Tivdses 10

ol o 1.0

—

1w state
lower 1 IEBEIIREL

b 11 o 1.1

ratse- b/l

connected to the same b:b lines but different w lines. since b cannot be “floated™

due to this fault. Analogous behavior is exhibited by the T;-on fauit.

T,-open fault. Here, s is permanently isolated from 6. An r. when s = 0. will yield

unreliable results, as b cannot discharge through s. When s = 0, w; also fails since

Table A.15: Faulty CAM cell behavior due to the T;-open fault.

| Rend cperations Write aperntions

: (x =01 uy (= = 4§ e, (2= 1)
De=eription w b e 1n-a Deseriptivas | o0 b e qnee Lo by v g

o initial state 0110010 tnicial seaee 110010 Willon 1.1

: Hone b/h 01100 10 Y set bib | ¢ 1000 10 wilon 1.1
raise w 11l oo 1a | raise w 1 1000 10 11t oo -1

| b or b discharzes 1T 00 1.0 || new state 1t oo 10 111y 1-0

| vend b6 & lower w ofloo1o lower ue 1000 11 v1llon 1.0
ratse L/h 0110010 raise bl 6110010 011y 1.0

s is not driven high by b. Despite the conducting T3, the change of state does not
occur. However, w.. when s = 1 will cause the state to change, since a conducting
T, will drive s to 0. These events are described in Table A.15. Analogous behavior

is exhibited by the T;-open fault.
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T--on fault. This fault affects ¢; when s = 1, i.e.. when T; would normally be open.
Table A.16 describes this behavior. As both T; and Ty are on. they act as a voltage
divider between c:¢. When the ¢ ¢ are driven to 1.0, the gate of T, is at potential
I. roughly equal to V,;;’2. Since the threshold voltage V7 of T; is about V;,;/6, we
assumie that T4 is on: hence. m will discharge. Analogous behavior is exhibited by

the Tg-on fault.

Table A.16: Faulty CAM cell behavior due to the T7-on fault.

Cotnpare operations

oy b= 1)
Deseription e by eem i
initial stoate- 01l ooll
Hent vt ool
st oo IRIRURS!
m diselizarzes 011 1001
rened i 8 owronnd e/ 011 00 0-1
ridse 01l o011

T:-open fault. This fault affects ¢, in state 0. when T would normally be on. Table A.17

describes the faulty behavior. Since T: is open, Ty cannot be switched on when

Table A.17: Faulty CAM cell behavior due to the T5-open fault.

Ceanpiste aperations

e = 0)
De-xeripticen w bl e e
initial state 011 a0 10
Horst ror 01l oo l.o
s 01l 10 1.0
e diselarges oll 1010
vened o & mroand c2e L o1 00 1o
rilse (0 01l oo lo
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¢ = 1. hence m is not discharged. Analogous behavior is exhibited by the Tg-open

fault.

T5-on fault. This fault affects ¢, when s = 0. ¢; when s = 1. and ¢. . Since Ty is always

Table A.18: Faulty CAM cell behavior due to the T5-on fault.

:r Coanpare operations -

| | vwte=0p | oclge=o) | opqs=11 | oL ts=1)
Deseription i w bl ot -n O PR PPR I RV ¥ AP e by oo 11
tnitial stiate 011 v0 0-0 O 11 o 0-0 11 o0 0-1 0110001
Hesnt r 11 1o 0.0 011 0000 011 00 0-1 0110 0-1
YA A 11 091 0-0 011 o0 0-0 011 100-1 (011 0 0-1
i diseharges 011 0ol 00 0110000 011 100-1 6110001
vesed e & sround o 011 a0 0-0 011 10 0-8 0110001 011 e O-1

i ralse 011 00 00 011 v0 Q-0 011 00 0-1 011 o0 Q-1

on. m is always connected to ground resulting in an unconditional mismatch. as
shown in Table A.18. Also. in a quiescent state m is driven high: hence. this fault

causes an increase in Ippg-

T.-open fault. Here. ¢, and ¢, are affected. as shown in Table A.19. Since Tj is open.

m never discharges: hence. an unconditional match occurs.

Table A.19: Faulty CAM cell behavior due to the Th-open fault.

Conpare: operations

e =0) ca (2= 1)
Deseription w bh e e | o b s
itinl stae.- G 110010 0lloo1-1
Hevsat ren 0110010 11 (0 x-1
SeL e 01110 10 ollol 11
e disehawges 01110 1.0 0ll ol 1-1
vend i & oaronned /e 01100 10 o1l 0011
ridse 10 4 110010 011 o0 1-1
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A.1.4 Bridging Faults
Hard Bridging Faults

b-b-hrd fault. As indicated in Table A.20. this fault affects r. uy, and w; in a manner
that no reliable rest exists. During r both b ‘b are discharged. hence sense amplifiers
return an unreliable output. Moreover. since s and 5 become shorted during this

operation, the cell is forced into a metastable state. Since w,, and w, also force the

Table A.20: Faulty CAM cell behavior due to the b-b-hArd fault.

Recd oprerations I

(= = 0O) fa=1)

Deseription we bdy oes tn-n e by s 1

tiatial st 01l uo 1.0 Ol oo l-1

Hone b i1l 00 1.0 olioo 11
rivkses e 111 0010 1110011
b oor b diseharges 1 00 oa 11 1000011
read b/b & lower 000 o0 L 000 oo 1-1
vaise il 011 00 1-1/0 ollool-110
r Write oprerations
[ wy (=10 uy (< = 0) uny 12 = 1) wy (<=1}
Deseription | ou bl o 12 1w I e ani-n w b e pnea w b oo pn -
initind ~tate O11 0010 o1l 00 1 O1100]-1 0110010
et b/l 000 o 10 000 00 10 00000 1-1 00000 10
Fradse 1o 1 60 1) 140 10000 10 1 0000 1-1 1 0o l0
W sEate 1 60 o0 11 10000 1-1 1 0000 L1 1000011
loowet e 000 o 11 0o uo t-0 0o oo 1-1 o0 o 1-0
vatse bih 011 o0 1-110 01100 1-1]0 vlloo1-1/0 011 001-1/0

cell to a metastable state, there is no way to establish the next state of the cell. As
a result. although w.. ¢,. ¢; and ¢. work correctly, it is impossible to generate a
reliable faulty output, and hence this fault is not testable reliably. This fault causes

an increase in [pp during r, w, and w;; hence it is detectable by parametric tests.
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b-w-hrd fault. Table A.21 describes the faulty behaviors. When s = 0, r will output a

Table A.21: Faulty CAM cell behavior due to the b-w-hArd fault.

Read aperations

Write cipretnitions
i

Dv:\-'l'ipti- 3]

1w bl oo

(=0}

LIIRR S

Deseription

T
wy (=« = l’

e hls

LA ¥ 1 R

Hoat bl

radse 1

i

i vadse b7

tnreinl <tnte

b o b discharsges

vesnd B/ & Loower

i
i

001 unl0

0L 00 1-0 st bl
LIl oo Lar ] caise w

1 10 Oty 1-1 1IeW state
000 00 1-1 lower e
0L o0 1-1 ! ragse b/b

inttizl state

il
a ol
0o ul

tey |-
0o l1-1

ool ool-1

001 n1-1

00l ool-o

0o 1.0

I and the cell will change its state to 1. This behavior is the result of b being driven

by w. instead of being floated high. When s = 1. w,, will fail to change the state of

the cell since w is grounded through b and the cell is never accessed. The b-w-hArd

fault exhibits analogous behavior.

b-m-hrd fault. This fault alters the behavior of r. ¢; when s = 0. and ¢, when s = 1.

Table A.22 describes the faulty behaviors. During r. b is driven through m to V7,

Table A.22: Faulty CAM cell behavior due to the b-m-hrd fault.

Read o n[n'l‘.‘;lic Bt

|

i

Cotnprare operations

Deseripstion

{x = 0)

TN I

Deseription

(e =0)

" ,Pl' et Hp .

e s = 1'

1w by oo

-~

tnitinl seate
Hoae H/6

ragse

L ol & ~li>"[|.‘u'~_:v-_s

vened /0 & lower w

viase b/6

W1l uo o
011 00 1-0
1110010
1 1000 1.1
0101 1-1
01111

titinl seate
Hoaat 1
Set oo
oo liseclinarees

resd e & oo o/

rolse

011 00 10
o110 1.0
it 1010
01l 10 1.0
01l og L0

011 o0 1.0

01l onl-l
011 00 1-1
011 v 1-1
011 o0 1-1
011 o011

nitoonl-l

instead of being floated high: hence the output is

1, and the cell changes its state
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from 0 to 1. During either mismatching ‘compare’ operation. m is driven to V7
through . and to ground through the conducting T5. However. since the strength
of the bit line driver is much greater than that of T5. the output of m is assumed

to be 1. Analogous behavior is exhibited by the b-m-hrd fault.

c-¢-hrd fault. Table A.23 describes the faulty behaviors. As expected. this fault has

Table A.23: Faulty CAM cell behavior due to the c-¢-hrd fault.

Coumnpar: aperations

e (e =40 : g (=11}
Deseription 1w by e 0 - 1 by s gia-a
tnitial seate- U1l o010 0110011
Honat 1 H1L o010 011 001-1
SNy vitoni-uf w1100l
i Jiselirges w11 00 i-0 0110011
rrad m & ground /e | 01l 0 L 0110014
ridse m 011t 10 01lonl-1

no bearing on r. w,. w; and w.. but it affects ¢c; when s = 0 and ¢, when s = 1.
During either mismatching ‘compare’ operation. both c and ¢ are shorted to ground.

hence m is not discharged.

m-w-hrd fault. Table A.24 describes the faulty behaviors of a CAM cell in the presence
of a m-w-hrd fault. This fault does not affect the behavior of r, w,. w, or w. . since
during their execution m is high and w can be raised. During ¢, when s = 0. ¢;
when s = 1. and c¢.., m is always driven to ground through w: hence a match can

never occur.

c-w-hrd fault. Table A.25 describes the faulty behaviors of a CAM cell in the presence
of a c-w-hrd fault. From this table, we see that b/b remain floating high during

r: hence the output is /. A w; when s = 0 and w, when s = 1 are affected as
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Table A.24: Faulty CAM cell behavior due to the m-w-hrd fault.

)ﬁ Cotnpars aperations |
ey (=0 e (= ) ep s = 1Y e ie=1) |

| Deseription Y VARSI ¥ PR R ¥ PP S § R
! mitial seaee vou 1l oo Q-0 011 0000 01100 0-1 0wl Q-1 I
‘ oot o 011 0o 0-0 011l 0o 0-0 011 u00-1 wil Q-1 |
et oot e 11 91 0-0 011l 00 0-0 011 10 0-1 1l o001 :
e odisechinrges 110100 ! ol on Q-0 111001 1l 001 i
vened o & ocroand e ir11 e Q-0 th 11 ey Q-0 iV 11 vy Q-1 ! 011 0 Q-1 |
riise 1o o1l o000 ll oo 0o t 11 4o Ot } 1l Q-1 Jl

well. since the state transitions do not occur. A ¢; when s = 0 also fails. since ¢ is
grounded by w and fails to discharge m through T5. This fault causes an increase
if Ipp during r. wy, wy., w. and c;: hence is detectable by parametric tests. The

¢-w-hrd fault manifests analogous behavior.

c-m-hrd fault. Table A.26 describes the faulty behaviors of a CAM cell in the presence
of a c-m-hrd fault. This fault affects the behavior of ¢, when s =0 and ¢. . during
which m is erroneously discharged. Analogous behavior is exhibited by the ¢-m-hrd

fault.

s-5-hrd fault. This fault affects all operations except ¢.. Since nodes s and § are shorted
together the expected voltage on these nodes is about 17;;/2. denoted by the sole
state /. An r generates an indeterminate output [, as b, b equally discharge to
Vi 2. All “write’ operations also fail. Since nodes s and § are at potential V;/2,
transistors 77 and Tg conduct. as theit threshold voltage V3, = 1., 6. Consequently,

cy and c¢; always return a mismatch. Table A.27 describes the faulty behaviors.

4

b'-b-hrd fault. Note that for notational simplicity we use b’. b, ¢, & to denote input

lines of cell j + 1. and b. b, ¢, & to denote those of cell .
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Table A.25: Faulty CAM cell behavior due to the c-w-hrd fault.

Rezud copepations

te= 1) (= =1}
Deseription TN 2 T T LN L O TR
tnitind seote 1L ool 11 141
Heurat /0 TR IRET 0 1i oo 1-1
riviser 1 01l oci-0 oll001-1
Ioor b discharses oiiovotlo | 011 un1-1
perud b B S lower ogltoolo ! oiinou il
raise /b U1l onl-0 il oo 11
| Write- cperations Conupare operantions
wn g =0 L =1 [ e (e =)
Deseription | w Ul e rn-x w bl e 1 x Dexeription g e by oo pra-2
initial state | 01100 10 | 0 1L oo 11 || imeial stace [ o1Lon Lo
st /L 01000 1.0 0oL onl-1 Hont 1o ] 011 10 1-0
raise ue 01000 10 | 00100 11 || set /e i RSN IRl
LW SEALe 01000 1.0 00l iy 1-1 r disehagses [ o11L00 10
; Loower e 01000 1.0 Hotloo1-1 verd 1o 8¢ orouned /e ! 0110010
| rnise b 01100 1.0 H 1100 1-1 rhise : TRSNIIR L

This inter-cell fault manifests itself during r. when the two neighboring cells store
the same value. i.e.. their composite state S = 00 or S = 11. Suppose S = 00.
During r. & should remain floating high. while b is driven to ground. Due to
the hard short, bothlines discharge, hence the sense amplifier for cell j - 1 will
return an unreliable output I. as both /b’ are 0. An r when S = 11 exhibits
analogous behavior. Table A.28 describes the faulty ‘read’ operations. This fault
also exhibits erroneous behavior during w., and w;; from any possible state. as
described in Table A.29. Here. the arbitrary state is denoted as S = - -. For
each of these operations their respective final state is always the same. Table A.30
describes ‘write’ operations whose faulty behaviors occur only in specific states.

These operations are: w., when § = 00 or § = 0l and w,. when S = 01 or
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Table A.26G: Faulty C

'AM cell behavior due to the c-m-Ard fault.

r

C. Apenare o .[n-rhtin "is

!

vy (2= (1) e =) cote =10 |
De-seription we bl v qn-a w by oes 1pp-s e Do e qn e
mieind state 01l o0 011 o0 0-0 011 000-1
st ra 11 00 0.0 O11 0000 01l o001
set oo en 011 01 0-0 011 0000 011 000-1
rn oliseharses 011l ul 00 011 00 0-t 011 060 0-1
ressed s & ocronned o/ 011 00 00 011 00 0-0 011 00 0-1
roase ;otril v Q0 it o 00 (§] lllniO-lJ

S = 11. This fault does not affect any of the ‘compare’ operations.

& -c-hrd fault. This inter-cell fault manifests itself only when the discharging of m de-

pends on the two bridged lines. i.e..

in states S = 00, S =11 and S = 10. When

S = 00 c.; fails. when S = 11 ¢,.. and when S = 10 cy). ¢;;. ¢». and ¢.;. In

each case a faulty match is produced. Table A.31 describes the faulty operations.

Note that for notational simplicity we use b’. b’. ¢’. & to denote input lines of cell

j+ 1. and b. b. c. & to denote those of cell j. A C'.; when S = 00 fails. because c is

grounded by &': hence m is not discharged. The other ‘compare’ operations fail in

a similar manner.
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Table A.27: Faulty CAM cell behavior due to the s-5-hArd fault.

Rened vperations

Coanpsare aperiations
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! Write cpernticons
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initinl state 110011 o1t oo 1.0 wi1ool-1

set b/h ool ool gloo01I | otroo1d
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LW stk 1 010010 1100011 1110010

lower e ool ot o looo1-1 1t oo 1 X

ratse b/b LB NI | 01l oy -1 o011 0011

Resistive Bridging Faults

b-b-res fault. This fault has no functional effect on ‘read’. ‘write’ or ‘compare’ opera-
tions. An example of how marginally the behavior of a ‘read’ is affected is given in
Table A.32. When w is asserted b is driven to an opposite logical value than b. as
they are connected to s,'5. respectively. The potential difference between these two
lines is dissipated on the resistive bridge. which allows the /b to be read correctly.
After b/b are read and w lowered, b begins to discharge, but that has no functional
significance. During r. w,, and wy, as b/b are driven to opposite logical values, there

will be an increase in Ipp that is inversely proportional to the resistance of the

bridge: hence this fault can be detected with parametric tests.

b-w-res fault. Just as the fault discussed above. this fault also does not affect the func-

tional behavior of the CAM cell and hence, is not detectable by functional tests.
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Table A.28: Faulty ‘read’ behavior due to the # -b-hrd fault.

Read coperations

(S =y iS=11 !
1w bhoeee B g S wr by ov- B e 40 S
01100 11 00 1.oo o 11 a0 oo 1-11
o iioo Lo too | o 11oo 11oo 1-11 |
1 iloo 1100 1o |t iloo 11oo 1-11
1 WO uO lun o | 1 1o oo O o 1-11
1
1

Dexeription

initizsl seste
Honnte b7

Ioradse

b Bodischarzes
tead bbb & lower e | 0 00 00 01 00 Loo L o 10 00 60 0o

raine Ui 9 1lao 11 og oo O 11 00 11 o0

-1l
-11

Table A.29: State-independent faulty "write’ behavior due to the b’ -b-Ard fault.

L Wit --[n‘l‘-’nti- s
woe (S = - ) uy (S= ..
Deseription | 1w bb oo by - S ue bl coor B ooe S

[ o 1t 11 oo 1-. o 11 aMe 11 0w 1., .
ralse e 1 0 0 01 00 1-. . 1 1000 OO .. .
1w State 1 a0 oo ol oo 1-Io 1 1000 Quoa 1.1
lower ur 0 00 oo ol ay 1-[o O Jua Ovon 11

i
| |
! |
I initind seaee }
‘ set b/b O 00 0 Lo 1o O 1o 0o Oy 1. .
|
| |

raise h/h o 1l1oo 11 og 10010 0 1100 1100 1101

Increased Ipp can be observed during operations where b and w are at different
voltage potential. i.e.. during r when s = 0. and during w,,. An increase in Ippy

can also be observed. The b-w-res fault exhibits analogous behavior.

b-m-res fault. This fault does not alter the functional behavior of the cell. Increased
Ipp is expected when b and m have opposing logical values, i.e.. during r. ¢; when

s = 0. ¢, when s =1 and w,,. Analogous behavior is exhibited by the b-m-res fault.

c-¢-res fault. This fault does not affect any operations on the cell. since due to the
bridging resistance. it is possible to drive ¢/ to opposite logical values. This implies
that this fault is not detectable by means of functional tests. However. the increase

in Ipp. during ¢; when s = 0 and ¢, when s = 1 make this fault detectable by
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Table A.30: State-specific faulty “write” behavior due to the 4’-b-Ard fault.

T

Write TS

w4 (S =00 wyp . (S=114
Deseription wr W oo b . S e bl e B 0 S
inicisl state o 1100 1100 100 O 11 00 LLeny 1-1) o
set bib 0 10 00 Ul 08 ] O oo 0l oo 1-11
roalse ae 1 10 OO OL (0 100 1 1voy Ol oo 1-1t
HeW state 1 10 o ol oo 110 1 1o Oloo 1-10
lower w 0 10 o0 ol oo 110 o ooy Ol oo 1-10
radse b/b o111 00 110 .10 Bo1l o0 1log 1-10

Write aperations
| .o (S =0l gy . (== 01)
Deseription w bl oeer bl 4 S w b W S

tuitial staee- | 0 11 0O 11 00 100 0 1l oo 11ouo 1-01
et bl 0 10 0o ol o Lol O 1o 0l oo 1-01
ralse ur 1 10 00 Ol ¢ 10l 1 1000 0140 1-01
W stinte ¢ 1 1000 oL on 110 1 1nvouo 01loo 1-10
loower u D 10 00 Gl un i-1n O fro0 Ol 1-i0
tidses Bih 0 11 uny 11og 110 O 1100 11oo 1-10

parametric tests.

m-w-res fault. Table A.33 describes the faulty behaviors of a C'AM cell in the presence
of a m-w-res fault. This fault does not affect the behavior of r. u,. wy or w.. as
the resistive bridge allows m and w to be at different voltage levels ath the cost if
higher Ipp. During ¢, when s = 0, ¢; when s = 1. and ¢., m is always discharged

to ground through the bridging resistance; hence a match can never occur.

c-w-res fault. In the presence of this fault it is possible to drive ¢ and w to opposite
logical values and hence any operation where such a condition occurs will be func-
tionally correct. This implies that this fault is not detectable by means of functional
tests. However, the increase in Ipp during r. wy,. w;. w. and ¢; makes this fault

detectable by parametric tests. The ¢-w-res fault manifests analogous behavior.
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Table A.31: Faulty C'AM cell pair behavior due to the &-c-Ard fault.

Ceoanpiare aperations

'
i
—

1
F

o S = o) . (o= 11
De-zeripstioon e b Bl -8 LT T Y TR TR
inttiznl state G 11 o0 1100 100 G 1100 11 a0 1.11
Hont 1o O 1100 11 00 100 0 ttoo 1100 1-11
<ot oo G Iloo 1100 100 {0 1100 1100 111
i discharzes O 1Loo 1100 T-00 | 0 1100 11 00 1-11
read i & osround e e D0 1100 1too Too L o 1100 1100 111
i rnise m " lloo Ilutr Lo ! g 11oo 1100 111 )
o (S = 160 . (o= 1th
Deseription we b bl S wr bl by e S
itinl <cate- 0 11tog 11 oo 110 (v 1100 1100 110
Hont 1 O 1Luo 11 oo I-10 1 11 a0 11 o0 1-10
St oo O 1100 1ol 110 | 0 1100 1100 i-10
e diseharges G 1100 11ul 1-10 ) 0 1100 1100 110
remd o & cround /e O 1100 1100 1-10 0 1100 1100 1-10
i rrise 0 1o 1100 1-10 O 1190 1100 110 |
{ 11 (S = 1n) o e =10)
Deseription e oo B S ter b s bl s 0 S
tnitinl state O 11oo 11 oo 110 0 1100 11 00 1-10
Heat 10 0 1100 11 oo 1-10 O 1100 11 00 1-tn
et o /e 0 1110 110v 110 | 0 11 on 11 G0 110
1 diselinrses 0 1110 1100 110 | o 1100 1100 110
pead m & areand i Lo 1Moo 11oo Ta0 o 1teo 1100 110
rise O lou 11 oo I-1u O 11 oo 11 oo 110

c-m-res fault. Table A.34 describes the faulty behaviors of a CAM

143

cell in the presence

of a c-m-res fault. This fault affects the behavior of ¢, when s = 0 and c.. during

which m is erroneously discharged. In the initial state. m is driven to V;; and c is

driven to ground. hence there is a potential drop of V7;; across the resistive bridge.

indicating an increase in Ippy. However. sa soon as m is disconnected from its

driver. it begins to discharge through the bridging resistance: the rate of discharge is

dependent on the bridging resistance and the capacitance of m. Analogous behavior

is exhibited by the ¢-m-res fault.
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Table A.32: Faulty CAM cell behavior due to the b-b-res fault.

|r Rezed coperntivas
[ ds=t) | (s=1)
Deseription i e Dly oos e ! e W veos pre
tnigind state TR S NTTR T | 0 lluol-1
Hoost b ; vitoo e | o il ool
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traise b'h Poltw ol atloo

'

Table A.33:

Faulty CAM cell behavior due to the m-w-res fault.

Coanpiate operations

o (2= ) L {2 =1 ey (== 1) te=1)

Deseripetion wr Wy ove gq0-2 w W o qp-e w bl e e 1w by om0
initinl state 011 o0 00 0110000 o 11 ou0-l 011 0 0-1
Hont 1 01t oo Lo a 11 00 -0 011001 niL ool
seb oo 011 01 00 011 v Q-0 011 11 0-1 011 o9 0-1

U re dischinrses (11 01 0-0 011 0 0-0 01l 1001 011 00 0-1
! vrened e Ao owreanned o/ 011 0o 0-0 011 v Q-0 01l v o1 011 000-1
E vidser 1 11l oo 0-0 Poa 11 00 0-0r 01l o 01 1 011 0 0-1

s-§-res fault. This fault does not affect the functional behavior of any of the operations.
Since nodes s and § are connected together by a resistive bridge. the potential
difference between the two nodes is dissipated across this resistive bridge. which

results in an increase in Ippg.

b'-b-res fault. Note that for notational simplicity we use &', b’. ¢’, & to denote input

lines of cell j = 1. and b, b. c. & to denote those of cell j.

This inter-cell fault does not manifest itself during any of the nineteen operations.
When b’ and b are driven to opposite logical values. the potential difference between
the two nodes is dissipated across this resistive bridge. Hence an increased Ipp can

be observed during r when S =00 or $ =11, wyo, w.q, wy; and wy ..
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Table

A.34: Faulty CAM cell behavior due to the c-m-res fault.
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! Conpare operntions
culx = 1)) L (e =) e =1
X De-~eription 1w by o gnr-e e by o tnen se Bl ove piaes
i initinl stace 011 Ho Q-0 01 oo Q-0 011 o 0-1
[ ) a0l oo Lo 011000 o1l ooll
set oo ullol 00 011 uvo 0.0 1l v 0-1
e Jiseharges 0110100 G 11 00 0.0 011 0001
rend i Soocronaed g0 111 00 00 011 00 0.0 011 v 0-1
Lr:;i.w 28! (AR SWITN ) NE 011 )00 01l 0o}

¢'-c-res fault. This inter-cell fault does not alter the functional behavior of any of the
operations. It will result in an increase in Ipp during ¢y. ¢, ., c;1 and c.: hence,

this fault can be detected by parametric tests.

A.2 CAM Test Verification

[n this section the T..; test for a single cell is verified. In Table A.35 the fault-free
response is provided for comparison with the faulty responses of all independently testable
faults. The deviations from the fault-free response are indicated in boldface. Tests for

individual faults that are included in T

cel] are also given. In all cases except w-sa-0 the

initial state of the cell is not important because. after the execution of the first three
write operations wyww ., the initial state is forgotten. Tests for some of the faults (ex.
b-sa-1: wyw,c,) appear separated by other operations. These interleaved operations are
combinations of w ., ¢, and ¢; which. for these faults, do not change the intended state
of the cell and. therefore, do not invalidate these tests.

The T,y test is irredundant. which means that the removal of any one of the opera-

tions that make up T will prevent some fault from being detected.

Example: If the first w, is dropped, then b-sa-I fault is no longer detectable.
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Table A.35: Verification of the T.cq test.

; T,y Test Seqqrienese ot Faules
H Faule LT A I A R TR T U TR AR AT within T,., U
fauli-free cell - - =~ 1 = - 10 |
hanig-t) - — =01 - —~ 10 i Wi W LW . Cpeogtinir, oyey
bhesu-1 - - - 1o - - 01 l WG W I oWl Cory
frenegls - - = 10 -« - 01 UG U LTy W QW L Cry
frenn-1 - - =01 - - 10 WOW I CLontig i, vy
uresi-{t (S=1)) - - - 01 - - 10 MWW . CprgWotr ., Coy
t nr-sa-l1 t3==1) - - =10 - - 013 "
! renag=l} - = =10 — = 11 M QY gy Wl o Cy
| PESNTE ) - = = 1 —~ = Wy Mwourp . cperaWottr . Cory
eranegatll - - =11 - = 10 W1, Colerg e, gy
RPN § - — - 00 - =10 WU Cprgtg e oy
t-seg=-4) - - =01y - = 00 Hg I L CQLEQUIG I L ety
ri-su-1 - - —-11 - - 11 M I, CQCQ MU . vy
aaneg-l} - == =01 - - 10 UWgW LU L Cpeplig i, gy
~-sa-1 - - - 10 - - 01 woup UL cpeaWotl' . Cory
Ry - - = 1l — — 01 AR AR AN BT . £ ST o Tl
ERRNTEY - - - 01 - - 1v MWL Crrpttg i, <y
Ty-on - - —01 — - 1u HWGWIW  Cpreratg e,
Tl -open - - =100 - - 01 WU UL WO W L Corty
! Ti-on - - - 10 - - 01 WG Lt W QW L Cory
T_- ~apen - - =01 - - 10 MWW LW . Cyergtgte, oy
T:.-open - - - 01 - - 10 MW LW L nilg e oy ey
Ty-open - - - 10 - ~ 0O WG Y L W QW L Crty
! T--on - - =10 - - 01 (TR RIUPRATEATE . £ R o TH
T -open - - =01 - - 10 WQW 1" Crrgtn . o l
Te-0n - - —-—01 - - 10 WYW U L CLoalliglr, <y I
T.-open - - -1 - - 01 i WaW LI L G Wt . Corty |
T--0n - = — 00 - — 10 | ugWpn L Cpeatn ey [
T:-up(‘" - - - 1 —-= = 11 WOH L T eaWQr o) Cy
Ta-0n - - — 10 — — 00 Mg MY, ey Wl Coey
To-open - - - 11 - - 1lu HGW I L QUG I L ey
Tu-0n - - - 0 — — On WOW LN CLoat g oy
T-.-v'p"" - - =11 - - 1 Wy nrpur . CpCouiy i . yety
bhovur-brd - - - 10 — - 01 Wyt .l eaWan, Coey
hew-brd - - —-01 - - 10 WoW . Creatingte  ryey
hetni-bod - - - 10 - - 11 I TR DIREIRAS L Y IIY 5%
betni-hrd - - — 1 = - 11 TR IO RATS | P R TAAAY
verabird - - — 10 - -~ 11 MG I L e WO L €y
| cern-bed - - = 10 — — 00 W i, CpegWot' . Cgey
vetn-hod - - -0 - = 10 WyW ., Cy gl e,
tri-ur-hredd - - - 00 — — Qu HIGW L, Cp o,
sesebrd ~ - =00 - — 0n UL CLCQ Uy I L gy
Cotn-rts - - =10 = = 0n My U L e Wo 'L Cgery
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Appendix B

SRAM Fault Analysis and Test

Evaluation

B.1 SRAM Fault Analysis

In this section operations observably affected by input stuck-at faults will be discussed.
The behaviors of operations not listed here may differ slightly from their fault-free coun-
terparts in the event-sequence model; however in the FSM model these differences cannot

be observed.

b-sa-0 fault. This fault does not affect operations where & is normally driven to 0. This
includes w,, and r when s = 0. Table B.1 describes the faulty behaviors in the
presence of this fault. Deviations from the fault-free behavior are indicated by bold
type.
During r when s = 1, the grounded b forces s to ground (and hence node § to
V.11). causing the cell’s state to change before b has a chance to fully discharge.

Afterwards 5 drives & through the pass transistor. Since b is already 0, the sense

147
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Table B.1: Faulty SRAM cell behavior due to the b-sa-0 fault.

. Renud operation Wit operations

j o= 1) wp fx=0) | oy (2= 1)

| Dexeription [ Deseription | w b [

f inntind stage 0011 initind seatee | 0 010 0011

D o bib 0 ol-1 set b/b 0 001 0 00-1

! riise ue 1011 ralse e 1 000 1 001

i boor b diseharses 1010 tew state 1 001 1 001

E revt b/h & ower 1o | 0010 Lower ur [N BN § 0 on-l i
[ raise b/ ¢ 01-0 vaise /L 00101 vorolz |

amplifiers will always detect a 0. During w,, when w is asserted. both b’b are 0.
causing both pull-up transistors to conduct which, in turn. results in a metastable
state. Once w is de-asserted one of the pull-down transistors dominates over the
other and the cell eventually reverts back to one of the two quiescent states. Since
the state of the cell cannot be predicted after w;, this operation must be followed

immediately by r which will force the cell into a determinate but faulty state.

Analogous behavior is exhibited in the presence of the b-sa-0 fault.

b-sa-1 fault. The reader can verify that only r and w,, are affected by this fault. This
is because either b is always 1 by definition. as in the case of w; or as in the case
of w,, in state 0. when the fact that the b line is stuck-at 1 does not alter the cell’s
state. Table B.2 describes the faulty behaviors of an SRAM cell affected by the

b-sa-1 fault.

An r when s = 0 will be misinterpreted by the sense circuitry because both b &
remain high: therefore. r is not a reliable source of output. When s = 1. w. fails,

because b does not force s to ground to initiate the state transition.

Analogous behavior is exhibited in the presence of the b-sa-I fault.
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Table B.2: Faulty SRAM cell behavior due to the b-sa-1I fault.

Rezd cperation

l

Write operation

i (= = 1) ey (=« = 1)
i Deseription e b Descriptions | ne bls
i nitial seate Hilo mitinl sente o1l1-1
D Hone b b 0110 set bl 0 11-1
' vaise we 1 1i0 varise e 1111
Vb b disehiarzes 110 1w SEate 1 11-1
g vend b/b & lower e | 0 110 lower e 0 11-1
! raise b/b 1% ¥l rase bl 1il-1
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w-sa-0 fault. Since this fault affects w. it alters the behavior of all operations. Table B.3

describes the faulty behaviors of an SRAM cell in the presence of a w-sa-0 fault.

From this table, we see that r will fail. since neither b/b line is allowed to discharge.

Table B.3: Faulty SRAM cell behavior due to the w-sa-0 fault.

i

Rend vperations | Write operations
(« = 1)) {==1) ey (e = 0 gy (2= 1}
Description wr b e Iy Deseription | ne bl ur b
initinl state B110 01i-1 itial seaee | 0 110 (11
Hont b6 o 11.0 0111 set b b 0100 0ol-1
riabse ue 0iiou 0ii1 ritdses ne 0 100 0o nl-1
| Lo b diseharzes 01iin 01ii-1 1ew state 0110 ool-1
E vened Bl & Lower w | oo 110 owil-1 loower 0 10.0 oLl
{ radse b/h 0114 Hit-1 raise bh/h H11i-Q h 111

Lack of differential voltages on b:b yields an unpredictable response of the sense

circuitry. Hence. r is not a reliable source of output. Since w is never asserted. w,

when s = 0 and w, when s = 1 are faulty. as they do not result in a transition to

the desired state. A w, when s = 0 and w; when s = 1 are not affected. as they

effectively “do nothing”.
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w-sa-1 fault. As the reader can verify using Table 10.1. in the presence of this fault,
despite minor differences in the event-sequence model. all operations are correct in

the FSM model of a single cell.

B.2 SRAM Test Evaluation

Here we present the complete analyses of the MaTs++. MARCH Y and MARcH C-
tests. The reader is reminded that these analyses were performed under the single-fault

assumption.

B.2.1 Evaluation of the MATS+ + test

The MATs+ + test [20] for a n-word by 1-bit SRAM. is of length 6n, and is presented
below:

MaTs++ = (w),) (riw])  (rfw)r) .

First. all the words are initialized to 0. Then. in the fault-free SRAM. each w} in the
second march element is preceded by an r* which should produce a 0. This march element
is performed in the direction from n to 1. In the third march element the first r should
produce a 1. It is followed by a w/, and a second r' producing a 0. The third march

element is performed in the direction from 1 to n.

Evaluation of the MaTs++ test for a single cell

Each cell in this test is subject to the following sequence of operations: wqrw,ruw,r.
Table B.4 provides the comparison of the fault-free response with the faulty responses
of all independently testable faults. The deviations from the fault-free response. as well
as the elementary tests within MATS++ are indicated in boldface. From this table it

is clear that all independently testable faults will be detected reliably. The reader can
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Table B.4: Evaluation of the NATs+ + test for a single cell.

1 MaTs++ Eletentary tests for input stuck-ar
? Fanlt T fanlts within MATS++
i fault-freecell || —0 -1 -1
5 hexa-{) -0-0-0 WG rW UG
h-sa-1 -I-1-1 wy,rwy rwgr
h-sa-0) -1-1-1 Woru' rwgr
{ b-sa-1 -0-0-10 WoIW T

verify that for an inverted MATS + + test where each cell undergoes the complementary

sequence of operations w;rw,rw;r. all independently testable faults will also be detected.

Evaluation of the MATs++ test for n-word by 1-bit SRAM

It is easy to verify that MATs++ detects w’-sa-I faults by noting that MATsS++ is an
extension of MATS+. Since MATS+ has been shown to detect w'-sa-I faults. and since
we can insert any number of ‘read” operations. as they do not corrupt the contents of the
cells. we conclude that MATs++ also detects these faults.

Given that the w’-sa-0 faults are not reliably detectable!. we conclude that in a n-
word by 1-bit SRAM this test can reliably detect ,_7’,—,% - 100% possible input stuck-at

faults. which is roughly 50% of faults (for large n) in the input stuck-at model.

Evaluation of the MaTs++ test for n-word by [-bit SRAM

The MATS+ + test can be extended for a n-word by [-bit SRAM in the following manner:

MATs++ = (u'(",_'_(,)I:(r"w’im1 )”"'1 (r"u"",m,,r’- )”"'.

'See Section 10.2.1
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where w., ,, denotes the writing of an all-0 data background. etc. Since. this extended
test detects the same faults per cell, as the test for a single cell and that changing the
data background does not affect fault coverage.

From the above analyses we conclude that a word-oriented extension of the MATS + +

test will reliably detect all the detectable input stuck-at faults. which constitute ._,':'::’, -

100% of all the faults in the fault model: thus for large n the fault coverage is roughly

50%.

B.2.2 Evaluation of the MARCH Y test

The MARCH Y test [20] for a n-word by 1-bit SRAM. is of length 8n. and is presented
helow:

MARCH Y = (w{')I(riwxl'ri)uJ,l(riuy'i,ri)lTn(ri)l.

First. all the words are initialized to 0. Then, in the fault-free SRAM. each w} in the
second march element is preceded and succeeded by an r* where the former should produce
a 0 and the latter a 1. This march element is performed in the direction from n to 1.
The third march element is similar, with 0 and 1 interchanged and the march element

direction reversed. In the last march element each r’ should produce a 0.

Evaluation of the MARCH Y test for a single cell

Each cell in this test is subject to the following sequence of operations: w,rwrrwarr.
Table B.5 provides the comparison of the fault-free response with the faulty responses of
all independently testable faults. As before. the deviations from the fault-free response,
as well as the elementary tests within NMATs++ are indicated in boldface. From this
table it is clear that all independently testable faults will be detected reliably. It is worth

noting that for our fault model MARCH Y is a redundant test, as the additional ‘read’
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Table B.5: Evaluation of the MARCH Y test for a single cell.

MARCH Y | Elementary tests for input <tuck-at
Fault WO rrwa et | fanlts witlin MARCH Y
| fault-free cell || — 00— 11~ 00 |
| b-saa-1) —0-00 - 00 PO W L PFL T
h-sa-1 -I-11-11 UGWTW 'TWeolT
besa-0 -1-11-111 Worr i r'worr
h-sa-1 - 0-00-00 [ WOT W1 Priu, T |

operations (in comparison with MATs+ +) do not increase the fault coverage and their
removal would not decrease the existing coverage. The reader also can verify that for
an inverted MARCH Y test where each cell undergoes the complementary sequence of

operations wrw,rrurr, all independently testable faults will also be detected.

Evaluation of the MARCH Y test for n-word by 1-bit SRAM

It is easy to verify that MARCH Y detects w'-sa-/ faults by noting that MARCH Y is an
extension of MaTs+. Since MaTs+ has been shown to detect w'-sa-/ faults, and since
we can insert any number of ‘read’ operations. as they do not corrupt the contents of the
cells, we conclude that MARCH Y also detects these faults.

Given that w'-sa-0 faults are not reliably detectable, we conclude that in a n-word

by 1-bit SRAM this test can reliably detect ._,’—,% - 100% possible input stuck-at faults.

Evaluation of the MARCH Y test for n-word by [-bit SRAM

The combination of the two extensions yield a possible MARCH Y test for a n-word by

[-bit SRAM is presented below:

MARCH Y = (w!, ,)i(r'w) )" (rfw) o) (),
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where wy, , denotes the writing of an all-0 data background, etc. As before. this extended
test detects the same faults per cell. as the test for a single cell and that changing the
data background does not affect fault coverage.

The results of the above analyses indicate that a word-oriented extension of the
MARCH Y test will reliably detect all the detectable input stuck-at faults. which con-
stitute ._,':—";%17 - 100% of all the faults in the fault model. This coverage is identical to that

of the MATs++, vet the MARCH Y is longer, as it contains redundant elements (for our

fault model).

B.2.3 Evaluation of the MARcH C- test

The MaRcH C- test [20] for a n-word by 1-bit SRAM. is of length 10n. and is presented
below:

MARCH C- = (i) (r'w]) " (rw)) " (¢ w)) T (e ) T ()

First. all the words are initialized to 0. Then. in the fault-free SRAM. each w} in the
second march element is preceded by an r' where it should produce a 0. This march
element is performed in the direction from n to 1. The next three march elements are
stmilar. with 0 and 1 interchanged and./or the march element direction reversed. In the

last march element each r’ should produce a 0.

Evaluation of the MarcH C- test for a single cell

Each cell in this test is subject to the following sequence of operations: w,rw;rw,rw,ruw,,r.
Table B.G provides the comparison of the fault-free response with the faulty responses
of all independently testable faults. From this table it is clear that all independently
testable faults will be detected reliably. It is worth noting that for our fauit model

MaARcH (- is also a redundant test, as every elementary test is repeated at least twice.



APPENDIX B. SRAM FAULT ANALYSIS AND TEST EVALUATION 155

Table B.6: Evaluation of the MARCH C- test for a single cell.

| MarcH C- i Eletentary tests for mmput stuck-at
Fault WO WY G 1, T tanlts within MarcH C-

| fault-freecell | —0 -1 -0=1-0

! hesa-1) -0-0-0-0-0 UG IW L PG IPW Py T

| h-sa-1 -I-1-1-1-1 WOIrw 1 r'Werw r'wol

| hesa-( -1-1-1-1-1 WoFI'ir'Wolir I'wor
h-sa-1 - 0-0-0-0-10 WQI'W W' Wq i, T B

The reader also can verify that for an inverted MARcH C- test where each cell undergoes
the complementary sequence of operations wrw,rw,rw,rw;r. all independently testable

faults will also be detected.

Evaluation of the MARCH C- test for n-word by 1-bit SRAM

[t is easy to verify that MARCH C- detects w’-sa-I faults by noting that MarcH C- is
an extension of MATs+. In fact. the first. second and fifth match element of MARCH C-
constitute MATS+. It suffices to show that the removal of march elements three and four
from MARCH C- is possible.

After the second march element the memory is filled with 1s. The third march element
fills the memory with 0, and the fourth fills it back with 1s again. Since the effects of
march elements three and four cancel each other, i.e. the contents of the memory cells
after the fourth march element in MARCH C- is in the same as it was after the second
march element. march elements three and four can be removed. By removing these
two march elements. as well as the sixth one. from MarRcH C-, we obtain MaTs+. Since
MATs + has been shown to detect w’-sa-I faults we conclude that MARCH C- also detects
these faults.

Since MARCH C- test cannot reliably detect w'-sa-0 faults, we conclude that in a
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n+d4

373 - 100 possible input stuck-at

n-word by 1-bit SRAM, this test can reliably detect

faults. which is roughly 50% of faults (for large n) in the input stuck-at model.

Evaluation of the MarcH C- test for n-word by [-bit SRAM

The combination of the two extensions yield a possible MArRCH C'- test for a n-word by

[-bit SRAM is presented below:
MarcH C- = (w) o) (F'wl )" (el o)™ 7wy )T () 0) T ()

where w, ,, denotes the writing of an all-0 data background. etc. The reader should note
that. for input stuck-at faults, this extended test detects the same faults per cell, as the
test for a single cell and that changing the data background does not affect fault coverage.

The results of the above analyses indicate that a word-oriented extension of the

MARCH (- test will also reliably detect all the detectable input stuck-at faults, which

constitute '_",:44[1 -100% of all the faults in the fault model. This coverage of input stuck-at

faults is identical to that of the MaTs++ and MARCH Y. yet the MARcH C- is longer

than either of these two tests.
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